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Abstract-- The sensor nodes in the network are forming 

independent network. The limited range sensors maintain 

the link up to destination in Mobile Ad hoc Network 

(MANET). In this network nodes are communicate in 

open medium and by that the communication among the 

mobile nodes are perform without any centralized 

authority that's why network security is one of the most 

important issue in MANET. There are many attackers in 

MANET like sinkhole attack drop the data packets in 

network with the support of neighbor attacker. To 

overcome the disputes, there is a need to build a prevailing 

security solution i.e. IDS (Intrusion Detection System) that 

achieves both extensive protection and desirable network 

performance. The proposed work analyze the profile of 

each node in network by that malicious effect information 

is retrieve and IDS is block the malicious activities of 

attacker. This work analyzes the effect of sinkhole attack 

through malicious nodes which is probable attacks in 

MANET The data packets do not reach the destination by 

that due to this attack, data loss will occur.  The damage 

will be serious if malicious node in a network working as 

an attacker node absorbs all data packets delivered 

through them. In this research we proposed a simple IDS 

Algorithm against dropping attack and measure the 

network performance after applying IDS. We simulated 

dropping attacks in network simulator 2 (ns-2) and 

measured the packet loss in the presence of attacker and 

in presence of Intrusion Detection System against 

malicious attack. Our solution improved the 90% network 

performance in the presence of a packer dropping 

attacker. 

Keywords-- Sinkhole attack, IDS, Routing, AODV, 
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 INTRODUCTION 

Wireless sensor networks (WSNs) have full- grown 

in importance as a reasonable resolution for data 

activity and assortment. A key advantage of WSNs is 

their simple preparation, partly thanks to their use of 

routing protocols that self-configure the network [2, 3]. 

However, if WSNs unit to be accustomed monitor vital 

infrastructure, like water distribution, then it's essential 

that the integrity of the WSN be protected against 

malicious attacks. Especially, the routing protocols used 

with WSNs area unit doubtless susceptible to routing 

attacks, which may disrupt property within the network.  

 

While traditional cryptographic defenses are used to 

protect wired networks, the restricted communication 

and Central process unit resources in affordable 

wireless device nodes makes resource intensive 

cryptography impractical. Natural depression attacks 

(see Fig. 1.1) typically work by making a compromised 

node look significantly partaking to shut nodes with 

respect to the routing formula. For instance, someone 

would possibly spoof or replay a commercial for a very 

high quality route to an academic degree. Some 

protocols could actually try to verify the quality of route 

with end-to-end acknowledgements containing 

responsibility or latency data.  

 

Figure 1: Sinkhole Attack 

During this case, a laptop-class person with a sturdy 

transmitter can actually supply a high quality route by 

causing with enough power to attain the academic 

degree in an exceedingly very single hop, or by using a 

hollow attack. 

Due to either the vital or fanciful high quality route 

through the compromised node, it's probably each 

neighboring node of the person will forward packets 

destined for a academic degree through the person, and 

to boot propagate the attractiveness of the route to its 

neighbors. Effectively, the mortal creates an oversized 

“sphere of influence”, attracting all traffics destined for 

a Bachelor of Science from nodes many hops off from 

the compromised node. Very cheap station is prevented 

by period of time attack from achieving complete and 

proper sensing data, and then it's resulted in a very 

crucial threat that's vital for wireless sensor networks. 

In fact, this happens thanks to the unprotected wireless 

links, the preparation of the sensors in open areas, and 

additionally the weak computation and battery power.  
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This routing protocols in sensor networks show 

usually vulnerability to period of time attack [2]. Some 

studies have urged many secure mechanisms to use as 

cryptographic strategies for safeguarding network but, 

they're principally localized, or there's a high 

computation and additionally a demand for time 

synchronization among the nodes. We have a tendency 

to gift a brand new light-weight algorithmic program so 

as to find the natural depression attack and to 

acknowledge the engaged interloper [4, 5]. Two main 

components are also explained for this technique; a 

secure and low-overhead formula and a cost-effective 

identification formula. The first one might be a 

protected and low overhead formula for very cheap 

station which can collect the network flow data from 

the attacked area. The opposite is associate degree 

formula ready to analyze the routing pattern and 

establish the intruder. 

1.1 Sinkhole Attack Detection 

We show but notice a depression attack in wireless 

sensor network, and later but establish the intruder in 

area. The aim of person in an exceedingly very 

depression attack is to tempt most the traffic from a 

special network by approach of a compromised node, 

making a metaphorical depression with the person at 

very cheap station. Normally, by making a 

compromised node that looked as if it would be 

considerably fascinating to peripheral nodes concerning 

the routing formula, depression attacks can act. Since of 

drawback to verify routing data that provided by a node, 

depression attacks unit robust to counter. For instance, 

personal computer class person options an influence 

sender. This enables laptop-class person to supply a 

high-quality route by causing with adequate power to 

induce a broad area of the network. At the first, we have 

a tendency to specialize in single malicious node so 

enhance it to search out multiple malicious nodes in 

next section. So, the algorithmic program 1st finds a 

listing of suspected nodes through checking knowledge 

consistency, so effectively identifies the interloper 

within the list through analyzing the network flow data. 

The algorithm is also robust to deal with multiple 

malicious nodes that cooperatively hide the real 

intruder. 

a) Estimate the attacked space: 1st of all to gather the 

network flow data from the attacked space, a secure and 

low-overhead formula for very cheap station is used and 

inside the second, to analyze the routing pattern and 

positions the trespasser an efficient identification 

formula is utilized.  The delicate story with cheating 

nodes that along deceive the destination regarding the 

intruder condition is regarded too.  

We have a tendency to tend to continue a pair of ways 

in which to look out a intruder in depression attack. 1st 

of all, by calculative they are the world the realm of 

attack the network is organized into many under-

domains and knowledge inside each of them are 

compared. The attack may also be discovered through 

the detection of the changeable data among the 

everyday sensors and assault nodes inside the below 

domains. What is more to explore the losing data of the 

attacked sensor and to acknowledge the planet of attack 

it should be used. Associate degree intruder cannot 

modification the information starting altogether the 

nodes inside the network thanks to the scale limitation 

of the attacked area. 

b) Identify by intruder:The message has among the 

identity of the influenced nodes. At the beginning, a 

concern participation message goes into the academic 

degree. The message has IDs of the influenced nodes 

that flooding hop by hop. Since there is every node„s 

ID, the request is accepted by all nodes which they got 

to reply the academic degree by messages that contain 

their own ID; the next-hop node. Note that the next-hop 

and additionally the value would possibly already. 

Listen for the attack which may influence the next-hop 

and additionally the value previously. So, the reply 

message got to be transferred through the reverse path 

inside the flooding that relates to the initial route while 

not intrusive. 

 RELATED WORK 

In this section we present the research that has done 

in this field. 

Shashi Pratap Singh Tomar, Brijesh Kumar 

Chaurasia [1] “Detection and Isolation of Sinkhole 

Attack from AODV Routing Protocol in MANET” has 

proposed mechanism of detection and isolation of 

sinkhole attack in MANET, substitution of routing 

protocol to enhance network capability after grievous 

attack. However, the open shared wireless medium and 

dynamic nature of MANET makes their routing 

protocols vulnerable to attacks. First, they analyzed an 

ad hoc on demand routing protocol over sinkhole 

attacks. After that use of multi path AODV routing 

protocol to grownup network from sinkhole attack is 

presented. 

Ahmad Salehi S., M.A. Razzaque, Parisa Naraei, 

Ali Farrokhtala [2] “Detection of sink Attack in 

Wireless device Networks” this title suggests associate 

rule that first off finds a bunch of suspected nodes by 

analyzing the consistency of knowledge. Then, the 

trespasser is recognized expeditiously within the cluster 

by checking the network flow info.  
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The proposed algorithm‟s performance has been 

evaluated by using numerical analysis and simulations. 

Therefore, accuracy and potency of rule would be 

verified. 

Ioannis Krontiris, Thanassis Giannetsos, Tassos 

Dimitriou [6] “Launching a sink Attack in Wireless 

device Networks; the trespasser Side” this title they 

tend to investigate comprehensive one amongst the 

foremost severe attacks against device networks, 

specifically the sink attack, and that they emphasize on 

ways that associate assailant will follow to with success 

launch such associate attack. Then they tend to propose 

specific detection rules that may create legitimate nodes 

become awake to the threat, whereas the attack 

continues to be happening. Finally, they demonstrate 

the attack and present some implementation details that 

emphasize the little effort that an attacker would need to 

put in order to break into a realistic sensor network.  

Chanatip Tumrongwittayapak and Ruttikorn 

Varakulsiripunth [7] “Detecting sink Attacks in 

Wireless device Networks” so, they tend to gift a brand 

new approach of strong and light-weight answer for 

sleuthing the sink attack supported Received Signal 

Strength Indicator (RSSI) readings of messages. The 

proposed answer wants collaboration of some further 

Monitor (EM) nodes a vicinity from the standard nodes. 

They tend to use values of RSSI from four EM nodes to 

work out the position of all device nodes wherever the 

bottom Station (BS) is found at origin position (0,0). 

They tend to use this info as weight from the bachelor's 

degree so as to discover sink attack. The simulation 

results show that the projected mechanism is light-

weight thanks to the monitor nodes weren't loaded with 

any normal nodes or bachelor's degree. Moreover, the 

projected mechanism doesn't cause the communication 

overhead. 

Christian Miguel de Cervantes Saavedra, Diego 

Poplade, Michele Nogueira associated Aldri urban 

center [8] “Detection of sink Attacks for Supporting 

Secure Routing on 6LoWPAN for web of Things” This 

title proposes an intrusion detection system, referred to 

as Peruvian monetary unit (Intrusion detection of sink 

attacks on 6LoWPAN for web of ThIngs), to spot sink 

attacks on the routing services in IoT. Moreover, 

Peruvian monetary unit aims to mitigate adverse effects 

found in IDS that disturb its performance, like false 

positive and negative, furthermore because the high 

resource price. The system combines watchdog, name 

and trust ways for detection of attackers by analyzing 

the behavior of devices.  

 

 

 

Results show the Peruvian monetary unit 

performance and its effectiveness in terms of attack 

detection rate, range of false positives and false 

negatives.  

Soo Young Moon and Tae metallic element Cho 

[9] “Intrusion Detection theme against sink Attacks in 

Directed Diffusion primarily based device Networks” 

this title, they show the vulnerability of the directed 

diffusion routing protocol to sinkhole attacks. And they 

also propose the intrusion detection scheme using fuzzy 

logic for detecting and defending sinkhole attacks in 

directed diffusion based sensor networks. 

K.Venkatraman, J.Vijay Daniel, 

G.Murugaboopathi [10] “Various Attacks in Wireless 

device Network: Survey” This journal will present you 

a survey about the various threats to wireless networks, 

the various advancements in securing a network and the 

various challenges in implementing the same. 

Murad A. Rassam, M.A. Maarof and Anazida 

Zainal [11] “A Survey of Intrusion Detection Schemes 

in Wireless device Networks” during this article, they 

tend to gift a survey of intrusion detection schemes in 

WSNs. First, they tend to gift the similar works and 

show their variations from this work. After that, they 

tend to define the basics of intrusion detection in 

WSNs, describing the kinds of attacks and state the 

motivation for intrusion detection in WSNs. Then, they 

tend to demonstrate the challenges of developing a 

perfect intrusion detection theme for WSNs followed by 

the most necessities of a decent candidate intrusion 

detection theme. The progressive intrusion detection 

themes are then conferred supported the techniques 

employed in every scheme and categorizing them into 

four main categories: rule-based, data processing and 

process intelligence primarily based, game theoretical 

based  mostly primarily based and applied math based. 

The analysis of every theme in these classes is 

conferred showing their benefits and downsides. By the 

top of every class, they tend to state the overall benefits 

and shortcomings of every class. The survey ends by 

recommending some necessary analysis opportunities 

during this field for future analysis. 

 PROBLEM STATEMENT 

Mobile ad hoc communication security is very 

challenging issue because lack of trusted infrastructure 

as well as dynamic network behaviour. Mobile ad hoc 

network not guaranteed the quality of service for 

reliable data delivery to the receivers. So in this 

dissertation our motive to design a collaborative trusts 

mechanism against sinkhole attack and to provide 

secures communication to the receivers.  
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 PROPOSED WORK 

Mobile ad hoc network is a temporary autonomous 

system, where every communication take place faith 

bases, but cannot guaranteed that our data will 

successful delivery to the legitimate user. Before that 

proposal we study number of paper against quality of 

service, trust mechanism, reliability and security against 

sink hole attack, but they not cover all aspect of 

network parameter and also identifies that some 

improvement are needed on the existing work. So in the 

proposed approach we design the distributed trust 

methodology and achieve the QoS requirement for 

reliable service. In distributed trust mechanism every 

node watch the activity of neighbor nodes and calculate 

the trust level, based on receives and forwarding data 

criteria, the trust level is ranging between 0 to 1, that 

trust factor every neighbor nodes are calculated by 

timely manner, And combine the trust level of 

particular node (suspicious) in the single area (whose 

reliability or trust level all the node set initially 1), that 

node calculate average trust value of particular node 

(suspicious) and while trust values lower than the fifty 

percentage so further that is under second time 

(suspicious) re-watch the node and similar property 

exist than block that particular node else trust level 

increases. That work collaborative calculates the node 

trust and time to time increase trust level of the node 

and helps to identify attacker node. In our approach 

trust level calculate against the sink hole attack, cannot 

decrease the trust level while data are drop by network 

depended reason i.e. congestion, collision, MAC error 

etc. for network error minimization be appropriate 

routing are modified that aware the channel is an ideal 

or engaged and also collision are resolve so our QoS 

maintain. 

Proposed approach provides the reliable path from 

sender to receiver with all aspect of QoS requirements. 

That increases the packet delivery ratio and decreases 

the overhead of the network. 

In this section describe the algorithm fro detection 

and protection sinkhole attack, for that we deploy the 

mobile node and apply routing algorithm AODV (ad-

hoc on demand distance vector) and established the 

route, but the time of route search sinkhole node divert 

the route and give the acknowledgement to sender. 

While sender receives those packets truly sends data to 

sinkhole path and sinkhole node drop the data. So in 

this proposed algorithm collaborative trust calculation 

methodology is used and identifies the attacker node 

and blocks it, that mechanism provide secure path from 

sender to receiver node and improve the network 

performance.  

Algorithm: Compute Sinkhole attack detection and 

prevention 

Input:  

 M: set of mobile nodes 

 S: Suspicious nodes 

 ng: set of neighbour nodes 

 D: set as trust calculator node 

 T: transmitter node 

 R: Receiver node 

 I: set of intermediate nodes 

 msend: mis detected  

 tsend: trusted send 

 CIPS: Collaborative intrusion prevention routing 

Output: 

Attack Percentage, Attacker node information, PDR, 

delay, receives and sends information 

T execute-route(T,R,CIPS) 

While (M =in range) do 

I  receives routing packets 

For each I in range , ng watch the I and set S 

While I  ≠ R do  

Calculate Trust of I: (forward/receives) 

 If (I== S ) then 

Send Ack to T node with higher sequence number 

 Call data-pkt() 

 Else  

 R not in zone 

 End if 

 End do 

          End do 

Data-pkt(T,R,pkt) 

Count =1 

If path is available then 

All node in path set S 

ng watch S node 

While pkt incoming S do 

If S receives && pkt-forward ≠ true then   

Decrease-trust = S-old-trust – (forward/receives) 

S new-trust-level 

Else  

Increase-trust = S-old-trust + (forward/receives) 

S new-trust-level 

End if 

all ng calculate separately trust level of S node 

ng send trust report to D node 

D calculate average trust level of ng for S node 

End do 

While count <= 2 do 

Re-calculate the trust of S 

Increment count 

End do 

If count == 2 && trust level of S < 0.5 then 

Block the S and set attacker  

Else  

S in trusted group 
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End if 

Calculate PDR = (receive/send)*100 

 packet_duration = end - start; 

  if packet_duration > 0  then 

 sum += packet_duration; 

     recvnum++;  

  Calculate delay =sum/recvnum; 

 Attack% = (100-(msends/tsend)*100); 

End if 

 SIMULATION ENVIRONMENT & RESULTS 

The Network Simulator (Version 2), widely known 

as NS2, is simply an event driven simulation tool that 

has proved useful in studying the dynamic nature of 

communication networks. Simulation of wired, wireless 

as well as ad hoc network functions and protocols like 

UDP, TCP etc. can be done using NS2. In general, NS2 

provides users with a way of specifying such network 

protocols and simulating their corresponding behaviors. 

Due to its flexibility and modular nature, NS2 has 

gained constant popularity in the networking research 

community since its birth in 1989. Ever since, several 

revolutions and revisions have marked the growing 

maturity of the tool, thanks to substantial contributions 

from the players in the field. Among these are the 

University of California and Cornell University who 

developed the REAL network simulator, 1 the 

foundation which NS is based on. Since 1995 the 

Defense Advanced Research Projects Agency 

(DARPA) supported development of NS through the 

Virtual Inter Network Test bed (VINT) project [12]. 

Currently the National Science Foundation (NSF) has 

joined the ride in development. Last but not the least, 

the group of researchers and developers in the 

community are constantly working to keep NS2 strong 

and versatile. 

Performance Metrics  

We are taking the following parameters for case 

study i.e. shown in Table 1 
 

Table 1.  

Simulation parameter 

Parameters Inputs 

Mobile Nodes 20 

MAC Layer 802.11 

Antenna Type Omni-Antenna 

Radio Range 550M 

Attack Type Sinkhole 

Prevention Trust Level  

Node Mobility Random 

Channel Wireless Channel 

Routing Protocol AODV 

 RESULTS 

In this section we examine the results analysis on the 

basis of performance metrics. 

6.1 Data Send Analysis 

The data packets are the actual genuine and authentic 

information of destination sending by sender in 

network. The dynamic network is enhancing the 

variation in link stability by that the topology is 

frequently changes. In MANET routing protocols are 

done really a great work to established the connection 

in between sender and receiver. In this graph the packet 

sending performance analysis of normal routing AODV 

protocol, in presence of sinkhole attack in network and 

proposed security scheme against sinkhole attack is 

evaluated and observed that the packet sending in 

proposed profile based security scheme is really better 

because of reliable path selection.  

 

Figure 1:  Data Send Analysis 

 

Figure 2: Data Sends Analysis 
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6.2 Data Receives Analysis 

In dynamic network, it is very difficult to maintain 

connection in between sender and receiver. The better 

data packets receiving are improves the performance of 

network.  In this graph, first examine the normal routing 

performance. In normal routing case about 4000 packets 

are received. But In attack case data packets are reached 

to destination is neglible count in network that means 

all packets are dropped. But after applying IDS on 

sinkhole attack we observe that data packets receiving 

is enhance and about 4500 of data are received. Here 

we notice that after applying IDS packet receiving 

increases and dropping of packets decreases.   

Figure 3: Data Receives Analysis 

6.3 Data drop Analysis 

The data drop analysis is clearly show that the 

performance of packets receiving and also confirm 

routing misbehaviour in MANET. In this analysis first 

we consider the normal routing case. In normal routing 

case about 350 packets are drop. But In sinkhole attack 

case about 80 data packets are dropped. But after 

applying IDS on sinkhole attack we observe that about 

210 of data packets are drop. Here we notice that after 

applying IDS packet dropping of packets decreases. The 

dropping in case of attacker is rally less, but their 

receiving is counted negligible as compare to IDS and 

normal AODV 

 
Figure 4: Data drop Analysis 

6.4 Packet Capture Analysis 

The sinkhole attacker is consumes the whole packets 

that are forwards towards it by number of senders or 

senders to intermediate nodes in network. The nodes in 

network are communicate with each other in a open 

medium and by that attacker is affected easily their 

performance.  

 
Figure 5: Packet Capture Analysis 
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6.5 Routing Load Analysis 

In dynamic network it is very difficult to establish 

connection to destination through source.. The sender is 

the main source of flooding routing packets because of 

reach to destination and start routing procedure of data 

deliver. The routing load is measured through the ratio 

of routing packets and number of packets received in 

network. In this graph the routing packets quantity is 

measured. In routing load analysis we observe that in 

case of attack about 1800 routing packets are delivered 

but negligible data packets are received. In normal 

routing case and in case of IDS nearly equal numbers of 

routing packets are delivered and the data packets 

sending and receiving is provides better performance. 

 

Figure 6: Routing Load Analysis 

6.6 Packet Delivery Ratio Analysis 

The data packets proper receiving is provides the 

better network performance in provisions of better PDR 

performance. The data received percentage at 

destination with respect to data sending in MANET is 

measured through PDR (Packer Delivery Ratio) 

performance metrics. PDF analysis in normal and IDS 

security, successful data receiving is 95% and 96% but 

at the time of sinkhole attack data receiving percentage 

is unpredictable i.e. negligible count in network  The 

presence of attacker is provides the negligible network 

performance because of heavy packets dropping but 

proposed security scheme is improves the performance 

by disable attacker malicious activities. 

 

Figure 7: Packet Delivery Ratio Analysis 

6.7 Attack Loss percentage Analysis 

The attacker in network is only aim to destroy or 

drop the data by that the normal routing performance of 

network is affected. The sinkhole attacker is consumes 

the all data packets with the help of their trustful 

attacker node. The coordination of both of them nodes 

is effective for degrading the network performance. In 

this graph the attacker node dropping percentage is 

detected and observe that about 98% of data are drop by 

attacker in network. The proposed IDS scheme is 

remove completely the effect of attacker and provides 
negligible infection in dynamic network.  

 

Figure 8: Attack Loss percentage Analysis 
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6.8 Sinkhole Path Detection 

The attacker aim is only modified or corrupts and 

drops the data in dynamic network. In this research the 

sinkhole attacker are identified through IDS that 

performing routing misbehaviour in MANET. In 

attacker case the following nodes mentioned in table 1. 

Table 2:  

Infected Node analysis 

 

  CONCLUSION 

The Mobile Ad hoc Network (MANET) is a dynamic 

cost-effective network and provides communication 

with random movement of mobile nodes. The security 

is the major problem in this kind of decentralized 

network. The centralized administrator control absence 

is venerable to network from different attacks.  In this 

research we simulate the scenario of sinkhole attack, 

security and normal routing in networks and find its 

affects. In our study, we used the AODV routing 

protocol. But the other various routing protocols could 

be simulated also. The proposed scheme resolves 

cooperative effect of sinkhole attack in the network. But 

the detection of the sinkhole attack is possible through 

proposed IDS security scheme. Proposed solution looks 

the path in the AODV level. As malicious node is the 

main security threat that effect the performance of the 

AODV routing protocol.  Effect on packet loss is 

clearly visualized in throughput and other metrics. As 

malicious node or attacker node is the main security 

threat that affect the performance of the AODV routing 

protocol. Its detection is the main matter of concern. 

Therefore the proposed IDS algorithm work will be 

excellent to detect and defense the network from 

malicious attack. Improvement for overcoming the 

effect of attack should orient towards controlling the 

delay.  

The other attacker like Sybil attacker is also dropping 

the packets and communicates with neighbors through 

fake identification number.  

 

 

 

 

 

In future some techniques should be proposed for 

identified the multiple attacker presence in dynamic 

network. Also try to sinkhole and Sybil attacker with 

AODV routing algorithm can be implemented in real 

life scenario and its analysis can be compared with the 

simulation analysis results.  
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