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Abstract— The increasing sophistication of cyberattacks 

and the widespread adoption of encrypted network 

communications have exposed significant limitations in 

conventional intrusion detection systems, particularly in 

detecting zero-day attacks while preserving data privacy. 

Existing approaches often suffer from reduced detection 

accuracy, high false positive rates, increased detection latency, 

and inadequate privacy protection when analyzing encrypted 

network traffic. This study proposes a privacy-preserving 

hybrid framework for abnormal network traffic identification 

by integrating Long Short-Term Memory (LSTM), Random 

Forest (RF), K-Means clustering, and Cheon–Kim–Kim–Song 

(CKKS) homomorphic encryption. The framework was 

designed to leverage LSTM for temporal traffic modeling, 

Random Forest for supervised classification, K-Means 

clustering for unsupervised anomaly discovery, and CKKS 

encryption for secure computation on encrypted network 

data. The proposed model was implemented in Python and 

evaluated using the CICIDS2017 and UNSW-NB15 benchmark 

datasets. Performance was assessed using accuracy, precision, 

recall, F1-score, AUC-ROC, detection rate, false positive rate, 

detection latency, throughput, scalability, adversarial 

robustness, explainability, privacy preservation, 

computational overhead, encryption overhead, and zero-day 

attack detection. Experimental results demonstrated that the 

proposed framework consistently outperformed the baseline 

model of Sattar [133]. On the CICIDS2017 dataset, the model 

achieved 99.31% accuracy, 99.12% precision, 99.05% recall, 
99.08% F1-score, 99.05% detection rate, and 92.4% zero-day 

detection, while reducing the false positive rate to 0.74% and 

detection latency to 18.7 ms. Similar improvements were 

obtained on the UNSW-NB15 dataset, with 98.05% accuracy, 
97.72% precision, 97.55% recall, 97.63% F1-score, and 89.1% 

zero-day detection, alongside lower computational and 

encryption overheads and enhanced scalability, explainability, 

adversarial robustness, and privacy preservation. The study 

concludes that integrating deep learning, machine learning, 

unsupervised clustering, and homomorphic encryption 

provides a scalable, accurate, and privacy-preserving solution 

for real-time abnormal network traffic identification. The 

proposed framework offers a practical approach for 

deployment in cloud computing, IoT, healthcare, financial 

systems, telecommunications, and other security-critical 

network environments. 
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I. INTRODUCTION 

The increasing adoption of cloud computing, the Internet 
of Things (IoT), distributed systems, and encrypted 
communication has significantly expanded the complexity 

of modern computer networks and the sophistication of 
cyber threats. Network traffic, comprising packets 
exchanged among interconnected devices, provides 
valuable behavioral information that can be analyzed to 
distinguish legitimate communication from malicious 
activities. Abnormal network traffic, characterized by 

irregular packet flows, unusual protocol usage, anomalous 
communication patterns, and excessive bandwidth 
consumption, often serves as an early indicator of 
cyberattacks such as malware infections, botnet 
communications, distributed denial-of-service (DDoS) 
attacks, brute-force attempts, and data exfiltration. 

Consequently, abnormal network traffic identification has 
become a critical component of modern intrusion detection 
systems (IDSs). 

Conventional signature-based intrusion detection 
techniques have proven inadequate against rapidly evolving 
threats, particularly zero-day attacks and encrypted network 

traffic. Recent machine learning and deep learning 
approaches, including Long Short-Term Memory (LSTM), 
Random Forest, K-Means clustering, and self-supervised 
learning, have substantially improved anomaly detection by 
exploiting sequential, statistical, and behavioral traffic 
features. However, existing methods continue to face 

several challenges, including high false-positive rates, 
limited adversarial robustness, inadequate detection of 
previously unseen attacks, scalability constraints in high-
volume heterogeneous networks, and insufficient privacy 
protection during traffic analysis.  
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Although the encrypted traffic self-supervised learning 
(ET-SSL) framework proposed by Sattar [133] achieved 
promising detection accuracy, it does not integrate formal 

privacy-preserving cryptographic mechanisms and relies 
primarily on a single learning paradigm, limiting its ability 
to jointly exploit temporal dependencies, supervised 
classification, and unsupervised anomaly discovery. 

These limitations highlight the need for a scalable, 
intelligent, and privacy-preserving anomaly detection 

framework capable of accurately identifying both known 
and emerging cyber threats while protecting sensitive 
network information. This study addresses these challenges 
by developing a hybrid anomaly detection model that 
integrates LSTM, Random Forest, K-Means clustering, and 
Cheon–Kim–Kim–Song (CKKS) homomorphic encryption. 

The proposed framework combines sequential learning, 
supervised classification, unsupervised clustering, and 
privacy-preserving computation to improve detection 
accuracy, enhance adversarial robustness, reduce false 
positives, and enable secure analysis of encrypted network 
traffic. 

Accordingly, the aim of this study is to develop an 
efficient hybrid model for abnormal network traffic 
identification and threat detection that integrates supervised 
and unsupervised artificial intelligence techniques with 
homomorphic encryption for improved accuracy, 
scalability, and privacy preservation. Specifically, the study 

seeks to: (i) design and implement a scalable hybrid 
anomaly detection framework integrating LSTM, Random 
Forest, and K-Means clustering; (ii) enhance adversarial 
robustness by combining complementary learning 
paradigms; (iii) improve the detection of evolving and zero-
day attacks in encrypted network environments while 

minimizing false positives; (iv) integrate CKKS 
homomorphic encryption to enable secure computation on 
encrypted traffic; and (v) evaluate the proposed framework 
using standard performance metrics, including accuracy, 
precision, recall, F1-score, false-positive rate, detection 
latency, and throughput under real-time and adversarial 

conditions. 

II. LITERATURE REVIEW 

2.1 Conceptual Framework of Network Traffic 

Network traffic analysis provides the foundation for 
monitoring, optimizing, and securing modern 
communication networks by examining the behavior of 

packets, flows, and events transmitted across 
interconnected systems.  

 

Effective traffic analysis relies on understanding the 
sources of network data, traffic characteristics, and 
environmental factors influencing communication 

behavior. These components collectively support anomaly 
detection, network performance optimization, and 
cybersecurity operations. 

Network traffic information is obtained from several 
complementary data sources, including packet-level data, 
flow-based records, system log files, network management 

systems, and real-time traffic streams. Packet-level data 
provide detailed information such as source and destination 
addresses, protocols, ports, and payloads, enabling fine-
grained analysis of malware communication, botnets, and 
data exfiltration [167, 10]. However, their large volume and 
privacy implications increase storage and computational 

requirements [80, 44]. Flow-based data summarize 
communication sessions using protocols such as NetFlow 
and sFlow, supporting scalable traffic monitoring and 
attack detection, although aggregation may obscure fine-
grained attack characteristics [102, 74, 34]. Log files 
generated by routers, firewalls, and intrusion detection 

systems provide contextual information for forensic 
analysis but require extensive preprocessing because of 
their volume and complexity [148, 167, 41]. Similarly, 
network management systems provide operational metrics 
such as throughput, device availability, and error rates, 
while real-time data streams enable continuous monitoring 

and rapid response to emerging threats despite their 
significant computational demands [8, 33, 142, 167]. 

Traffic characteristics constitute another essential 
component of network traffic analysis. Important features 
include traffic volume, flow duration, inter-arrival time, 
packet size distribution, temporal behavior, protocol usage, 

burstiness, and source–destination communication patterns. 
Traffic volume is widely used to identify congestion and 
denial-of-service attacks [147, 57, 74]. Temporal 
characteristics such as flow duration and packet inter-
arrival time reveal slow-rate attacks and reconnaissance 
activities [56], whereas packet size distributions and 

temporal periodicity assist in detecting fragmentation 
attacks, data exfiltration, and abnormal communication 
behaviors [153, 83, 148]. Likewise, protocol usage patterns, 
traffic burstiness, self-similarity, and source–destination 
attributes provide valuable indicators of malicious activities 
including botnet communications and unauthorized 

network access [56, 120, 71].  
The effectiveness of network traffic analysis is 

influenced by several operational factors, including 
network topology, traffic volume, protocol diversity, 
encryption, user behavior, and hardware capabilities.  
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Large-scale heterogeneous networks generate diverse 
traffic patterns that complicate monitoring and anomaly 
detection, while widespread encryption limits payload 

inspection and shifts detection toward metadata- and flow-
based analysis [33]. Consequently, modern traffic analysis 
increasingly depends on intelligent, adaptive, and scalable 
analytical techniques capable of maintaining high detection 
accuracy in dynamic network environments. 

2.2 Abnormal Network Traffic Identification 

Abnormal network traffic identification is fundamental 
to modern cybersecurity because it enables the early 
detection of malicious activities that threaten the 
confidentiality, integrity, and availability of network 
resources. Abnormal traffic refers to any deviation from 
established communication patterns, including unusual 

traffic volumes, unauthorized access attempts, abnormal 
protocol usage, data exfiltration, malware communication, 
and Denial-of-Service (DoS) attacks [142, 29]. As 
enterprise, cloud, and IoT networks continue to expand, 
timely identification of these anomalies has become 
increasingly important for preventing cyberattacks, 

minimizing operational disruption, and maintaining 
regulatory compliance. 

The significance of abnormal traffic detection extends 
beyond attack identification. Early detection enables 
organizations to mitigate Distributed Denial-of-Service 
(DDoS) attacks, malware propagation, insider threats, and 

unauthorized data transfers before they escalate into large-
scale security incidents [167, 55]. It also protects sensitive 
information from data breaches, maintains network 
availability and Quality of Service (QoS), supports 
compliance with security regulations such as GDPR, 
HIPAA, and PCI DSS, facilitates rapid incident response, 

and improves the overall security posture by reducing false 
alarms and strengthening proactive defense mechanisms 
[29, 96, 142]. Despite these advantages, abnormal traffic 
detection remains challenging because of increasing traffic 
volumes, encrypted communications, evolving attack 
techniques, and the need for accurate real-time analysis. 

Several approaches have been developed for abnormal 
network traffic identification, each offering distinct 
advantages and limitations. Statistical methods establish 
baseline traffic profiles and identify deviations using 
predefined thresholds; however, they often struggle with 
complex and dynamic network environments [96]. 

Signature-based or misuse detection identifies attacks by 
matching network traffic against known attack signatures 
and is highly effective for detecting previously documented 
threats.  

Nevertheless, its dependence on continually updated 
signature databases limits its ability to detect zero-day 
attacks, polymorphic malware, and other previously unseen 

threats [142, 167, 29]. Rule-based and heuristic approaches 
similarly provide efficient detection for predefined attack 
patterns but frequently suffer from high false-positive rates 
in heterogeneous environments [96]. 

Anomaly detection addresses many of these limitations 
by learning normal network behavior and identifying 

deviations without relying on predefined attack signatures. 
This capability makes anomaly detection particularly 
effective for identifying novel attacks, advanced persistent 
threats, and zero-day exploits [96, 167]. Statistical anomaly 
detection techniques model normal traffic distributions 
using approaches such as Gaussian Mixture Models, while 

machine learning methods employ supervised algorithms 
including Random Forest, Support Vector Machines 
(SVM), and Neural Networks, as well as unsupervised 
algorithms such as K-Means clustering, Isolation Forest, 
and Autoencoders [29, 55]. More recently, deep learning 
architectures such as Long Short-Term Memory (LSTM) 

networks have demonstrated superior performance by 
learning long-term temporal dependencies within 
sequential network traffic, enabling the detection of 
stealthy and multi-stage attacks [167]. Behavioral analysis 
further complements anomaly detection by monitoring 
deviations in user and device activities, making it 

particularly useful for identifying insider threats [142]. 
Although these techniques have significantly improved 

intrusion detection, each possesses inherent limitations. 
Signature-based systems cannot detect unknown attacks, 
statistical approaches often produce excessive false 
positives, and standalone machine learning models 

generally fail to simultaneously capture temporal 
dependencies, complex feature interactions, and evolving 
attack behaviors [130, 121, 163]. Likewise, K-Means 
clustering struggles with high-dimensional noisy data and 
requires prior specification of the number of clusters, while 
traditional supervised models exhibit limited adaptability to 

changing attack patterns [148]. These shortcomings reduce 
their effectiveness in large-scale, real-time environments 
characterized by encrypted traffic and continuously 
evolving cyber threats. 

To overcome these limitations, recent studies advocate 
hybrid detection architectures that combine complementary 

learning paradigms. Integrating K-Means clustering, 
Random Forest classification, and LSTM networks enables 
simultaneous exploitation of unsupervised pattern 
discovery, supervised classification, and temporal sequence 
learning.  
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K-Means facilitates the discovery of previously 
unknown attack patterns, Random Forest provides robust 
and interpretable classification, while LSTM captures 

temporal relationships necessary for detecting stealthy, 
coordinated, and multi-stage intrusions [24, 61, 148]. 
Ensemble decision fusion further improves detection 
confidence by combining outputs from multiple models, 
thereby increasing detection accuracy while reducing false-
positive rates. 

Privacy preservation has also become a major 
consideration in intelligent network traffic analysis because 
network data frequently contain sensitive organizational 
and personal information. Contemporary detection 
frameworks increasingly integrate privacy-preserving 
mechanisms including data anonymization, federated 

learning, differential privacy, homomorphic encryption, 
and Secure Multi-Party Computation (SMPC) to enable 
collaborative learning and secure analysis without exposing 
confidential data [46, 103, 43, 2, 113]. These approaches 
enhance legal compliance while supporting distributed 
deployment across cloud, enterprise, healthcare, financial, 

and critical infrastructure environments. 
The effectiveness of hybrid anomaly detection systems is 

commonly evaluated using benchmark datasets such as 
NSL-KDD, CICIDS2017, and UNSW-NB15, with 
performance measured using accuracy, precision, recall, 
F1-score, false-positive rate, and detection latency. 

Comparative evaluations consistently demonstrate that 
hybrid frameworks outperform standalone machine 
learning models by improving zero-day attack detection, 
reducing false positives, and enhancing temporal 
sensitivity. Furthermore, scalable implementations based 
on distributed processing frameworks and containerized 

deployment architectures enable efficient operation across 
enterprise, cloud, and IoT environments while maintaining 
high detection accuracy and low latency [159, 138, 118, 

136]. 

2.3 Hybrid Models for Abnormal Network Traffic 

Identification 

Hybrid machine learning models have emerged as an 
effective approach for abnormal network traffic 
identification by combining the complementary strengths of 
unsupervised learning, supervised learning, and deep 
learning techniques. Unlike standalone detection models, 
hybrid architectures simultaneously exploit pattern 

discovery, classification accuracy, and temporal sequence 
learning, thereby improving the detection of both known 
and previously unseen cyber threats.  

 

This integration addresses key limitations of 
conventional intrusion detection systems, including high 
false-positive rates, poor adaptability to evolving attacks, 

and limited capability for analyzing complex traffic 
patterns [28, 74]. 

K-Means clustering serves as the unsupervised 
component of many hybrid frameworks by partitioning 
network traffic into groups based on feature similarity 
without requiring labeled data. This capability enables the 

discovery of hidden structures and emerging attack patterns 
within large-scale traffic datasets, making it particularly 
valuable for identifying zero-day attacks and reducing 
noise before supervised classification. However, K-Means 
alone cannot accurately distinguish malicious from 
legitimate traffic because it lacks class labels and is 

sensitive to cluster initialization and high-dimensional data 
[68, 28]. 

Random Forest provides the supervised learning 
component by constructing multiple decision trees and 
aggregating their predictions to produce robust 
classifications. The algorithm is widely adopted in network 

intrusion detection because of its ability to process high-
dimensional traffic features, resist overfitting, rank feature 
importance, and maintain high classification accuracy 
across diverse attack categories [24, 74]. Nevertheless, 
Random Forest analyzes traffic instances independently 
and therefore cannot effectively capture temporal 

dependencies or sequential attack behaviors commonly 
observed in sophisticated cyberattacks. 

Long Short-Term Memory (LSTM) networks 
complement Random Forest by modeling the temporal 
characteristics of network traffic. As an advanced recurrent 
neural network architecture, LSTM retains long-term 

dependencies through gated memory mechanisms, enabling 
it to recognize evolving attack sequences, stealthy 
intrusions, and low-rate attacks that static classifiers may 
overlook [61]. Because network traffic naturally exhibits 
sequential behavior, LSTM has become an effective tool 
for detecting time-dependent anomalies and multi-stage 

cyberattacks [74]. 
The integration of K-Means, Random Forest, and LSTM 

into a unified hybrid framework leverages the strengths of 
each technique while mitigating their individual limitations. 
K-Means performs initial clustering and anomaly 
discovery, Random Forest accurately classifies labeled 

traffic, and LSTM models temporal evolution within traffic 
flows. This multi-layered architecture enhances detection 
accuracy, improves zero-day attack identification, reduces 
false-positive rates, and strengthens model generalization 
across heterogeneous network environments [17, 74].  
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Furthermore, the modular design allows each component 
to be independently optimized or retrained without 
affecting the overall framework, thereby improving 

scalability, maintainability, and deployment flexibility in 
real-time intrusion detection systems.  

2.4 Related Works 

Machine learning has become a dominant approach for 
abnormal network traffic detection because of its ability to 
learn complex traffic patterns and improve intrusion 

detection accuracy. Existing studies broadly classify 
detection methods into supervised, unsupervised, semi-
supervised, and hybrid learning approaches [140]. 
Supervised learning models, including Neural Networks 
[155], Support Vector Machines [107], Decision Trees 
[146], Naïve Bayes [7], and ensemble techniques such as 

Random Forest [119], have demonstrated high 
classification accuracy when sufficient labeled data are 
available. However, their performance is constrained by the 
availability of annotated datasets and limited adaptability to 
evolving attack patterns. Conversely, unsupervised 
approaches, particularly clustering techniques, identify 

latent traffic structures without labeled data by exploiting 
similarity measures, making them suitable for detecting 
unknown attacks, although they often suffer from lower 
classification precision [123]. 

Semi-supervised learning combines labeled and 
unlabeled data to improve generalization and detection 

performance. Chen [30] demonstrated that semi-supervised 
techniques based on spectral graph transducers and 
Gaussian fields significantly improve classification 
accuracy compared with purely supervised approaches. 
Furthermore, feature selection and dimensionality reduction 
have become essential preprocessing steps for reducing 

redundancy and computational complexity. For example, 
Li [93] proposed an improved Krill Swarm optimization 
algorithm for feature selection, while Zhang [160] 
employed an autoencoder to learn compressed traffic 
representations before intrusion classification, thereby 
enhancing detection efficiency. 

Recent studies have focused on improving detection 
accuracy using advanced machine learning techniques. 
Bian [18] combined statistical analysis with Isolation 
Forest to detect anomalous traffic, achieving precision, 
recall, and F1-scores above 0.98. Nevertheless, the 
approach depends on fixed statistical thresholds, ignores 

temporal dependencies in traffic behavior, and was 
validated on a relatively small dataset, limiting its 
scalability to real-world environments.  

 

Similarly, Chen [31] enhanced Decision Tree-based 
intrusion detection through data normalization and 
Principal Component Analysis (PCA), reporting improved 

detection accuracy and processing speed on the NSL-KDD 
dataset. However, reliance on traditional Decision Trees 
and PCA restricts the model's ability to capture sequential 
traffic characteristics, adapt to sophisticated attack 
behaviors, and generalize to modern encrypted or high-
volume network environments. Support Vector Machine 

(SVM)-based intrusion detection has also demonstrated 
competitive performance. Kong [77] developed an 
Abnormal Traffic Identification System (ATIS) using SVM 
and highlighted the importance of data normalization and 
parameter optimization in improving classification 
performance. Despite its effectiveness, SVM requires 

extensive labeled datasets, exhibits limited scalability for 
multi-class classification, and lacks the capability to model 
temporal dependencies and continuously evolving attack 
behaviors. 

To better exploit temporal information, Li [91] 
introduced the Random Shapelet Forest for Intrusion 

Detection (RSFID), integrating Fast Correlation-Based 
Filter (FCBF) feature selection with Symbolic Aggregate 
approXimation (SAX) to improve time-series intrusion 
detection. The proposed method effectively captured 
temporal traffic characteristics while maintaining model 
interpretability. However, its dependence on static shapelet 

sampling and benchmark datasets limits its applicability to 
high-dimensional, real-time network traffic and does not 
address privacy-preserving analysis. 

Overall, the literature demonstrates substantial progress 
in machine learning-based intrusion detection. 
Nevertheless, existing approaches predominantly rely on a 

single learning paradigm and therefore struggle to 
simultaneously exploit spatial, temporal, and clustering 
characteristics of network traffic. They also exhibit 
limitations in detecting zero-day attacks, reducing false 
positives, scaling to high-speed heterogeneous networks, 
and preserving data privacy during analysis. These 

shortcomings motivate the development of a hybrid 
framework that integrates K-Means clustering for anomaly 
discovery, Random Forest for robust supervised 
classification, Long Short-Term Memory (LSTM) for 
temporal sequence learning, and CKKS homomorphic 
encryption for privacy-preserving anomaly detection in 

encrypted network environments. 
Adhikari [4] presented a comprehensive survey of 

anomaly detection techniques for the Internet of Things 
(IoT), emphasizing the limitations imposed by resource-
constrained IoT devices on conventional detection 
approaches.  
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The survey reviews statistical, machine learning, and 
hybrid methods across applications including network 
security, fraud detection, and industrial automation.  

The authors identified challenges such as the absence of 
cross-layer detection mechanisms, limited standardized 
benchmark datasets, and insufficient real-time detection 
techniques for constrained environments. They 
recommended lightweight, scalable, and context-aware 
anomaly detection models to improve IoT security, 

highlighting the need for adaptive and efficient detection 
frameworks [4]. 

Almuhanna and Dardouri [9] proposed a hybrid 
Network Intrusion Detection System (NIDS) that combines 
XGBoost, Random Forest, Graph Neural Networks (GNN), 
Long Short-Term Memory (LSTM), and Autoencoders 

within a weighted soft-voting ensemble. Using more than 
5.6 million network traffic records, the framework 
incorporates feature engineering and SMOTE to address 
class imbalance, achieving high detection accuracy and 
strong generalization across multiple intrusion scenarios. 
Although the ensemble significantly improves anomaly 

detection compared with traditional signature-based 
methods, the study does not comprehensively evaluate real-
time deployment, model interpretability, or performance 
across heterogeneous operational environments [9]. 

Chentoufi [35] developed a machine learning-based 
intrusion detection framework using the UNSW-NB15 

dataset. The study evaluated Logistic Regression, Support 
Vector Machine, Decision Tree, Random Forest, and 
XGBoost after preprocessing, SMOTE oversampling, and 
Principal Component Analysis (PCA). Random Forest 
achieved the best performance with an F1-score of 97.80% 
and a false alarm rate of 1.37%, demonstrating the 

effectiveness of combining feature engineering, 
dimensionality reduction, and class balancing for intrusion 
detection. However, the framework was validated on a 
single dataset, and the authors recommended evaluation on 
additional benchmark datasets and the integration of hybrid 
or deep feature learning techniques to improve robustness 

and generalization [35]. 
Koukoulis [78] introduced a self-supervised contrastive 

learning framework based on transformer encoders for 
intrusion detection without requiring labeled data. The 
proposed approach learns packet-level representations 
directly from raw traffic sequences using packet 

augmentation techniques instead of handcrafted NetFlow 
features. Experimental results demonstrated improvements 
of up to 3% in intra-dataset Area Under the Curve (AUC) 
and 20% in inter-dataset AUC over existing self-supervised 
approaches while providing a strong foundation for 
supervised intrusion detection with limited labeled samples.  

Nevertheless, the framework requires further 
investigation regarding deployment efficiency, 
computational cost, interpretability, and performance in 

heterogeneous network environments [78]. 
Guerra [59] proposed a self-supervised graph 

representation learning approach that models network 
traffic as graphs to capture structural relationships among 
hosts and communication flows. By generating graph 
embeddings that preserve topological information, the 

proposed framework improves anomaly separability and 
achieves competitive intrusion detection performance 
compared with conventional self-supervised methods. 
Despite these promising results, challenges remain 
regarding computational scalability, real-time inference, 
and validation across large-scale heterogeneous networks 

and diverse attack categories [59]. 
Yang [156] developed a Large Language Model (LLM)-

based framework for cloud network traffic monitoring and 
anomaly detection. The framework employs transformer-
based language models to process raw traffic sequences and 
integrates transfer learning to improve adaptation to unseen 

cloud environments and adversarial conditions. 
Experimental results indicated superior accuracy, reduced 
false positives, and improved detection of zero-day attacks 
compared with conventional machine learning approaches. 
However, questions remain concerning scalability, 
explainability, and robustness across heterogeneous cloud 

infrastructures, highlighting the need for further 
optimization of LLM-based cybersecurity systems [156]. 

Nong [114] investigated statistical deviation-based 
anomaly detection for highly imbalanced network traffic 
data. The proposed framework detects anomalies by 
identifying significant deviations from established traffic 

baselines, enabling reliable identification of rare events 
such as Distributed Denial-of-Service (DDoS) attacks and 
flash crowds without relying heavily on labeled datasets. 
While the approach enhances monitoring robustness under 
class imbalance, further research is required to integrate 
statistical deviation techniques with machine learning and 

deep learning models, evaluate performance under varying 
imbalance ratios, and develop adaptive threshold 
mechanisms for dynamic network environments [114]. 

Overall, recent studies demonstrate substantial progress 
in applying hybrid learning, self-supervised learning, graph 
neural networks, transformer architectures, and statistical 

techniques to abnormal network traffic identification. 
Nevertheless, important research gaps remain, including 
limited integration of sequential learning, supervised 
classification, unsupervised anomaly discovery, and 
privacy-preserving computation within a unified 
framework.  
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In addition, existing studies provide limited evaluation 
of scalability, real-time deployment, adversarial robustness, 
interpretability, and secure processing of encrypted 

network traffic. These limitations motivate the 
development of a scalable hybrid framework that integrates 
Long Short-Term Memory (LSTM), Random Forest, K-
Means clustering, and CKKS homomorphic encryption to 
improve detection accuracy, reduce false positives, enhance 
zero-day attack detection, and preserve data privacy in 

modern network environments. 
Prabowo [124] evaluated the robustness of anomaly-

based Network Intrusion Detection Systems (NIDSs) under 
imperfect training conditions by introducing controlled 
malicious traffic into benign training datasets. Five 
anomaly detection models—Local Outlier Factor (LOF), 

Isolation Forest, One-Class Support Vector Machine (OC-
SVM), Autoencoders, and Long Short-Term Memory 
(LSTM)—were assessed using HTTP, FTP, and SMTP 
traffic. The results showed that Autoencoders based on 
byte-frequency features achieved the highest robustness, 
maintaining superior F2 scores despite increasing 

contamination, while classical algorithms were more 
susceptible to noisy datasets and LSTM demonstrated 
intermediate performance. Although the study provides 
valuable guidance for selecting anomaly detection models 
in environments with contaminated datasets, it does not 
comprehensively evaluate computational efficiency, 

inference latency, memory consumption, or scalability for 
large-scale real-time deployment, leaving important 
practical implementation issues unresolved [124]. 

Prasad [125] investigated the effectiveness of 
conventional machine learning algorithms for network 
anomaly detection by formulating intrusion detection as a 

classification problem. The study compared Support Vector 
Machines (SVM), Decision Trees, k-Nearest Neighbors (k-
NN), Naïve Bayes, and Random Forest using feature 
normalization and selection techniques prior to model 
training. Random Forest consistently achieved superior 
performance in terms of accuracy, precision, recall, and F1-

score, demonstrating the continued relevance of traditional 
machine learning methods for intrusion detection. 
However, the proposed framework relies heavily on labeled 
datasets, is sensitive to class imbalance, and exhibits 
limited generalizability to encrypted and heterogeneous 
network traffic, indicating the need for adaptive hybrid and 

deep learning architectures [125]. 
Palaniappan [117] examined machine learning 

approaches for insider threat detection by comparing 
Support Vector Machines, Random Forest, Gradient 
Boosting, k-Nearest Neighbors, and Naïve Bayes using 
network flow datasets.  

Ensemble methods, particularly Random Forest and 
Gradient Boosting, achieved superior precision, recall, F1-
score, and Area Under the Curve (AUC), demonstrating 

their effectiveness in identifying subtle insider threats 
embedded within legitimate user activities. Nevertheless, 
the study was limited to curated datasets and did not 
investigate large-scale operational environments, temporal 
behavior modeling, concept drift, or hybrid deep learning 
approaches capable of capturing evolving insider attack 

patterns [117]. 
Ibrahim [67] conducted a systematic review of machine 

learning techniques for network anomaly detection, 
covering supervised, unsupervised, and semi-supervised 
approaches including Support Vector Machines, Random 
Forests, clustering methods, k-Nearest Neighbors, and 

autoencoder-based models. The review concluded that 
ensemble and hybrid learning models generally outperform 
standalone classifiers in terms of detection accuracy and 
robustness while highlighting persistent challenges such as 
class imbalance, noisy data, high-dimensional feature 
spaces, and elevated false alarm rates in unsupervised 

models. The authors further identified the absence of 
standardized benchmarking, limited real-time deployment 
evaluations, and insufficient adaptive learning mechanisms 
as key research gaps requiring future investigation [67]. 

Oziegbe [115] explored anomaly-based intrusion 
detection for Vehicular Ad Hoc Networks (VANETs) 

through hybrid architectures that integrate deep learning 
models with conventional machine learning algorithms. 
The study demonstrated that combining deep neural 
networks, convolutional neural networks, and recurrent 
architectures with classical classifiers significantly 
improves the detection of zero-day attacks and complex 

intrusion behaviors within highly dynamic vehicular 
environments. Despite improved detection accuracy, the 
framework remains constrained by high computational 
complexity, limited interpretability, and scalability 
challenges associated with resource-constrained automotive 
systems. The study therefore recommends lightweight 

hybrid learning architectures and extensive real-world 
validation using diverse vehicular traffic datasets [115]. 

Early Anomaly Detection in Network Traffic Using 

Deep Methods [45] demonstrated the effectiveness of deep 
learning techniques, including Autoencoders, Recurrent 
Neural Networks (RNNs), Long Short-Term Memory 

(LSTM) networks, and Convolutional Neural Networks 
(CNNs), for early anomaly detection in network traffic 
logs.  
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By automatically learning hierarchical representations 
from raw traffic data, these models improved detection 
sensitivity and reduced false alarm rates compared with 

traditional statistical and shallow machine learning 
methods. The study also highlighted the advantages of 
sequence embedding, time-series modeling, and 
unsupervised deep clustering in environments with limited 
labeled data. However, challenges remain regarding 
computational overhead, inference latency, cross-dataset 

generalization, and comprehensive comparisons with recent 
self-supervised and contrastive learning frameworks for 
practical real-time deployment [45]. 

Collectively, these studies demonstrate that ensemble 
learning, deep learning, and hybrid detection frameworks 
consistently outperform conventional standalone 

approaches in abnormal network traffic identification. 
Nevertheless, common limitations persist, including 
inadequate scalability evaluation, limited privacy-
preserving mechanisms, high computational costs, 
sensitivity to evolving attack patterns, dependence on 
labeled datasets, and insufficient validation under 

heterogeneous real-world network environments. These 
research gaps motivate the development of a scalable 
hybrid framework that integrates K-Means clustering, 
Random Forest, Long Short-Term Memory (LSTM), and 
CKKS homomorphic encryption to enhance detection 
accuracy, adversarial robustness, privacy preservation, and 

real-time operational performance. 
siForest [137] proposed a set-aware Isolation Forest 

(siForest) that preserves intrinsic relationships within 
network traffic by terminating tree partitioning when all 
instances in a node share a common IP address and 
computing anomaly scores at the set level rather than the 

individual instance level. This approach enhances the 
detection of both sporadic and persistent anomalies in 
multidimensional traffic and demonstrated superior 
performance over conventional Isolation Forest methods on 
synthetic network scan datasets. However, the evaluation 
was limited to synthetic data, leaving unresolved issues 

regarding scalability, generalization to heterogeneous 
network environments, and effectiveness in encrypted or 
highly dynamic traffic scenarios [137]. 

Miguel-Diez [101] conducted a systematic literature 
review on unsupervised learning algorithms for flow-based 
anomalous traffic detection. The review highlights the 

effectiveness of clustering, density-based methods, 
principal component analysis, autoencoders, and self-
organizing maps in identifying anomalies without requiring 
labeled datasets. The authors emphasize that flow-level 
analysis is particularly valuable where labeled intrusion 
data are scarce.  

Nevertheless, they identified persistent challenges, 
including high false-positive rates, sensitivity to feature 
selection and scaling, inconsistent benchmarking across 

datasets, and the absence of standardized evaluation 
frameworks. They therefore recommend hybrid approaches 
that combine unsupervised learning with adaptive 
thresholding and semi-supervised refinement to improve 
detection robustness, interpretability, and real-world 
applicability [101]. 

Liu [95] examined machine learning-based network 
anomaly detection for strengthening cybersecurity defense 
mechanisms. The study synthesized supervised, 
unsupervised, and hybrid learning techniques, including 
clustering algorithms, statistical models, ensemble 
classifiers, and deep neural networks, demonstrating their 

effectiveness in detecting deviations from normal traffic 
behavior beyond the capabilities of traditional signature-
based systems. Despite these advances, the authors reported 
challenges associated with data imbalance, high false-
positive rates, limited model interpretability, and the 
absence of standardized benchmarks across heterogeneous 

network environments. They further emphasized the need 
for scalable, real-time, and explainable anomaly detection 
frameworks integrated with broader cybersecurity 
mechanisms such as encryption and incident response [95]. 

Qu [126] proposed a network anomaly detection model 
based on event key time subgraphs. Instead of relying 

solely on conventional traffic features, the model represents 
network traffic as interconnected temporal event graphs, 
enabling the identification of coordinated and stealthy 
attacks through deviations in temporal connectivity 
patterns. Experimental evaluation on benchmark datasets 
demonstrated improved sensitivity and robustness 

compared with conventional approaches, particularly for 
anomalies exhibiting temporal dependencies. However, the 
computational overhead associated with subgraph 
construction and analysis limits scalability for high-speed 
networks, highlighting the need for optimization techniques 
and adaptive learning strategies to support real-time 

deployment in large-scale and heterogeneous environments 
[126]. 

Santoso [132] investigated the application of the Naïve 
Bayes classifier for network anomaly detection using 
probabilistic modeling and k-fold cross-validation to 
distinguish normal from abnormal network traffic. The 

model was evaluated using accuracy, precision, recall, and 
F1-score, demonstrating that Naïve Bayes achieves 
competitive detection performance when trained on well-
structured and discriminative features.  
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The authors highlighted its computational efficiency and 
interpretability, making it suitable for real-time network 
monitoring. However, its strong feature independence 

assumption and reduced performance on highly imbalanced 
datasets limit its applicability in complex network 
environments. The study recommended improved feature 
engineering and the development of hybrid or ensemble 
models to better capture feature interdependencies and 
enhance detection robustness [132]. 

Wang [154] proposed the Residual Multi-scale 
Convolutional Learning with Attention (RMCLA) model 
for Internet of Things (IoT) intrusion detection. The 
framework transforms raw network traffic into structured 
feature images for convolutional neural network (CNN) 
processing while incorporating attention mechanisms and 

residual connections to improve feature extraction and 
classification. Evaluation on the CIC-IDS2017 and UNSW-
NB15 datasets demonstrated superior detection accuracy 
and robustness compared with existing deep learning 
models. Nevertheless, challenges remain regarding 
computational complexity, scalability for real-time IoT 

deployment, and the limited interpretability of attention-
based deep learning models, highlighting the need for 
lightweight and explainable architectures [154]. 

Hozouri [63] presented a comprehensive survey of 
anomaly-based intrusion detection systems, reviewing 
statistical, machine learning, deep learning, and hybrid 

detection approaches across enterprise, cloud, and IoT 
environments. The survey emphasized the advantages of 
anomaly detection over signature-based methods in 
identifying unknown attacks and highlighted the increasing 
adoption of deep neural networks, ensemble learning, and 
unsupervised representations for improving detection 

performance. Despite these advances, significant 
challenges remain, including class imbalance, dataset 
scarcity, high false-positive rates, limited scalability, and 
insufficient model explainability. The authors further 
identified the lack of standardized benchmark datasets, 
limited comparative evaluations across heterogeneous 

traffic environments, and inadequate development of 
adaptive intrusion detection frameworks capable of 
responding to evolving cyber threats [63]. 

Overall, these studies demonstrate substantial progress in 
applying probabilistic learning, deep learning, explainable 
artificial intelligence, and hybrid machine learning 

techniques for abnormal network traffic identification. 
Nevertheless, common limitations persist, including 
inadequate real-time scalability, computational complexity, 
limited interpretability, vulnerability to imbalanced and 
evolving datasets, and insufficient privacy-preserving 
capabilities.  

These gaps justify the development of a scalable, 
interpretable, and privacy-preserving hybrid anomaly 
detection framework that integrates complementary 

learning paradigms to improve detection accuracy, reduce 
false positives, and enhance robustness against emerging 
cyber threats. 

Lu [98] proposed a hybrid deep learning framework 
combining Convolutional Neural Networks (CNN) and 
Long Short-Term Memory (LSTM) networks for abnormal 

network traffic detection. The CNN component extracts 
hierarchical spatial features from network traffic, while the 
LSTM models temporal dependencies across sequential 
traffic flows, enabling the detection of both instantaneous 
and evolving anomalies. Experimental results demonstrated 
improved detection accuracy and lower false-positive rates 

compared with standalone models, confirming the 
effectiveness of joint spatial-temporal learning. However, 
the framework was evaluated primarily on offline 
benchmark datasets, leaving issues of real-time scalability, 
concept drift adaptation, and computational efficiency in 
high-throughput environments largely unexplored [98]. 

Roy [131] presented a comprehensive survey of deep 
learning techniques for network traffic anomaly detection, 
reviewing architectures such as CNNs, Recurrent Neural 
Networks (RNNs), autoencoders, and hybrid deep learning 
models. The survey highlighted that deep learning 
significantly outperforms traditional statistical and 

signature-based approaches by effectively learning 
complex spatial and temporal traffic patterns. It further 
identified hybrid and ensemble models as achieving 
superior detection performance but emphasized persistent 
challenges related to data imbalance, computational 
overhead, model interpretability, and deployment in 

resource-constrained or high-speed environments [131]. 
Jakkani [69] developed a real-time machine learning 

framework for network traffic anomaly detection using 
supervised algorithms including Random Forest and 
Support Vector Machines (SVM) on the UNSW-NB15 
dataset. The study incorporated data preprocessing, feature 

selection, model training, and edge-computing architectures 
to improve scalability and reduce detection latency. 
Although the framework achieved high accuracy, precision, 
and recall, challenges remained in robust feature extraction, 
adversarial resilience, and adaptive learning for evolving 
network environments, highlighting the need for more 

scalable and intelligent detection frameworks [69]. 
Schummer [135] proposed a hybrid anomaly detection 

framework integrating supervised and unsupervised 
machine learning techniques with SHapley Additive 
exPlanations (SHAP) to improve model interpretability.  
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Using change-point detection, clustering algorithms, and 
Random Forest classification, the framework achieved 
94.3% classification accuracy while providing feature-level 

explanations for anomaly decisions. Nevertheless, the study 
primarily addressed point anomalies and did not 
extensively evaluate contextual or collective anomalies, 
scalability under high-volume traffic, or comparisons with 
advanced deep learning and hybrid architectures [135]. 

da Silva Ruffo [40] conducted a comprehensive survey 

of deep learning-based intrusion detection systems for 
Software Defined Networks (SDNs), reviewing more than 
100 studies. The survey examined commonly used datasets, 
preprocessing techniques, model architectures, 
hyperparameter optimization strategies, and evaluation 
metrics. It concluded that CNN-, LSTM-, GRU-, and 

hybrid-based models consistently outperform conventional 
intrusion detection approaches but identified the need for 
standardized benchmarks, real-time deployment studies, 
improved scalability, and comparative evaluations across 
heterogeneous SDN environments [40]. 

Kummerow [81] introduced an unsupervised 

transformer-based autoencoder that utilizes attention 
mechanisms to enhance both anomaly detection 
performance and model explainability. Evaluated on the 
CIC-IDS2017 dataset, the framework effectively detected 
malicious traffic while attention-weight perturbation 
techniques identified influential packet features 

contributing to anomaly decisions. Despite its promising 
performance, the study requires further validation across 
diverse attack categories, heterogeneous traffic 
environments, and real-time operational scenarios to 
establish scalability and deployment feasibility [81]. 

Alsoufi [11] proposed a deep learning-based anomaly 

intrusion detection framework for Internet of Things (IoT) 
networks by integrating Sparse Autoencoders (SAE) with 
Convolutional Neural Networks (CNN). The SAE reduced 
feature dimensionality while CNN performed anomaly 
classification, achieving 99.9% detection accuracy and 
extremely low false-positive rates on the Bot-IoT dataset. 

However, the framework's evaluation was limited to a 
single benchmark dataset, leaving questions regarding 
generalizability, real-time deployment, and adaptability to 
evolving IoT attack scenarios [11]. 

Hou [62] proposed a stacked fusion time-feature 
framework that simultaneously models short-term and 

long-term temporal dependencies in network traffic. By 
integrating multi-scale temporal features, the proposed 
approach significantly improved anomaly discrimination 
and robustness over traditional single-scale temporal 
models.  

Nevertheless, computational complexity and the lack of 
optimization for real-time, high-speed network 
environments remain important limitations requiring 

further investigation [62]. 
Chentoufi [35] investigated the integration of Batch 

Principal Component Analysis (PCA) and Incremental 
PCA with classical machine learning classifiers for network 
anomaly detection using the UNSW-NB15 dataset. 
Incremental PCA combined with Decision Trees achieved 

the highest performance, recording 98.61% accuracy and 
near real-time prediction. The findings demonstrate that 
dimensionality reduction improves computational 
efficiency while maintaining detection performance. 
However, broader validation across heterogeneous traffic 
datasets and comparisons with modern deep learning 

architectures remain necessary [35]. 
Pai [116] proposed an adaptive ensemble anomaly 

detection framework combining K-Nearest Neighbors 
(KNN), Support Vector Machines (SVM), Gradient 
Boosting, Random Forest, and Logistic Regression using 
voting and stacking strategies. Evaluated on the 

CICIDS2017 dataset, the stacking ensemble achieved 
approximately 98.79% accuracy, outperforming individual 
classifiers while reducing false positives and false 
negatives. Despite these encouraging results, the 
framework lacks comprehensive evaluation in real-time 
operational environments and requires further investigation 

into online learning, deep learning integration, and 
heterogeneous network deployment [116]. 

Synthesis. Collectively, these studies demonstrate that 
hybrid machine learning and deep learning architectures 
significantly improve abnormal network traffic 
identification by integrating spatial feature extraction, 

temporal sequence learning, ensemble classification, and 
dimensionality reduction techniques [98], [131], [69], 

[135], [40], [81], [11], [62], [35], [116]. However, common 
research gaps remain, including limited scalability in high-
throughput networks, inadequate real-time deployment, 
insufficient privacy-preserving mechanisms, weak 

adaptability to evolving attack patterns and concept drift, 
and limited evaluation under heterogeneous network 
conditions. These limitations provide strong motivation for 
developing an intelligent hybrid framework that integrates 
LSTM, Random Forest, K-Means clustering, and CKKS 
homomorphic encryption to achieve scalable, privacy-

preserving, and real-time abnormal network traffic 
detection. 
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Kwubeghari and Ezeji [82] proposed an explainable 
intrusion detection system (X-IDS) that integrates machine 
learning-based anomaly detection with Explainable 

Artificial Intelligence (XAI) techniques to improve model 
transparency and analyst trust. The framework employs 
SHapley Additive exPlanations (SHAP) and Local 
Interpretable Model-agnostic Explanations (LIME) to 
provide both global and local explanations of detection 
decisions, enabling analysts to understand the contribution 

of traffic features to anomaly classification. Evaluation on 
the NSL-KDD and CICIDS2017 datasets achieved an F1-

score of approximately 97% while maintaining real-time 
interpretability with minimal computational overhead. 
Although the framework improves transparency and 
decision traceability, the authors identified the need for 

validation across more diverse network environments, 
additional XAI techniques, human-in-the-loop feedback 
mechanisms, and further investigation of scalability and 
latency in high-speed networks [82]. 

Mohale and Obagbuwa [104] evaluated machine 
learning-based intrusion detection systems enhanced with 

XAI techniques to address the lack of transparency in 
conventional black-box models. Using Decision Tree, 
Multilayer Perceptron, XGBoost, and Gaussian Naïve 
Bayes classifiers on the UNSW-NB15 dataset, the study 
applied SHAP and LIME to explain global and local 
prediction behavior. The results demonstrated competitive 

accuracy, recall, and ROC-AUC while providing 
interpretable feature importance that improved analyst 
confidence in detection decisions. Nevertheless, the study 
recommended further evaluation across heterogeneous 
network environments, integration of hybrid deep learning 
and XAI approaches, and optimization for real-time high-

throughput deployments [104]. 
Farhan [50] developed a deep learning intrusion 

detection system that combines a sequential Deep Neural 
Network (DNN) with ReLU activation and feature 
selection using the Extra Tree Classifier. Using the UNSW-
NB15 dataset, the proposed approach reduced feature 

dimensionality while mitigating overfitting and improving 
inference efficiency. Experimental results achieved 
approximately 97.93% accuracy with corresponding 
precision, recall, and F1-score of about 97%, 
demonstrating effective anomaly detection. However, the 
authors recommended further validation using real-world 

traffic, assessment of deployment scalability, and 
comparison with hybrid ensemble models for improved 
robustness [50]. 

Zhao [166] addressed the problem of class imbalance in 
intrusion detection by integrating Generative Adversarial 
Networks (GANs) for synthetic network traffic generation.  

The study implemented Vanilla GAN, Wasserstein 
GAN, and Conditional Tabular GAN to augment the 
CICIDS2017 dataset, thereby improving the representation 

of minority attack classes. Results showed that GAN-
generated data significantly enhanced anomaly detection 
performance compared with models trained on original 
datasets. Nevertheless, challenges remain regarding the 
transferability of synthetic traffic to real-world 
environments, computational overhead, and comparisons 

with self-supervised and contrastive learning approaches 
[166]. 

Zhang and Lazaro [164] presented a comprehensive 
survey of network traffic anomaly detection techniques, 
reviewing statistical, machine learning, deep learning, 
hybrid, and behavioral approaches. The survey highlighted 

the growing adoption of hybrid detection models while 
identifying persistent challenges related to data 
heterogeneity, evolving attack patterns, privacy 
preservation, interpretability, benchmarking, and real-time 
deployment. The authors emphasized intelligent 
automation, federated analysis, and explainable AI as 

promising future research directions [164]. 
Lu [97] reviewed network anomaly traffic analysis 

through the perspectives of feature-based detection and 
anomaly-based detection. The study observed that feature-
based methods effectively identify known attacks, whereas 
anomaly detection is more adaptable to emerging threats 

despite higher computational complexity and false-positive 
rates. The author advocated integrating machine learning, 
deep learning, adaptive feature extraction, and artificial 
immune systems to improve detection robustness while 
highlighting unresolved challenges in scalability, 
adaptability, and benchmarking across heterogeneous 

network environments [97]. 
Nguyen and Costa [111] investigated conventional 

machine learning algorithms for network anomaly detection 
using benchmark traffic datasets. The study compared 
Support Vector Machines, Random Forest, k-Nearest 
Neighbors, and Naïve Bayes classifiers, reporting that 

Random Forest achieved the most balanced performance 
across multiple attack categories, while Naïve Bayes 
performed adequately only in lower-dimensional feature 
spaces. The authors emphasized the importance of feature 
engineering and preprocessing but noted the absence of 
deep learning models, temporal sequence learning, and 

online adaptation for evolving network environments [111]. 
Duan [42] proposed a Multi-Scale Residual Classifier 

(MSRC) that combines wavelet transformation, stacked 
autoencoders, and residual neural networks to capture 
multi-scale temporal and frequency characteristics of 
network traffic.  
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Experimental evaluation demonstrated improved 
anomaly detection and reduced false alarms compared with 
conventional methods. However, the framework incurs 

high computational complexity and requires further 
optimization for large-scale and real-time deployment [42]. 

Fosić [53] evaluated several supervised machine 
learning algorithms using NetFlow-based traffic features 
extracted from the UNSW-NB15 dataset. After reducing 
the feature space by approximately 82%, Random Forest 

achieved the highest performance with an F2-score of 

97.68% and an AUC of 98.47%, outperforming Support 
Vector Machines, AdaBoost, Decision Trees, Gaussian 
Naïve Bayes, and k-Nearest Neighbors. Despite these 
promising results, the study recommended further 
validation on real-world NetFlow traffic and investigation 

of hybrid deep learning techniques to improve adaptability 
and reduce false alarms [53]. 

Narmadha and Balaji [108] proposed a hybrid anomaly 
detection framework that integrates an Autoencoder, Long 
Short-Term Memory (LSTM) network, and Particle Swarm 
Optimization (PSO). The autoencoder learns compact 

traffic representations, LSTM captures temporal 
dependencies, and PSO optimizes model parameters to 
improve detection accuracy. The proposed model achieved 
an accuracy of approximately 99.89%, outperforming 
CNN-LSTM and GAN-based approaches in detecting both 
known and unknown attacks. Nevertheless, the framework 

lacks sufficient model interpretability and requires further 
validation in heterogeneous, large-scale, and real-time 
network environments [108]. 

Overall, recent studies demonstrate that explainable AI, 
deep learning, generative models, and hybrid machine 
learning architectures have significantly advanced 

abnormal network traffic identification by improving 
detection accuracy, interpretability, and adaptability. 
However, common limitations persist across the literature, 
including limited scalability in high-speed networks, 
insufficient validation on heterogeneous real-world traffic, 
computational overhead, privacy preservation, and 

inadequate robustness against evolving zero-day attacks. 
These research gaps justify the development of scalable, 
privacy-preserving hybrid frameworks that integrate 
complementary learning paradigms with explainable and 
adaptive intelligence for robust abnormal network traffic 
identification. 

 

 

 

 

 

Baldoni and Battisti [19] proposed a histogram-based 
network traffic representation for efficient anomaly 
detection using Principal Component Analysis (PCA). The 

framework aggregates traffic features into fixed-length 
histograms over one-second intervals, capturing 
distributional and temporal characteristics while reducing 
dimensionality and computational complexity. 
Experimental results demonstrated scalable, real-time 
detection performance comparable to more sophisticated 

models with lower resource requirements, making the 
approach suitable for high-throughput environments. 
However, the study was limited by insufficient validation 
across heterogeneous traffic, encrypted communications, 
and diverse attack scenarios, leaving opportunities to 
investigate optimal histogram granularity and integrate 

histogram representations with advanced machine learning 
models for improved anomaly detection [19]. 

Berhili [21] presented a comprehensive review of 
anomaly-based intrusion detection systems (IDSs) for 
Internet of Things (IoT) environments, emphasizing the 
application of machine learning to address the resource 

constraints and heterogeneity of IoT devices and protocols. 
The study evaluated recent IDS techniques (2017–2023), 
focusing on feature selection methods, benchmark datasets, 
evaluation metrics, detection accuracy, and false-positive 
rates. The authors highlighted the growing adoption of 
intelligent anomaly detection while identifying challenges 

related to standardized benchmarks, feature engineering, 
computational efficiency, and the development of scalable 
hybrid IDS frameworks for heterogeneous IoT 
environments [21]. 

Rafique [127] surveyed machine learning and deep 
learning approaches for anomaly detection in IoT networks, 

covering supervised, unsupervised, hybrid, and deep 
learning techniques alongside feature extraction and 
preprocessing strategies. The review discussed challenges 
associated with heterogeneous devices, large traffic 
volumes, and attacks such as DDoS and injection attacks 
while also examining privacy-preserving mechanisms 

based on anonymized traffic analysis using algorithms 
including K-Nearest Neighbors, Logistic Regression, and 
Multilayer Perceptron. Although these approaches achieved 
promising detection performance, the authors identified 
limitations including insufficient multi-dataset evaluation, 
limited real-time validation, and inadequate scalability 

under realistic IoT conditions, highlighting the need for 
adaptive and privacy-aware detection frameworks [127]. 
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Kimanzi [75] reviewed deep learning techniques for 
intrusion detection systems, including Convolutional 
Neural Networks (CNN), Recurrent Neural Networks 

(RNN), Deep Belief Networks (DBN), Deep Neural 
Networks (DNN), Long Short-Term Memory (LSTM), 
Autoencoders (AE), Multi-Layer Perceptrons (MLP), and 
Self-Normalizing Networks (SNN). The study evaluated 
these architectures in terms of detection accuracy, 
scalability, computational complexity, and adaptability 

using benchmark intrusion detection datasets. While deep 
learning demonstrated superior performance over 
conventional machine learning and signature-based 
approaches, challenges remained regarding computational 
overhead, model interpretability, and real-time deployment, 
motivating further research into lightweight hybrid 

detection architectures [75]. 
Aswathy and Rajkumar [15] conducted a comparative 

survey of machine learning algorithms for real-time 
network anomaly detection, examining Decision Trees, 
Random Forests, Support Vector Machines, Neural 
Networks, ensemble methods, and recent deep learning 

approaches. Their analysis compared detection accuracy, 
false-positive rates, dataset utilization, and real-time 
performance, demonstrating the effectiveness of machine 
learning for dynamic threat detection. Nevertheless, the 
study identified unresolved issues concerning scalability, 
feature engineering, heterogeneous traffic analysis, and 

adaptive hybrid frameworks capable of maintaining high 
detection performance in evolving network environments 
[15]. 

Sattar [133] proposed ET-SSL, a self-supervised 
contrastive learning framework for anomaly detection in 
encrypted network traffic. Rather than relying on payload 

inspection or labeled datasets, the framework learns 
discriminative representations from flow-level statistical 
features, including packet length distributions, inter-arrival 
times, flow duration, and protocol metadata. Evaluation 
using the CIC-Darknet2020, ISCX-VPN, and UNSW-

NB15 datasets achieved 96.8% detection accuracy, a 

92.7% true positive rate, a 1.2% false-positive rate, and 
real-time processing at up to 10 Gbps with 15–25 ms 

latency. Despite its strong performance, the framework 
requires further validation across diverse encrypted traffic 
environments, improved robustness against adversarial 
attacks, and tighter integration with operational 

cybersecurity infrastructures, suggesting the need for 
hybrid and adaptive learning approaches [133]. 

 

2.5 Research Gap 

Although Sattar [133] demonstrated the effectiveness of 
self-supervised contrastive learning for encrypted network 

traffic anomaly detection, several performance and 
architectural limitations remain. Experimental evaluation 
on the CICIDS2017 and UNSW-NB15 datasets indicates 
that the model achieved 97.42% and 94.10% accuracy, 
96.85% and 93.45% precision, 96.30% and 92.80% 
recall, and 96.57% and 93.12% F1-score, respectively. 

While these results demonstrate effective anomaly 
detection, the framework exhibited relatively higher false 
positive rates (2.85% and 4.60%), lower zero-day 
detection capability (78.20% and 74.50%), and weaker 
adversarial robustness (71.30% and 68.50%). Furthermore, 
the model incurred high detection latency (42.50 ms and 

48.30 ms), considerable computational overhead (28.40% 
and 31.20%), and significant encryption overhead (34.60% 
and 36.80%), limiting its suitability for real-time, large-
scale encrypted network environments.  

The framework also provided only moderate scalability 
(7.10/10 and 6.80/10), explainability (5.40/10 and 5.10/10), 

and privacy preservation (6.80/10), highlighting challenges 
in deploying the approach within privacy-sensitive domains 
such as cloud computing, Internet of Things (IoT), 
healthcare, and financial systems [133]. 

To overcome these limitations, this study proposes a 
hybrid anomaly detection framework integrating Long 

Short-Term Memory (LSTM), Random Forest (RF), K-

Means clustering, and CKKS homomorphic encryption. 
Experimental evaluation demonstrates substantial 
improvements over Sattar [133] across both benchmark 
datasets. The proposed framework achieves 99.31% and 
98.05% accuracy, 99.12% and 97.72% precision, 99.05% 

and 97.55% recall, and 99.08% and 97.63% F1-score on 
CICIDS2017 and UNSW-NB15, respectively. It 
significantly reduces the false positive rate to 0.74% and 
1.35%, decreases detection latency to 18.70 ms and 21.40 

ms, lowers computational overhead to 15.60% and 
17.90%, and minimizes encryption overhead to 19.20% 

and 20.50%. In addition, the proposed model improves 
throughput to 17.40 Kpps and 15.90 Kpps, increases zero-
day detection rates to 92.40% and 89.10%, strengthens 
adversarial robustness to 90.85% and 88.20%, enhances 
scalability to 9.30/10 and 9.10/10, improves explainability 
to 8.70/10 and 8.50/10, and raises privacy preservation to 

9.60/10 across both datasets. 
 
 
 



 

International Journal of Recent Development in Engineering and Technology 

Website: www.ijrdet.com (ISSN 2347-6435 (Online) Volume 15, Issue 07, July 2026) 

1200 

By combining temporal sequence learning through 
LSTM, supervised feature discrimination using Random 
Forest, unsupervised behavioural clustering with K-Means, 

and privacy-preserving computation via CKKS 

homomorphic encryption, the proposed framework 
addresses the major limitations identified in Sattar [133]. 
Consequently, it provides a more accurate, scalable, 

explainable, privacy-preserving, robust, and 

computationally efficient solution for abnormal encrypted 

network traffic identification, making it more suitable for 
deployment in modern cybersecurity environments 
characterized by evolving cyber threats and large-scale 
encrypted communications. 

III. MATERIALS AND METHODS 

The proposed framework was developed using Python 
and integrates Long Short-Term Memory (LSTM), 
Random Forest (RF), K-Means clustering, and Cheon–

Kim–Kim–Song (CKKS) homomorphic encryption to 
achieve privacy-preserving abnormal network traffic 
identification. LSTM was employed to learn temporal 
traffic patterns, Random Forest for supervised attack 
classification, K-Means for unsupervised anomaly 
discovery, and CKKS to enable secure computation on 

encrypted traffic features. The implementation utilized 
TensorFlow/Keras for LSTM, Scikit-learn for Random 
Forest and K-Means, and PySEAL for CKKS encryption. 

The study adopted the Design Science Research 

Methodology (DSRM) to design, implement, and evaluate 
the proposed hybrid intrusion detection framework. DSRM 

guided the identification of the research problem, 
specification of system objectives, development of the 
hybrid detection artifact, demonstration using benchmark 
datasets, performance evaluation, and dissemination of the 
findings. An Object-Oriented Design Approach (OODA) 
was employed to develop a modular and extensible system 

architecture that facilitates scalability and future 
enhancements. 

Network traffic data were obtained from publicly 
available benchmark datasets, namely CIC-IDS2017 and 
UNSW-NB15, which contain both normal and malicious 
traffic representing modern attack scenarios. Traffic was 

processed at the flow level, where packets sharing common 
communication attributes were aggregated into flows. 
Feature extraction generated statistical, temporal, packet-
level, entropy, and protocol-based features, including flow 
duration, packet count, byte count, inter-arrival time, 
packet size, protocol type, and TCP flags.  

 

Data preprocessing involved duplicate removal, missing-
value handling, feature normalization, categorical 
encoding, dimensionality reduction (where necessary), and 

temporal sequencing for LSTM processing. 
To preserve data confidentiality, extracted feature 

vectors were encrypted using the CKKS homomorphic 

encryption scheme before model inference. This enabled 
secure computation on encrypted traffic while preventing 
exposure of sensitive network information during analysis. 

Random Forest was trained using labeled flow features, K-
Means operated on unlabeled traffic to identify unknown 
anomalies, and LSTM analyzed sequential traffic behavior 
for temporal anomaly detection. The outputs of the three 
models were integrated through a weighted ensemble 
strategy, assigning 40% weight to LSTM, 30% to Random 

Forest, and 30% to K-Means. The final anomaly score was 
computed as: 

H(X) = 0.40L(X) + 0.30R(X) + 0.30K(X) 

where (L(X)), (R(X)), and (K(X)) represent the outputs 
of LSTM, Random Forest, and K-Means, respectively. 
Traffic was classified as normal or anomalous using an 

optimized decision threshold. 
The proposed framework was evaluated using standard 

intrusion detection metrics, including accuracy, precision, 

recall, F1-score, false positive rate, detection latency, 

throughput, and encryption overhead. Comparative 
experiments were conducted against the ET-SSL model and 

individual machine learning classifiers to assess 
improvements in detection performance, scalability, 
privacy preservation, and real-time applicability. 

3.1 Architecture of the Proposed Hybrid System 

 
Figure 1: Architecture of the Proposed Hybrid System 
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The proposed architecture presents a privacy-

preserving hybrid anomaly detection framework  that 
integrates machine learning, deep learning, and 

homomorphic encryption to identify abnormal network 
traffic in real time. The framework consists of six major 
modules: Traffic Source, Preprocessing, CKKS 

Encryption, Hybrid Engine, Anomaly Detection, and 

Policy Update. These modules operate sequentially while 
maintaining continuous feedback through policy updates to 

improve detection performance over time. 

a) Traffic Source Module 

The architecture begins with the Traffic Source 

Module, which acquires network traffic from the Internet 
or enterprise network. This module performs real-time 
traffic collection by capturing packets and flow records 

generated from communication between network devices. 
It subsequently performs packet inspection, metadata 
extraction, flow identification, and traffic source 
categorization. These processes transform raw network 
packets into structured traffic information suitable for 
downstream processing. By collecting both packet-level 

and flow-level information, the system captures sufficient 
statistical and behavioral characteristics required for 
anomaly detection. 

b) Preprocessing Module 

The collected traffic is forwarded to the Preprocessing 

Module, where data quality is improved before model 

training and inference. The preprocessing stage performs 
data normalization, noise removal, missing-value 
imputation, feature extraction, and data categorization. 
Normalization ensures that features are on comparable 
scales, improving model convergence and reducing bias. 
Noise removal eliminates irrelevant records, while missing-

value imputation increases dataset completeness. Feature 
extraction transforms raw traffic into meaningful statistical, 
temporal, and protocol-level attributes that accurately 
represent network behavior. Finally, traffic is categorized 
into structured feature vectors that can be processed 
efficiently by the hybrid detection engine. 

c) CKKS Encryption Module 

After preprocessing, the extracted feature vectors are 
passed to the CKKS Homomorphic Encryption Module. 
Instead of encrypting raw packets, the framework encrypts 
the processed feature vectors, significantly reducing 
computational overhead while preserving data 

confidentiality.  
 

The CKKS scheme enables arithmetic operations to be 
performed directly on encrypted data without exposing 
sensitive network information. The module incorporates 

secure computation, encryption key management, and 
privacy protection mechanisms, making the framework 
suitable for security-sensitive environments such as cloud 
computing, healthcare, financial institutions, and IoT 
networks. 

d) Hybrid Intelligence Engine 

The encrypted feature vectors are processed by the 
Hybrid Engine, which constitutes the intelligence core of 
the proposed framework. Unlike conventional intrusion 
detection systems that rely on a single learning algorithm, 
the hybrid engine combines complementary learning 
paradigms. 

The LSTM network performs temporal feature 
extraction by learning sequential traffic behaviors and long-
term dependencies, making it effective for detecting slow, 
stealthy, and multi-stage attacks. 

The Random Forest classifier analyzes statistical traffic 
features and performs supervised classification of known 

attack categories while identifying the most discriminative 
features contributing to network anomalies. 

The K-Means clustering algorithm provides 
unsupervised feature embedding and groups similar traffic 
behaviors, enabling the discovery of unknown or zero-day 
attacks without requiring labeled training data. 

The integration of these three models enables the 
framework to simultaneously detect known attacks, 
discover novel attack patterns, and model temporal attack 
evolution, thereby improving detection robustness and 
reducing false positives. 

e) Anomaly Detection Module 

Outputs generated by the hybrid engine are forwarded to 
the Anomaly Detection Module, where traffic is separated 
into normal and abnormal classes. The module computes 
anomaly scores and applies decision thresholds to 
determine whether network behavior represents legitimate 
communication or malicious activity. When abnormal 

traffic is detected, alerts can be generated for subsequent 
response actions. Because anomaly decisions are based on 
the combined outputs of multiple learning models rather 
than a single classifier, the framework achieves greater 
reliability and improved detection accuracy. 
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f)  Policy Update Module 

One distinctive feature of the architecture is the Policy 

Update Module, represented by the feedback connections 

from the anomaly detection and hybrid engine. Detection 
outcomes are continuously fed back into the preprocessing 
and feature extraction stages to refine extraction policies, 
update detection rules, and adapt the system to newly 
emerging attack behaviors. This feedback mechanism 
enables continuous learning, improving resilience against 

concept drift and evolving cyber threats without requiring 
complete system redesign. 

1) Overall Workflow 

The operational flow of the architecture can be 

summarized as follows: 

Network Traffic → Traffic Acquisition → Data 

Preprocessing → CKKS Feature Encryption → Hybrid 

AI Engine (LSTM + Random Forest + K-Means) → 

Anomaly Detection → Policy Feedback and Model 

Update 

This sequential workflow ensures that traffic is cleaned 
and transformed before encryption, analyzed securely using 

multiple complementary learning algorithms, classified into 
normal or abnormal behavior, and continuously used to 
refine future detection policies. 

2) Architectural Strengths 

The proposed architecture offers several important 

advantages: 

 

• Privacy preservation: CKKS homomorphic 
encryption enables anomaly detection on encrypted 
feature vectors without exposing sensitive network 

data.  

• Improved detection accuracy: The combination of 
LSTM, Random Forest, and K-Means leverages 
temporal learning, supervised classification, and 

unsupervised anomaly discovery.  

• Zero-day attack detection: K-Means clustering 
enhances the detection of previously unseen attack 

patterns that signature-based methods may miss.  

• Real-time capability: The modular pipeline supports 
continuous network monitoring with low detection 

latency.  

 

 

• Scalability: Independent modules can be parallelized 
or upgraded without affecting the overall architecture, 
making the system suitable for enterprise, cloud, and 

IoT environments.  

• Adaptability: The policy feedback mechanism allows 
the framework to evolve with changing network 

behavior and emerging cyber threats, improving long-

term detection performance.  

Overall, the proposed architecture provides a 
comprehensive, scalable, and privacy-preserving 
framework for abnormal network traffic identification by 
integrating secure computation with complementary 

artificial intelligence techniques, making it well suited for 
modern encrypted and high-volume network environments. 

3.2 Sequence Diagram of the Proposed Hybrid System 

 

Figure 2: Sequence Diagram of the proposed Hybrid System 
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The sequence diagram illustrates the interaction among 
the Traffic Source, Preprocessing Module, CKKS 

Encryption Module, Hybrid Detection Engine, and 

Response & Policy Module during abnormal network 
traffic identification. The process begins when the Traffic 

Source transmits real-time network traffic to the 
Preprocessing Module, where relevant traffic features are 
extracted and normalized to produce standardized feature 
vectors suitable for machine learning analysis. 

The normalized feature vectors are then forwarded to the 
CKKS Encryption Module, which encrypts the extracted 
features using the Cheon–Kim–Kim–Song (CKKS) 
homomorphic encryption scheme. This ensures that 
sensitive network information remains confidential during 
processing while enabling secure computation on encrypted 

data. 
The encrypted features are subsequently delivered to the 

Hybrid Detection Engine. For each feature set, the engine 
performs hybrid analysis by executing LSTM-based 

temporal anomaly detection, K-Means clustering for 
unsupervised pattern discovery, and Random Forest 

classification for supervised attack identification. These 
complementary models operate in parallel to capture 
temporal dependencies, identify unknown attack patterns, 
and classify known threats, thereby improving detection 
accuracy and robustness. 

Based on the combined detection results, the Response 

& Policy Module determines whether malicious activity is 
present. If a threat is detected, the system generates an 
alert, returns the classification result, and confirms policy 
updates. Otherwise, the traffic is classified as benign and 
normal network operation continues. 

Finally, when new attack behaviors or evolving traffic 

patterns are identified, the Policy Update mechanism feeds 
back updated feature extraction policies to the 
preprocessing stage. This continuous feedback loop enables 
the proposed framework to adapt to emerging threats, 
maintain high detection performance, and support 
continuous improvement in real-time network 

environments. 

 

IV. RESULTS 

 4.1 Comparative Performance Evaluation of the Proposed 

Hybrid Model and Sattar [133] 

 
Figure 3: Accuracy Metrics of the Proposed System vs. Sattar [133] 

 
Figure 4: Adversarial Robustness Metrics of the Proposed System vs. 

Sattar [133] 

 
Figure 5: AUC-ROC Metrics of the Proposed System vs. Sattar [133] 



 

International Journal of Recent Development in Engineering and Technology 

Website: www.ijrdet.com (ISSN 2347-6435 (Online) Volume 15, Issue 07, July 2026) 

1204 

 
Figure 6: Computational Overhead Metrics of the Proposed System 

vs. Sattar [133] 

 
Figure 7: Detection Latency Metrics of the Proposed System vs. Sattar 

Sattar [133] 

 
Figure 8: Detection Rate Metrics of the Proposed System vs. Sattar 

[133] 

Figure 9: Encryption Overhead Metrics of the Proposed System vs. 

Sattar [133] 

 
Figure 10: Explainability Score Metrics of the Proposed System vs. 

Sattar [133] 

 

Figure 11: F1-Score Metrics of the Proposed System vs. Sattar [133] 
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Figure 12: False Positive Rate Metrics of the Proposed System vs. 

Sattar [133] 

 

Figure 13: Precision Metrics of the Proposed System vs. Sattar [133]   

 

Figure 14: Privacy Preservation Metrics of the Proposed System vs. 

Sattar [133] 

 

Figure 15: Recall Metrics of the Proposed System vs. Sattar [133] 

 
Figure 16: Scalability Metrics of the Proposed System vs. Sattar [133] 

 
Figure 17: Throughput Metrics of the Proposed System vs. Sattar 

[133] 
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Figure 18: Zero-Day Detection Rate Metrics of the Proposed System 

vs. Sattar [133] 

 

Figure 19: Comprehensive Comparison on CICIDS2017 dataset of the 

Proposed System vs. Sattar [133] 

 

Figure 20: Comprehensive Comparison on UNSW-NB15 dataset of 

the Proposed System vs. Sattar [133] 

The experimental results demonstrate that the proposed 
LSTM–Random Forest–K-Means–CKKS hybrid 

framework consistently outperformed the model proposed 

by Sattar [133]   across both the CICIDS2017 and 
UNSW-NB15 datasets. The proposed model achieved 
higher classification accuracy, precision, recall, F1-score, 
detection rate, and AUC-ROC while simultaneously 
reducing false positive rate, detection latency, 
computational overhead, and encryption overhead. 

 

On the CICIDS2017 dataset, the proposed framework 
improved accuracy from 97.42% to 99.31%, precision 
from 96.85% to 99.12%, recall from 96.30% to 99.05%, 

and F1-score from 96.57% to 99.08%. The false positive 
rate decreased substantially from 2.85% to 0.74%, while 
detection latency was reduced from 42.5 ms to 18.7 ms. 
Detection rate increased to 99.05%, and zero-day attack 
detection improved from 78.2% to 92.4%. Furthermore, 
computational and encryption overheads were reduced by 

approximately 45%, whereas throughput, scalability, 
explainability, privacy preservation, and adversarial 
robustness improved significantly. 

Similarly, on the UNSW-NB15 dataset, the proposed 
model achieved 98.05% accuracy, 97.72% precision, 
97.55% recall, and 97.63% F1-score, compared with 

94.10%, 93.45%, 92.80%, and 93.12%, respectively, for 
Sattar [133]. The false positive rate declined from 4.60% 

to 1.35%, while detection latency decreased from 48.3 ms 

to 21.4 ms. The proposed framework also increased 
detection rate from 92.4% to 97.55%, improved zero-day 
detection from 74.5% to 89.1%, and achieved an AUC-

ROC of 0.99. In addition, throughput, scalability, 
explainability, privacy preservation, and adversarial 
robustness all showed marked improvements, accompanied 
by considerably lower computational and encryption 
overheads. 

Overall, these findings indicate that integrating LSTM 

for temporal feature learning, Random Forest for 
supervised classification, K-Means for unsupervised 
anomaly discovery, and CKKS homomorphic encryption 
for privacy-preserving computation provides a more 
accurate, scalable, robust, and efficient intrusion detection 
framework than the self-supervised learning approach of 

Sattar [133]. The hybrid architecture demonstrates 
superior capability in detecting encrypted and zero-day 
attacks while maintaining low latency and computational 
cost, making it well suited for deployment in real-time, 
privacy-sensitive network security environments. 

V. CONCLUSION 

This study successfully developed and evaluated a 
privacy-preserving hybrid framework for abnormal 

network traffic identification by integrating Long Short-

Term Memory (LSTM), Random Forest (RF), K-Means 

clustering, and CKKS homomorphic encryption. The 
first objective was achieved through the design and 
implementation of a scalable multi-layer architecture 
comprising traffic preprocessing, feature extraction, CKKS 

encryption, hybrid detection, and response modules capable 
of supporting secure, real-time anomaly detection.  
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The second objective was accomplished by integrating 
LSTM to capture temporal dependencies in network traffic, 
resulting in improved classification accuracy and detection 

capability. The third objective was realized through the 
incorporation of Random Forest for supervised 
classification and K-Means clustering for unsupervised 
anomaly discovery, which significantly enhanced the 
detection of zero-day and previously unseen attacks while 
reducing false positive rates. 

Furthermore, the fourth objective was achieved by 
implementing CKKS homomorphic encryption, enabling 
anomaly detection on encrypted network traffic without 
exposing sensitive information. This significantly improved 
privacy preservation while maintaining low encryption 
overhead and high operational efficiency. The final 

objective was accomplished through comprehensive 
performance evaluation using the CICIDS2017 and 
UNSW-NB15 benchmark datasets. Experimental results 
demonstrated that the proposed framework consistently 
outperformed the self-supervised contrastive learning 
model of Sattar [133]  across all major evaluation metrics. 

The proposed model achieved higher accuracy, precision, 
recall, F1-score, AUC-ROC, detection rate, zero-day 
detection, throughput, scalability, explainability, privacy 
preservation, and adversarial robustness, while 
simultaneously reducing false positive rate, detection 
latency, computational overhead, and encryption overhead. 

Overall, the findings confirm that integrating deep 
learning, machine learning, unsupervised learning, and 
homomorphic encryption provides a robust, scalable, and 
privacy-preserving solution for abnormal network traffic 
identification. The proposed hybrid framework effectively 
addresses key limitations of existing intrusion detection 

systems, particularly in encrypted and dynamic network 
environments, making it a practical solution for real-time 
cybersecurity applications across cloud computing, Internet 
of Things (IoT), critical infrastructure, financial systems, 
healthcare, telecommunications, and enterprise networks. 

VI. RECOMMENDATIONS 

Based on the findings, the proposed hybrid framework is 
recommended for deployment in environments requiring 

high detection accuracy, real-time response, and strong 

privacy protection, including: 

• Enterprise network intrusion detection and Security 
Operations Centers (SOC).  

• Cloud computing infrastructures requiring privacy-
preserving traffic monitoring.  

• Internet of Things (IoT) and Industrial IoT (IIoT) 
environments.  

• Smart cities and critical infrastructure monitoring 
systems.  

• Financial institutions and online banking platforms.  

• Healthcare information systems handling sensitive 
patient data.  

• Government and military communication networks.  

• Telecommunication service providers and Internet 
Service Providers (ISPs).  

• Edge computing and 5G/6G network security 
architectures.  

• Smart manufacturing and Industrial Control Systems 
(ICS/SCADA).  

Future research should investigate federated learning 
integration, lightweight CKKS implementations for 
resource-constrained devices, transformer-based traffic 
representation learning, explainable artificial intelligence 
(XAI), and adaptive online learning techniques for handling 
evolving cyber threats. 

VII. CONTRIBUTION TO KNOWLEDGE 

This study makes several significant contributions to the 

field of intelligent network security: 
1. Novel Hybrid Detection Framework: It proposes a 

new hybrid architecture integrating LSTM, Random 

Forest, K-Means clustering, and CKKS 

homomorphic encryption for privacy-preserving 

abnormal network traffic identification.  

2. Privacy-Preserving Intrusion Detection: Unlike 

existing approaches, the framework performs anomaly 
detection directly on encrypted traffic using CKKS 
homomorphic encryption, ensuring confidentiality 

without sacrificing detection performance.  

3. Improved Detection Performance: The framework 
significantly improves accuracy, precision, recall, F1-

score, AUC-ROC, detection rate, and zero-day attack 
detection while substantially reducing false positives 
and detection latency compared with Sattar et al. 

(2025).  

4. Enhanced Zero-Day Attack Detection: The 
integration of K-Means clustering with supervised 

learning improves the discovery of unknown and 
emerging attacks that traditional supervised models 

may overlook.  

5. Robust and Explainable Security Framework: The 
proposed model demonstrates improved adversarial 
robustness, explainability, scalability, and operational 

efficiency, making it suitable for deployment in real-

world cybersecurity environments.  



 

International Journal of Recent Development in Engineering and Technology 

Website: www.ijrdet.com (ISSN 2347-6435 (Online) Volume 15, Issue 07, July 2026) 

1208 

6. Efficient Privacy-Aware Architecture: The study 
demonstrates that homomorphic encryption can be 
integrated with hybrid artificial intelligence 

techniques while maintaining low computational and 
encryption overhead, thereby improving the 

practicality of secure intrusion detection systems.  

7. Benchmark Performance Improvement: 
Experimental validation on the CICIDS2017 and 
UNSW-NB15 datasets confirms that the proposed 

framework consistently outperforms the state-of-the-
art model of Sattar [133] across virtually all 
evaluated performance metrics, establishing a stronger 
and more comprehensive framework for real-time 

abnormal network traffic identification. 
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