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Abstract-- In big data research, data security is one of the most 

crucial elements. Most cloud systems handle sensitive data in a 

sequential fashion, including personal, business, and health-

related data. The emergence of cloud storage systems 

threatens this kind of information. Large data flows, however, 

are not protected by conventional security techniques. An 

efficient approach to data collection and protection that 

protects privacy. A Hadoop-based map-reduce mechanism is 

used to balance the various security protocols that are initially 

grouped with cloud-based large data. One of the most 

important aspects of big data research is data security. 

Applications for the cloud system handle private data, 

including corporate, medical, and personal records. The cloud 

systems that contain this kind of data may be at risk from 

threats. The definition of big data technology is software-

utility. Information analysis, processing, and extraction from 

vast amounts of data and incredibly complicated structures 

are the main functions of this technology. Conventional data 

processing software finds it extremely challenging to handle 

this. 

Big data technologies are frequently linked to other 

technologies like deep learning, machine learning, artificial 

intelligence (AI), and the Internet of Things (IoT) that are 

greatly enhanced, making them one of the more expansive 

ideas of rage in technology. Big data technologies work in 

tandem with these technologies to analyze and manage vast 

volumes of batch-related and real-time data. 
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I. INTRODUCTION 

A large amount of data that keeps growing exponentially 
over time is known as "big data." No standard data 
management technology can efficiently store or process 
this enormous and complex data set. Regular data and big 

data are comparable, but big data is substantially bigger. 
Big data is used by medical researchers and physicians to 
identify risk factors and disease indicators, as well as to 
diagnose patients' ailments and medical issues. 
Additionally, information on infectious disease outbreaks 
and dangers is updated for government agencies and 

healthcare organizations by combining data from the 
internet, social media, electronic health records, and other 
sources. 

The combination of confidentiality, which forbids 
unauthorized disclosure of information, integrity, which 

forbids unauthorized alteration or deletion of information, 
availability, which forbids unauthorized withholding of 
information, and privacy, which refers to an individual's or 
group's capacity to selectively disclose information about 
themselves, constitutes data security. 

Hadoop is an open-source software framework released 

under the Apache v2 license that makes data-intensive 
distributed applications easier to use. Simple programming 
models abstract and streamline the processing and storing 
of large and/or rapidly expanding data sets, including both 
structured and unstructured data. It uses commodity 
technology with low fault tolerance and redundancy to 

deliver high availability and scalability. Hadoop puts 
computation ahead of data. The bulk of the system's 
processing and storage capacity is located in the cluster's 
primary nodes. 

In this study, the effectiveness of privacy-preserving big 
data security in the cloud using Hadoop has been Exclusive 

Enhanced in a number of ways. The first approach uses the 
IDEA framework with Hadoop and specific methods with 
the MapReduce programming paradigm to explore and 
realize privacy preserving knowledge discovery from 
massive data. The second approach is the Optimal Support 
Vector Machine. Using a categorization strategy for cloud 

privacy, the Hadoop architecture was used to minimize 
repetitive encrypting and decryption processes for public 
and hybrid files. There is a noticeable improvement in the 
categorization technique. 

The effectiveness of cloud-based privacy-preserving 
large data security through The eIn this study, the 

effectiveness of privacy-preserving big data security in the 
cloud using Hadoop has been Exclusive Enhanced in a 
number of ways. The initial In this study, the effectiveness 
of privacy-preserving big data security in the cloud using 
Hadoop has been Exclusive Enhanced in a number of ways. 
The first approach uses the IDEA framework with Hadoop 

and specific methods with the MapReduce programming 
paradigm to explore and realize privacy preserving 
knowledge discovery from massive data. 

 



 
International Journal of Recent Development in Engineering and Technology 

Website: www.ijrdet.com (ISSN 2347-6435 (Online) Volume 15, Issue 06, June 2026) 

1390 

The Optimal Support Vector Machine is the second 
strategy. To reduce the amount of time spent encrypting 

and decrypting public and hybrid data, the Hadoop 
architecture was utilized in conjunction with a cloud 
privacy classification technique. The categorization process 
has improved noticeably. 

II. RELATED WORKS 

Zhao et al. [11] have introduced a safe authentication 
mechanism for users across many servers based on 
passwords. For user authentication, Elliptic Curve 
Cryptography (ECC) is presented, which handles two 

security attacks namely Offline Password Guessing and 
Impersonation Attack. Experimentations were carried out 
to examine the performance in terms of efficiency and 
security. The proposed plan utilizes four stages, the First 
stage is the Initialization stage where the RC focuses on the 
initialization of the framework as indicated by a security 

parameter. Second is the Registration Phase. 
In this stage, every system user 𝑈𝑖 registers with the 

enrolment centre RC (the Registration Center) to get a 

smart card containing a secret key, as a qualification of 𝑈𝑖 
to demonstrate his/her realness to service provider (SP). 

Each SP 𝑆𝑗 registers with RC to acquire a secret key, as a 
qualification of 𝑆𝑗 to demonstrate its legitimateness to the 
system user. Next is the Authentication Phase. By running 

a confirmation strategy between a system user 𝑈𝑖 and a 

service provider 𝑆𝑗, they can check the legitimacy of one 
another and set up a safe channel. That is, 𝑆𝑗 guarantees 

that 𝑈𝑖 is an enlisted client, and 𝑈𝑖 accepts that the 
administration gave by 𝑆𝑗 is lawful. The last one is the 

Password Update Phase, then a client 𝑈𝑖 needs to refresh 
his/her unique secret key 𝑃𝑊𝑖. The suggested method is 
also suitable for real-time applications. ECC is an 
asymmetric encryption technique that creates smaller key 

pairs (public and private). This is one of the disadvantages, 
as well as the fact that the processing and communication 
costs are higher than with hashing approaches. 

win et al. [12] have conducted a security analytics 
service that runs on a cloud of virtualized equipment and 
stores data in HDFS A two-step machine learning approach 

was described in this study, which included logistic 
regression (to calculate the conditional probabilities of 
assaults through characteristics) and belief propagation (to 
estimate the belief in the presence of an attack).The 
utilization of logistic regression empowers the quick count 
of assault’s contingent probabilities. All the more 

significantly, calculated relapse likewise empowers the 
retraining of the individual logistic regression classifiers 
utilizing the new assault includes as they are obtained from 
assault identification. 

III. OBJECTIVES 

Enhancing large data security and privacy preservation 
in the cloud using the Hadoop framework is the aim of the 
research. Enhancing large data security and privacy 
preservation in the cloud using the Hadoop framework is 

the aim of the study. 
The suggested techniques were created to improve 

transmission performance and reduce data uploading time. 

Lower the error rate 

Increase data processing time and storage capacity; 
prevent unnecessary transmissions; and lengthen the time 
needed for data classification. 

High-level data throughput and Accuracy 

Increase data processing time and storage capacity while 
preventing needless transmission. Increase the time it 
takes to classify data and achieve high levels of data 

accuracy and throughput. 

Preventing Needless Transmissions 

Increase the time it takes to classify data and achieve 
high levels of data accuracy and throughput. 

1. Design And Development Of Improved Techniques For 

Preserving Privacy 

IDEA Algorithm based on Map Reduce and weighted 
Auto Encoder KNN classifier for privacy preservation. 

Using the Incremental Density Based K-means Clustering 
(IDK-means) algorithm, this section describes the 
suggested methodology for clustering data collected from 
the cloud source. With the suggested approach, processing, 
encrypting, and decrypting take relatively little  time. 
Privacy Preservation with Weighted Auto Encoder KNN 

classifier and Map Reduce based IDEA Algorithm. Using 
the Incremental Density Based K-means Clustering (IDK-
means) algorithm, this section describes the suggested 
methodology for clustering data collected from the cloud 
source. With the suggested approach, processing, 
encrypting, and decrypting take relatively little time. 

Optimal Support Vector Machine Privacy Preservation 
Using a weighted FCM algorithm based on density peaks 
instead of an upgraded word auto key encryption classifier, 
this classification technique preserves anonymity. The 
findings of this technique's examination show how useful 
and applicable the suggested integrated methodology is for 

protecting sensitive data while it is being transferred over 
several cloud nodes. The deep learning technique is used to 
classify the encrypted data. IDEA Algorithm based on Map 
Reduce and weighted Auto Encoder KNN classifier. Within 
this section, the suggested. 
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(A)  K-Modes based Fast Mutation Artificial Bee 
Colony clustering methodology over an Advanced  super  

encryption  classifier  is  used  in  this  intelligent  
classification  method. The Advanced SET approach 
using Hadoop framework is discussed in the proposed 
method, which uses the KDD dataset to implement it. The 
census-income KDD data set was used to evaluate the 
proposed method of efficient convolution for privacy-
preserving across enormous data employing map 

reduction idea in a cloud computing environment. 

2. Performance Assessment 

Below is a comparison of the outcomes of the suggested 
method with the current methodology. The following is a 
summary of the research work's findings based on the 
results 

IV. SHORTENING THE TIME NEEDED TO UPLOAD DATA 

One of the primary functions of online data transmission 

from one system to another memory is data uploading. The 
suggested technique takes the least amount of time to 
upload the specified amount of data, as shown in Table 1 
and Fig 1. 

TABLE 1: OVERALL COMPARISON OF THE SUGGESTED AND CURRENT 

DATA UPLOADING TIME METHODS 

 

(A) Shortening The Time Needed To Upload Data 

One of the primary functions of online data transmission 
from one system to another memory is data uploading. The 
suggested technique takes the least amount of time to 
upload the specified amount of data, as shown in Table 1 
and Fig 1. The time delay for the advanced super 

encryption technique with K-Modes based Fast Mutation 
Artificial Bee Colony clustering is reduced to 9.6 seconds. 
In the current WAEK classifier with map reduce, the data 
uploading time is 11.8 

 
 

 
 

(B) Enhancing Transmission Performance 

This categorization technique evaluates the performance 

of big data security techniques and shows a significant 
improvement. Table 1 displays the performance analysis. 

(C) Lower The Rate Of Errors 

Data uploading is one of the main purposes of online 
data transmission from one system to another memory. 
According to Table 1 and Figure 1, the recommended 
method uploads the required quantity of data in the shortest 

amount of time. With K-Modes based Fast Mutation 
Artificial Bee Colony clustering, the time delay for the 
sophisticated super encryption approach is lowered to 9.6 
seconds. The current WAEK classifier with map reduce 
takes 11.8 seconds to upload data.This suggested approach 
uploads data processing to the convolution process in order 

to lower the error rate and improve data accuracy. To 
increase data security and reduce error rates, a sophisticated 
super encryption technology is employed. 

(D) Increase The Amount Of Time Spent Processing 

And Storing Data. 

The data processing time for the current Exclusive 

Enhanced word auto key encryption classifier with density 
peak-based weighted FCM algorithm using the data is 2000 
mb (434 secs). Data processing time is increased to 486 
secs for the advanced super encryption technique with K-
Modes based Fast Mutation Artificial Bee Colony 

clustering. Compared to the current 

(E) Extend Data Processing Time And Storage Capacity 

The current Exclusive Enhanced word auto key 
encryption classifier with density peak-based weighted 
FCM algorithm uses 2000 MB of data and takes 434 
seconds to process. This method increases the data 
processing time to 486 seconds for the advanced super 

encryption technique with K-Modes based Fast Mutation 
Artificial Bee Colony clustering. 

(F) Long Time For Data Classification 

Table 3 shows that the suggested methodology's time 
consumption for data classification is higher than that of 
the current techniques, AES and Triple AES. The 

performance of data security and accuracy is significantly 
higher due to the display. 
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TABLE 2: OVERALL COMPARISON OF DATA PROCESSING TIME 

File size (MB) 100 300 500 1000 2000 

GMPLS/MPLS 

Networks 58 76 100 135 190 

IDEA with  

hadoop framework 17.04 51.12 85.2 170.4 340.8 

Enhanced WAKE 18.6 53 86 272 434 

Advanced SET 21.7 61.4 93.3 311 486 

(G) PREVENT NEEDLESS TRANSMISSIONS: 

This classification method is distinguished by the 
needless transmission of the encrypted data via the 
convolution process and classification following a proper 

decryption of the data. 

 
Fig 1 : Comparison of Data Processing Time 

 

(H) Excellent throughput and data accuracy 

The accuracy of the classification indicates how efficient 
the suggested categorization method is. In order to improve 
data accuracy and throughput, the encryption and 
decryption processes were carried out more effectively than 

other current methods. The accuracy of the results 
displayed in Table 4 is demonstrated by the suggested 
methodology for processing changes in data transmission 
volume to take the longest possible time. 

 

 

 

 

Overall Accuracy, Precision, Recall 

 

TABLE 3 :COMPARISON OF DATA CLASSIFICATION TIME 

File size(MB) 100 300 500 1000 2000 

GMPLS/MPLS 
Networks 

75 120 300 750 975 

IDEA   
8.77 

 
26.3 

 
43.85 

 
87.7 

 
175.4 

HDFS security 9.4 28.2 47 94 190.5 

Exclusive 
 Enhanced WAKE 

10 29 48 96 191 

Advanced 
SET 

12 33 57 136 241 

V. CONCLUSION AND PROSPECTIVE  IMPROVEMENT 

This study has offered effective methods for enhancing 
big data security and privacy preservation in a cloud 
setting by utilizing Hadoop. In order to increase throughput 

and use clustered data of map reduce algorithms to avoid 
time delays, this research has presented effective methods 
to improve the privacy preservation of big data security 
utilizing Hadoop in a cloud setting. The massive amount of 
data generated and its security implications required an 
efficient privacy-preserving solution.  
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The data will undergo another convolution procedure if 
the encryption is insufficient. The big data-based privacy-

preserving methodology outperforms current methods 
when compared to the experimental results of the proposed 
framework. The suggested methodology encrypts and 
decrypts data created in the cloud. The suggested 
methodology processes, encrypts, and decodes data in a 
comparatively short period of time. 

This work has suggested practical approaches for 

artificial intelligence, and innovations in machine learning 
may be incorporated into the strategy in the future. 
However, because these files are different from txt, csv, 
log, xls, and sql files, they need to be handled differently. 
Therefore, in order to handle file characteristics for such 
big data sets, additional methods will be needed. 
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