~ 2

International Journal of Recent Development in Engineering and Technology
Website: www.ijrdet.com (ISSN 2347 - 6435 (Online) Volume 15, Issue 5, May 2026)

An Efficient Machine Learning Technique for Fake
Review Prediction on Amazon Dataset

'Nidhi Sharda, *Pradeep Pal
'M. Tech Scholar, *Assistant Professor
Department of Computer Science and Engineering
Lakshmi Narain College of Technology, Indore, India

Abstract— Fake reviews have become a
challenge for e-commerce platforms, as they can mislead
customers and negatively affect product credibility and
purchasing decisions. This study presents an efficient machine
learning technique for fake review prediction on the Amazon
dataset using Support Vector Machine (SVM), Logistic
Regression (LR), and Decision Tree (DT) classifiers. The
review data are preprocessed through cleaning, tokenization,
and feature extraction to improve the quality of input
information. The developed framework analyzes review
content and relevant attributes to distinguish genuine reviews
from deceptive ones. The performance of the selected machine
learning models is evaluated using standard metrics such as
accuracy, precision, recall, and F1-score. Comparative analysis
demonstrates the strengths and limitations of each classifier in
identifying fraudulent reviews. The results indicate that
machine learning-based classification can effectively detect
fake reviews and enhance the reliability of online review

significant

systems. The proposed approach contributes to improving
consumer trust, supporting informed purchasing decisions,
and maintaining the integrity of Amazon’s e-commerce
ecosystem.

Keywords—Machine learning, E- Commerce, Python,

Accuracy, Error rate.

1. INTRODUCTION

The rapid advancement of internet technologies and the
widespread adoption of e-commerce platforms have
significantly transformed consumer purchasing behavior.
Online shopping has become an integral part of daily life,
enabling customers to purchase products and services
conveniently from anywhere in the world. Among the
numerous e-commerce platforms available today, Amazon
is one of the most popular and influential online
marketplaces, offering millions of products across diverse
categories. As the number of online transactions continues
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to grow, customers increasingly rely on digital information
sources to make informed purchasing decisions. One of the
most important sources of such information is the customer
review system, which allows buyers to share their
experiences, opinions, and satisfaction levels regarding

purchased products.

Customer reviews play a vital role in influencing
consumer decisions because they provide valuable insights
into product quality, functionality, durability, and overall
user experience. Before purchasing a product, potential
customers often examine ratings and reviews to evaluate
whether the product meets their expectations. Positive
reviews generally enhance customer confidence and
contribute to higher sales, while negative reviews may
discourage potential buyers from making purchases.
Consequently, online reviews have become a powerful
factor affecting product popularity, brand reputation, and

seller credibility within the digital marketplace.

Despite their importance, online review systems are
increasingly vulnerable to manipulation through fake
reviews. Fake reviews are intentionally created misleading
opinions that do not accurately reflect genuine customer
experiences. These reviews may be posted by sellers
attempting to improve product ratings, competitors seeking
to damage rival products, or third-party agencies hired to
influence customer perceptions. Such deceptive reviews
distort the authenticity of online feedback systems and
create difficulties for consumers attempting to identify
trustworthy products. As a result, fake reviews have become
a major concern for e-commerce companies, consumers, and
researchers alike.

The problem of fake reviews has grown substantially
due to the increasing competition among online sellers.
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Product visibility and ranking on e-commerce platforms are
often influenced by customer ratings and review counts.
Sellers who receive higher ratings generally attract more
customers and achieve Dbetter sales performance.
Consequently, some individuals engage in unethical
practices by generating fraudulent reviews to artificially
enhance product reputation negatively  impact
competitors. These deceptive activities undermine consumer
trust and reduce the reliability of online recommendation

or

systems.

Amazon, being one of the largest e-commerce platforms
globally, generates enormous amounts of review data every
day. Millions of customers continuously provide feedback
regarding products ranging from electronics and household
items to books and personal care products. The vast quantity
of user-generated content makes manual verification of
review authenticity nearly impossible. As
automated techniques are required to identify suspicious
reviews and maintain the integrity of the review ecosystem.
The Amazon review dataset has therefore become a
valuable resource for researchers
authenticity, consumer behavior, sentiment analysis, and
fraud detection.

a result,
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Figure 1: Artificial Intelligence & E-commerce

Fake review prediction refers to the process of
identifying and classifying deceptive reviews within large
collections of online feedback. The primary objective is to
distinguish genuine customer opinions from manipulated or
fraudulent reviews. Accurate prediction of fake reviews can
help consumers make more reliable purchasing decisions
while protecting businesses from unfair competition.
Furthermore, identifying deceptive reviews contributes to
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maintaining transparency and trustworthiness within e-
commerce environments. As online marketplaces continue
to expand, the demand for effective fake review prediction
systems becomes increasingly important.

One of the major challenges associated with fake review
prediction is the evolving nature of fraudulent activities.
Individuals who generate fake reviews continuously modify
their writing styles, review patterns,
characteristics to avoid detection. Some deceptive reviews

and behavioral

are highly sophisticated and resemble genuine customer
feedback, making identification difficult. Additionally, fake
reviewers may use multiple accounts, automated tools, or
coordinated review campaigns to manipulate product
ratings. These factors increase the complexity of detecting
fraudulent and advanced

content require

approaches for effective prediction.

analytical

Another challenge arises from the large volume and
diversity of review data available on Amazon. Reviews vary
significantly in length, language style, sentiment, and
content quality. Some reviews contain detailed product
descriptions and personal experiences, while others consist
of only a few words. Moreover, customer behavior differs
across product categories, geographical regions, and
demographic groups. This diversity creates additional
difficulties in developing generalized prediction systems
capable of accurately identifying fake reviews across

different scenarios.

The availability of Amazon review datasets has
facilitated extensive research in the area of review analysis
and prediction. These datasets typically include review text,
ratings, timestamps, reviewer information, product details,
and other attributes that provide valuable insights into
customer behavior. Researchers utilize these datasets to
study patterns associated with genuine and deceptive
reviews, identify behavioral indicators of fraud, and
evaluate the effectiveness of prediction models. The rich
information contained within Amazon datasets makes them
one of the most widely used resources for fake review
research.

Machine learning has emerged as an effective solution
for addressing the challenges associated with fake review
prediction. By learning patterns from historical review data,
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machine learning models can automatically classify reviews
and identify suspicious content. Popular machine learning
approaches such as Support Vector Machine (SVM),
Logistic Regression (LR), and Decision Tree (DT) have
demonstrated promising results in various classification
applications. These techniques analyze review-related
features and generate predictive models capable of
distinguishing genuine reviews from deceptive ones with
high accuracy. Their ability to process large-scale datasets
and adapt to complex data patterns makes them particularly
suitable for fake review detection tasks.

The application of machine learning to fake review
prediction offers several advantages over traditional manual
verification methods. Automated systems can process
thousands of reviews within a short period, reduce human
effort, and provide consistent classification performance.
Additionally, machine learning techniques can uncover
hidden relationships and subtle patterns that may not be
apparent through manual inspection. These capabilities
contribute to more efficient and reliable detection of
fraudulent reviews in large e-commerce platforms.

II.  SMETHODOLOGY

The methodology of the proposed research work is as
followings-
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Figure 2: Flow Chart
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e Collect data set

The customer review on online product
behaviour data set of the Amazon website will be
collected from the kaggle machine learning
repository for the purpose of putting the research
efforts into execution.

This collection of data contains 69000 customer
reviews covering a wide range of items.

* Processing of data in advance

In order to make the evaluation procedure more
straightforward, the pre-processing of data
comprises transforming any string variables to
numerical ones. Take into account missing and null
data as well.

* Dimensionality Reduction Feature extraction
is a technique of dimensionality reduction in which
an initial collection of raw data is reduced to more
manageable groups for the purpose of processing.
These groups may then be analysed. While
extracting features, keep in mind things like the
product name, ratings, and user names.

* Classification

In order to forecast how customers would rate
various items, we make use of an algorithm called
decision tree.

Algorithm

Input: Customer Behaviour analysis of Reviews of Amazon
Products dataset.

Take the initial data features reviews rating, reviews text,
reviews title and reviews, username.

Filtering the null value

Classify the text based on sentiments

Output: Optimal Precision, Recall, F-Measure, Accuracy
and Error rate

Step: 1. Split train and test dataset Y _train, Y _test, X train
and X_test
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2. Feature extractions, features = {} for word in words:
features [word] = True

3. Vectorization
Y train counts
Y train transformer
4. Apply the decision tree machine learning classifier.

5. Generate confusion matrix and show value of TP, FP, TN
and FN

6. Calculate Accuracy, error rate, precision, recall and f-
measure

7. Plot the ROC Curve
Evaluation

The confusion metrics used to evaluate a

classification model are accuracy, precision, and recall.

e  Precision = True Positive/(True Positive + False

Positive)

e Recall =
Negative)

True Positive/(True Positive + False

e Fl-Score =
Recall)

2x (Precision x Recall)/(Precision +

e Accuracy = [TP +TN]/ [TP+TN+FP+FN]

e C(lassification Error = 100- Accuracy

III. SIMULATION & RESULTS

Python is the software that will be used to carry out the
simulation. Python is open source programme that has a
wide library of artificial intelligence, machine learning, and
other related projects. Python, which will be used to
construct and simulate the suggested notion, will use the
spyder ISE as its platform.
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In [2]: runfile('C: /Users/LENOVO/Desktop/Final Code/decision
tree.py’, wdir='C:/Users/LENOVO/Desktop/Final Code')
reviews.rating 66

reviess. text 2

reviews. title 18

reviews.usernane 4

dtype: int6d

Figure 3: Dataset loading and preprocessing

The online Amazon product review dataset is shown in
the python environment in Figure 3, which can be found
here. After that, the preprocessing phase begins, during
which the following characteristics are extracted: reviews'
ratings, reviews' texts, reviews' titles, users' usernames, and
SO on.

Editor - C:\Jsers\ ENOVODesktop'Final_Code\dedsion tree.py
[ untitedtpy [ dedsion tree.py* B o

92 from sklearn.metrics import confusion_matrix
93 from sklearn import model selection

94 from sklearn.ensemble import BaggingClassifier
95 seed = 7

96 kfold = model_selection.KFold(n_splits=1@, random_state=seed)

97 cart = DecisionTreeClassifier()

98 num_trees = 108

99 model = BaggingClassifier(base_estimator=cart, n_estimators=num_trees,
168 y_predD = model selection.cross_val_score(model, ¥_train tfidf, train[’
181

162 c1f = DecisionTreeClassifier()

183

104 c1f = cIf.fit(Y_train_tfidf,train["sentiment"])

185

106y predD = clf.predict(¥_test tfidf)

1e7

168 1r_dfd = pd.DataFrame(y_predD, columns=['Predicted'])

109 label_encoder = preprocessing.LabelEncoder() v

Figure 4: Decision tree classifier
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Table 1: Simulation Result of DT

The decision tree classification method is shown in the
python editor window in Figure 4. After the partitioning of
the data, the classification technique is carried out. After
that, this classifier assigns categories to each of the values in
the dataset and either produces a confusion matrix or a
projected model.

0 1

0i 782 144

1 121 12884

Figure 5: Confusion Matrix (DT)

The predicted value from decision tree method is as
followings-

True Positive (TP) = 782
False Positive (FP) = 144
False Negative (FN) = 121
True Negative (TN) = 12804
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Figure 6: ROC of Decision Tree

The Receiver Operating Characteristic curve is shown in
Figure 6, which may be found here (ROC). The True
Positive Rate, also known as TPR, may be found on the y-
axis, while the False Positive Rate, also known as FPR, can
be found on the x-axis.
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Sr. Parameters Value (%)
No.

1 Accuracy 98.11

2 Classification 1.89

Error

3 Precision 84.45

4 Recall 86.59

5 F-measure 85.45

Table 1 is showing the simulation results when of the
decision tree machine learning classification algorithm.

Table 2: Result Comparison

Sr. Parameters Previous Proposed
No. Work Work
1 Method CNN [1] Decision
Tree
2 Accuracy (%) 97 98.08
3 Classification 3 1.91
error (%)
4 Precision (%) 94 95
5 Recall (%) 92 93
6 F-measure 93 95
(%)

IV. CONCLUSION

In this work, an efficient machine learning-based fake
review prediction framework was developed using Amazon
review data. The dataset was preprocessed and analyzed
using three machine learning classifiers, namely Support
Vector Machine (SVM), Logistic Regression (LR), and
Decision Tree (DT). The models were trained and evaluated
using standard classification measures to determine their



~ 2

IJRDET

International Journal of Recent Development in Engineering and Technology
Website: www.ijrdet.com (ISSN 2347 - 6435 (Online) Volume 15, Issue 5, May 2026)

effectiveness in distinguishing genuine and fake reviews.
Experimental results demonstrated that the Decision Tree
classifier achieved superior performance compared to the
previous CNN-based approach. The proposed model
attained an accuracy of 98.08%, precision of 95%, recall of
93%, and F-measure of 95%, while reducing the
classification error to 1.91%. These outcomes indicate that
the proposed approach can effectively identify deceptive
reviews and improve the reliability of online review
systems. Future research can focus on integrating advanced
ensemble and deep learning techniques to further enhance
prediction accuracy. Additionally, incorporating reviewer
behavioral features and real-time
mechanisms may improve the detection of increasingly

review monitoring
sophisticated fake review patterns.
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