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Abstract-- Electronic voting (e-voting) systems have 

emerged as viable alternatives to traditional paper-based 

elections because of their potential to improve efficiency, 

accessibility, and speed in electoral processes. However, 

concerns regarding ballot secrecy, voter privacy, vote 

integrity, result verifiability, and resistance to cyberattacks 

continue to impede their widespread acceptance (Abdulhamid 

et al., 2013; Carroll et al., 2011). These concerns become more 

critical when electronic ballots are transmitted across 

networks and stored in centralized Storage Area Networks 

(SANs), where unauthorized access and malicious 

modifications may compromise election outcomes (Akintoye, 

2022; Chandhiny & Vairamuthu, 2018). 

This study proposes a dual-layer homomorphic encryption 

framework that integrates the Benaloh cryptosystem and 

ElGamal encryption algorithm to enhance the security of 

electronic voting systems deployed in SAN environments. The 

Benaloh cryptosystem provides additive homomorphic 

properties that permit encrypted vote aggregation without 

exposing individual ballots, while ElGamal offers an 

additional protective layer for securing ciphertexts during 

transmission and storage (Benaloh, 1994; ElGamal, 1985). The 

framework was implemented using C# and independently 

validated using MATLAB to ensure computational 

correctness and reproducibility. Experimental evaluations 

demonstrated successful encryption of ballots, accurate 

homomorphic tallying, controlled decryption of final results, 

and consistency between implementation and validation 

environments. 

The findings indicate that the proposed framework 

enhances confidentiality, integrity, and transparency in SAN-

based e-voting systems while preserving voter anonymity and 

enabling secure computation on encrypted ballots. The study 

contributes a practical and reproducible model for secure 

electronic elections and provides a foundation for future 

research involving threshold cryptography and large-scale 

deployments. 
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I. INTRODUCTION 

The conduct of free, fair, and credible elections 
constitutes a fundamental requirement for democratic 
governance. Electoral systems provide mechanisms through 
which citizens participate in governance by selecting 
representatives and expressing political preferences.  

Traditionally, paper-based voting methods have 
dominated electoral processes because of their simplicity 
and familiarity. Nevertheless, these systems are often 

characterized by lengthy counting procedures, logistical 
complexities, high operational costs, and vulnerability to 
human errors and manipulation (Abdulhamid et al., 2013). 

Advancements in information and communication 
technologies have led to the development of electronic 
voting systems designed to overcome the limitations of 

traditional voting approaches. Electronic voting offers 
several advantages, including faster vote counting, 
improved accessibility, reduced administrative burdens, 
and enhanced efficiency (Adil & Jorg, 2015). Despite these 
benefits, public trust in electronic voting remains limited 
due to concerns surrounding security vulnerabilities, 

transparency, auditability, and voter privacy (Carroll et al., 
2011). 

One of the primary requirements of any voting system is 
ballot secrecy. The confidentiality of individual votes 
protects citizens from coercion, intimidation, and vote 
buying. Simultaneously, election results must accurately 

reflect voters' intentions without unauthorized alterations. 
Consequently, secure electronic voting systems must 
satisfy multiple security requirements, including 
confidentiality, integrity, authenticity, availability, 
accountability, and verifiability (Abdulhamid et al., 2013; 
Bogdanov et al., 2012). 

The increasing reliance on centralized storage 
infrastructures has further transformed the landscape of 
electronic voting. Storage Area Networks (SANs) provide 
scalable and highly available storage solutions capable of 
managing large volumes of electoral data. SAN 
environments facilitate efficient storage and retrieval of 

encrypted ballots and election records. However, 
centralized storage also introduces new attack vectors that 
may expose sensitive information to insider threats, 
unauthorized access, and malicious tampering (Akintoye, 
2022; Chandhiny & Vairamuthu, 2018). Therefore, 
securing both the transmission and storage of electronic 

ballots remains an important challenge. 
Cryptographic mechanisms have long been recognized 

as essential tools for protecting sensitive electoral 
information.  
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Conventional encryption algorithms provide 
confidentiality by transforming plaintext into unreadable 

ciphertext. However, most traditional cryptographic 
approaches require decryption before computation can be 
performed on protected data. In electronic voting 
environments, this requirement exposes ballots during 
tallying processes and increases the risk of privacy 
breaches (Ayub et al., 2015). 

Homomorphic encryption has emerged as a promising 
solution to this challenge. Homomorphic cryptosystems 
permit mathematical operations to be performed directly on 
encrypted data, producing encrypted results that correspond 
to operations executed on the original plaintexts after 
decryption (Ayman et al., 2020; Chatterjee & Aung, 2019). 

This capability enables votes to remain confidential 
throughout the tallying process. 

Homomorphic encryption schemes may be categorized 
as partially homomorphic, somewhat homomorphic, 
leveled homomorphic, or fully homomorphic depending on 
the range of supported operations (Brakerski et al., 2011a; 

Brakerski & Vaikuntanathan, 2011a). Fully homomorphic 
encryption allows arbitrary computations on encrypted data 
but is often associated with substantial computational 
overhead that may limit practical deployment (Gentry, 
2009; Chunsheng, 2012). Consequently, partially 
homomorphic schemes continue to attract considerable 
interest in applications such as electronic voting where only 

specific arithmetic operations are required (Biksham & 
Vasumathi, 2017). 

Among additive homomorphic schemes, the Benaloh 
cryptosystem provides an efficient mechanism for 
aggregating encrypted votes without decrypting individual 
ballots (Benaloh, 1994). Benaloh extended earlier 

probabilistic encryption techniques by introducing a larger 
message space and additive homomorphic functionality. 
The scheme ensures that the multiplication of ciphertexts 
corresponds to the addition of underlying plaintexts after 
decryption, thereby supporting secure tally computation 
(Benaloh, 1994). 

Although Benaloh facilitates secure vote aggregation, 
additional safeguards are necessary to protect ciphertexts 
during storage and transmission across distributed 
environments. The ElGamal cryptosystem, introduced by 
ElGamal (1985), provides probabilistic encryption based on 
the computational hardness of the discrete logarithm 

problem.  
 
 
 
 

Its randomized nature ensures that identical messages 
encrypted multiple times produce distinct ciphertexts, 

thereby enhancing semantic security and resistance to 
ciphertext pattern analysis (Bleichenbacher, 1998). 
Integrating Benaloh and ElGamal within a unified 
framework offers a dual-layer security architecture capable 
of preserving homomorphic functionality while 
strengthening ciphertext protection. In this study, Benaloh 

is employed to encrypt individual votes and enable additive 
tallying, whereas ElGamal encapsulates Benaloh 
ciphertexts before transmission and storage in SAN 
infrastructures. 

Furthermore, the study incorporates independent 
verification using MATLAB to validate cryptographic 

computations performed within the C# implementation 
environment. Cross-platform validation improves 
transparency, reproducibility, and confidence in the 
correctness of the proposed framework (Chechulina et al., 
2015). 

The resulting framework contributes toward the 

development of secure, verifiable, and practical electronic 
voting systems capable of operating effectively within 
Storage Area Networks while preserving voter anonymity 
and election integrity. 

1.1 Problem Statement 

Despite significant advances in electronic voting 
technologies, ensuring end-to-end security remains a major 

challenge. Existing systems frequently struggle to preserve 
ballot secrecy while simultaneously supporting efficient 
vote tallying and result verification (Abdulhamid et al., 
2013). Traditional encryption mechanisms expose plaintext 
ballots during computation because votes must often be 
decrypted before aggregation can occur (Ayub et al., 2015). 

In SAN-based voting environments, the centralized 
storage of electoral records introduces additional risks, 
including unauthorized access, insider attacks, and data 
manipulation (Akintoye, 2022). Although homomorphic 
encryption provides mechanisms for performing 
computations on encrypted ballots, practical frameworks 

that combine secure storage protection, additive tallying, 
and independent validation remain limited in the literature 
(Ayman et al., 2020; Biksham & Vasumathi, 2017). 

Therefore, there is a need for a practical and verifiable 
electronic voting framework capable of preserving voter 
confidentiality, protecting stored ballots, supporting secure 

tally computation, and independently validating 
cryptographic operations without exposing individual 
votes. 
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1.2 Aim of the Study 

The aim of this study is to develop and validate a dual-

layer homomorphic encryption framework that enhances 
the security of electronic voting systems operating within 
Storage Area Networks through the integration of Benaloh 
additive homomorphic encryption and ElGamal ciphertext 
encapsulation. 

1.3 Objectives of the Study 

The objectives of this study are to: 

1. Design a secure SAN-based electronic voting 
framework. 

2. Implement Benaloh encryption to support additive 
homomorphic vote aggregation. 

3. Integrate ElGamal encryption as a secondary layer 

for securing ciphertext transmission and storage. 
4. Develop a software implementation using C# for 

cryptographic operations and user interaction. 
5. Validate the implementation independently using 

MATLAB. 
6. Evaluate the correctness and effectiveness of the 

proposed framework. 

1.4 Significance of the Study 

This study contributes to the advancement of secure 
electronic voting by presenting a practical framework that 
combines homomorphic computation with enhanced 
ciphertext protection. The integration of Benaloh and 
ElGamal demonstrates how layered cryptographic 

architectures can simultaneously support ballot secrecy and 
secure storage (Benaloh, 1994; ElGamal, 1985). 

The study also contributes methodologically through the 
introduction of independent cross-platform verification, 
thereby improving reproducibility and transparency in 
cryptographic implementations (Chechulina et al., 2015). In 

addition, the framework provides an educational and 
experimental environment suitable for researchers and 
practitioners investigating secure electronic elections and 
encrypted computation. 

II. LITERATURE REVIEW 

2.1 Electronic Voting Systems and Security Requirements 

Electronic voting has become one of the most important 
applications of information and communication 
technologies in modern democracies. As the number of 
eligible voters increases globally, electoral management 
bodies continue to seek mechanisms capable of improving 
efficiency, reducing operational costs, enhancing 

accessibility, and accelerating the declaration of election 
results (Hunter, 2001).  

The growing deployment of digital infrastructures in 
electoral processes has therefore intensified research into 

secure electronic voting frameworks. 
According to Ofori-Dwumfuo and Paatey (2011), the 

credibility of democracy is closely linked to the integrity of 
elections, emphasizing that elections constitute one of the 
fundamental pillars of democratic governance. Similarly, 
Okediran and Ganiyu (2015) argued that electronic voting 

systems should be understandable, usable, and accessible to 
all eligible voters irrespective of age, educational 
background, disability, or technical competence. They 
further emphasized that the effectiveness of electronic 
voting systems depends on their ability to provide 
confidentiality, integrity, transparency, and verifiability. 

Abdulhamid et al. (2013) developed a real-time e-voting 
framework for Nigeria and identified several critical 
security requirements, including voter authentication, result 
veracity, confidentiality of ballots, availability of services, 
and resistance to unauthorized modifications. Although 
their framework addressed some of these requirements, it 

did not implement advanced cryptographic techniques 
capable of preserving ballot secrecy during tally 
computation. 

Despite their advantages, electronic voting systems 
remain vulnerable to numerous attacks. Carroll et al. (2011) 
identified insider attacks, denial-of-service attacks, 
malware infections, and unauthorized disclosures as major 

concerns affecting public confidence in digital elections. 
These concerns have significantly influenced the pace of e-
voting adoption worldwide. 

Consequently, researchers have increasingly explored 
privacy-preserving cryptographic mechanisms capable of 
ensuring that election outcomes remain verifiable without 

compromising voter anonymity. 

2.2 Storage Area Networks and Electoral Data Security 

Storage Area Networks (SANs) have emerged as 
preferred infrastructures for handling large-scale 
organizational data because of their scalability, availability, 
centralized administration, and fault tolerance (Peter & 

Timothy, 2011). Electoral systems generate substantial 
volumes of sensitive information, including voter records, 
encrypted ballots, audit logs, and tally reports, making 
SAN deployment attractive for election data management. 

However, centralized storage infrastructures also create 
opportunities for malicious activities. Geremew et al. 

(2015) identified several vulnerabilities affecting cloud and 
storage infrastructures, including unauthorized access, 
privilege escalation, data leakage, and malicious insider 
attacks.  
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Sachin and Devandra (2017) similarly observed that 
ensuring confidentiality and integrity within storage 

environments remains one of the major challenges 
confronting secure distributed systems. 

Uma and Thanooj (2017) reviewed encryption 
approaches applicable to SAN environments and concluded 
that traditional encryption mechanisms alone could not 
adequately address emerging SAN security threats. 

Likewise, Parin and Hitesh (2013) investigated 
homomorphic encryption techniques for SAN storage and 
found that many existing solutions struggled to guarantee 
confidentiality while preserving computational 
functionality. 

Nitin and Pragati (2017) evaluated Gentry-based 

homomorphic techniques for SAN applications and 
reported inconsistencies between encrypted computations 
and raw data processing, thereby highlighting limitations in 
practical implementations. These observations demonstrate 
the necessity of developing frameworks capable of 
simultaneously supporting secure storage and accurate 

encrypted computations. 

2.3 Homomorphic Encryption: Concept and Evolution 

Homomorphic encryption enables computations to be 
performed directly on encrypted data without requiring 
prior decryption. Fontaine and Galand (2007) described 
homomorphic encryption as one of the most transformative 
developments in modern cryptography because it allows 

the preservation of confidentiality throughout 
computational processes. 

Goldwasser and Micali (1984) pioneered probabilistic 
encryption concepts that later influenced the development 
of homomorphic cryptosystems. Their work demonstrated 
that randomness could significantly strengthen ciphertext 

security by ensuring that identical plaintexts produce 
distinct ciphertext outputs. 

Fontaine and Galand (2009) further classified 
homomorphic encryption schemes according to the nature 
of supported operations and their computational 
capabilities. The authors observed that the practical 

applicability of homomorphic schemes depends largely on 
balancing security requirements against computational 
efficiency. 

Payal et al. (2014) conducted a survey of homomorphic 
encryption algorithms and categorized them into partially 
homomorphic, somewhat homomorphic, leveled 

homomorphic, and fully homomorphic encryption schemes. 
According to the authors, the selection of an appropriate 
scheme depends on the specific computational 
requirements of the target application. 

 

Ayman et al. (2020) reviewed recent trends in 
homomorphic encryption and observed increasing adoption 

across cloud computing, healthcare, Internet of Things 
(IoT), finance, and secure voting applications. However, 
they noted that implementation complexity and 
computational overhead continue to hinder practical 
deployment. 

Mohamed et al. (2019) performed a systematic review 

using PRISMA methodologies and concluded that despite 
substantial theoretical advances, many homomorphic 
encryption studies lacked practical implementations 
capable of demonstrating operational feasibility. 

Hana et al. (2020) similarly identified the absence of 
implementation-driven investigations as a major gap within 

homomorphic encryption research. 

2.4 Fully Homomorphic Encryption and Practical 

Limitations 

A major breakthrough in homomorphic encryption 
occurred when Gentry (2009a) introduced the first fully 
homomorphic encryption (FHE) scheme based on ideal 

lattices. The scheme demonstrated that arbitrary 
computations could be performed on encrypted data 
without compromising confidentiality. 

Gentry (2009b) subsequently expanded this contribution 
through a comprehensive doctoral dissertation that 
established the theoretical foundations of FHE. Although 
revolutionary, the proposed scheme suffered from high 

computational complexity. 
Gentry and Halevi (2011) attempted to improve practical 

feasibility by optimizing key generation processes using 
cyclotomic fields. Their implementation reduced 
computational requirements but retained substantial 
overhead. 

Brakerski, Gentry, and Vaikuntanathan (2011) 
introduced fully homomorphic encryption without 
bootstrapping, thereby reducing some efficiency constraints 
associated with earlier constructions. 

Brakerski and Vaikuntanathan (2011a) further proposed 
efficient FHE schemes based on Learning With Errors 

(LWE), while Brakerski and Vaikuntanathan (2011b) 
extended their work using Ring Learning With Errors 
(RLWE) assumptions. 

Chunsheng (2012) proposed modifications aimed at 
improving the practicality of bootstrappable FHE systems. 
Nevertheless, productivity gains remained limited. 

Belland et al. (2017) observed that despite substantial 
progress, FHE systems remained computationally 

demanding for many real-world applications. 
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Consequently, researchers increasingly turned their 
attention toward partially homomorphic schemes capable of 

satisfying domain-specific requirements with lower 
computational costs. 

2.5 Partial Homomorphic Encryption in Electronic Voting 

Partial homomorphic encryption schemes support 
restricted mathematical operations on encrypted data. Their 
reduced complexity makes them attractive for applications 

requiring only specific computational functionalities. 
Benaloh (1994) introduced a dense probabilistic 

encryption scheme that expanded message space while 
preserving additive homomorphic properties. The Benaloh 
cryptosystem enables the multiplication of ciphertexts to 
correspond to the addition of underlying plaintext messages 

following decryption. 
This characteristic has significant implications for 

electronic voting because encrypted ballots can be 
aggregated without exposing individual votes. 

Kho and Chin (2022) emphasized that homomorphic 
encryption permits electoral authorities to compute final 

tallies without decrypting individual ballots, thereby 
preserving voter anonymity. 

Fan et al. (2020) proposed HSE-Voting, a secure high-
efficiency electronic voting framework employing 
homomorphic signcryption. Although their scheme 
improved efficiency, subsequent analyses identified 
concerns relating to voter privacy protection and protocol 

completion. 
Qu et al. (2022) introduced a blockchain-based 

electronic voting protocol integrating homomorphic 
signcryption. Their framework enhanced transparency but 
introduced additional complexity associated with 
blockchain infrastructures. 

These studies collectively demonstrate the suitability of 
homomorphic approaches for electronic voting while 
revealing unresolved implementation challenges. 

2.6 Benaloh Cryptosystem 

The Benaloh cryptosystem represents one of the earliest 
practical additive homomorphic encryption schemes. 

Extending concepts introduced through probabilistic 
encryption, Benaloh (1994) developed a public-key system 
supporting larger message spaces than earlier constructions. 

The encryption process incorporates randomization to 
ensure semantic security, making it computationally 
infeasible for adversaries to determine plaintext values 

solely through ciphertext observation. 
Unlike many traditional public-key algorithms, Benaloh 

enables encrypted aggregation without revealing 
intermediate results.  

This property has contributed to its suitability for 
applications involving secure voting, private surveys, and 

privacy-preserving data aggregation. 
However, despite its theoretical strengths, Benaloh has 

received comparatively limited practical attention relative 
to Paillier-based implementations, resulting in fewer 
optimized libraries and deployment frameworks. 

2.7 ElGamal Encryption 

ElGamal (1985) proposed a probabilistic public-key 
cryptosystem based on the computational hardness of the 
discrete logarithm problem. The scheme employs 
randomization during encryption to produce distinct 
ciphertexts for identical plaintext inputs. 

Bleichenbacher (1998) demonstrated that 

implementation weaknesses rather than underlying 
mathematical assumptions frequently constitute the greatest 
threats to cryptographic systems. Consequently, secure 
parameter selection and proper implementation remain 
essential. 

ElGamal has been widely adopted because of its 

semantic security, resistance to ciphertext pattern analysis, 
and applicability to both encryption and digital signatures. 

Within the context of this study, ElGamal provides an 
encapsulation mechanism that strengthens the protection of 
Benaloh-generated ciphertexts during transmission and 
storage in SAN environments. 

2.8 Research Gap 

The literature reveals significant advances in 
homomorphic encryption, secure storage, and electronic 
voting. Nevertheless, important gaps remain. 

Okediran and Ganiyu (2015) proposed an electronic 
voting architecture relying primarily on RSA-based 
protections, resulting in computational inefficiencies and 

limited support for encrypted computation. 
Akintoye (2022) improved network-level security 

through Cisco-based infrastructures but employed 
ElGamal–Paillier combinations characterized by message-
space limitations, ciphertext expansion, and computational 
scalability challenges. 

Hana et al. (2020) and Mohamed et al. (2019) identified 
the lack of implementation-driven investigations as a major 
limitation in homomorphic encryption research. 

Fan et al. (2020) and Qu et al. (2022) focused primarily 
on protocol enhancements without providing independent 
cross-platform validation mechanisms. 

Therefore, the literature lacks a validated framework that 
simultaneously integrates: 

• additive homomorphic vote aggregation; 

• strengthened ciphertext protection; 
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• secure Storage Area Network deployment; and 

• independent verification of cryptographic correctness. 

This study addresses these gaps by proposing and 
validating a dual-layer Benaloh–ElGamal framework 
implemented in C# and independently verified using 
MATLAB for secure electronic voting within Storage Area 
Networks. 

III. METHODOLOGY 

3.1 Research Design 

This study adopted a design science research 

methodology involving the design, implementation, 
validation, and evaluation of a dual-layer homomorphic 
encryption framework for secure electronic voting within 
Storage Area Networks (SANs). Design science is 

particularly appropriate because the objective of the study 
was not merely to analyze an existing phenomenon but to 
develop a novel cryptographic artifact capable of 
addressing identified security gaps in electronic voting 
systems (Hevner et al., 2004). 

The research involved the development of a software 

prototype integrating the Benaloh cryptosystem and 
ElGamal encryption algorithm within a unified 
architecture. The framework was implemented using C# 
and validated independently using MATLAB to ensure 
correctness and reproducibility of cryptographic 
computations. The study focused on demonstrating 

confidentiality, homomorphic functionality, verifiability, 
and operational feasibility under controlled experimental 
conditions. 

The research process comprised the following phases: 

1. Identification of security gaps in existing SAN-based 
e-voting systems;  

2. Design of a dual-layer Benaloh–ElGamal framework;  
3. Development of a GUI-driven implementation using 

C#;  
4. Independent verification using MATLAB;  
5. Experimental evaluation and performance assessment.  

3.2 Proposed System Architecture 

The proposed framework adopts a defense-in-depth 
approach by combining cryptographic protection with 
secure storage infrastructure. The architecture comprises 
voter interaction components, cryptographic modules, SAN 
storage, tallying mechanisms, and verification subsystems. 

 

 
Figure 1. Proposed Dual-Layer Benaloh–ElGamal E-Voting 

Framework 

The system architecture was derived from the 
implemented framework described in the thesis documents 
and reflects the operational workflow of the validated 
system.  

3.3 Benaloh Cryptosystem Specification 

The Benaloh cryptosystem was selected because of its 
additive homomorphic properties, which allow encrypted 
votes to be aggregated without exposing individual ballots 
(Benaloh, 1994). 

3.3.1 Parameter Selection 

Let: 

• ppp and qqq be large prime numbers,  
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• n=pqn = pqn=pq,  

• ϕ(n)=(p−1)(q−1)\phi(n) = (p-1)(q-1)ϕ(n)=(p−1)(q−1).  

Choose an integer r>1r > 1r>1 such that: 

r∣ϕ(n)r \mid \phi(n)r∣ϕ(n)  

and 

gcd⁡(r,ϕ(n)r)=1\gcd\left(r,\frac{\phi(n)}{r}\right)=1gcd(r,

rϕ(n))=1  

Select a public parameter y∈Zn∗y \in Z_n^*y∈Zn∗ 
satisfying: 

yϕ(n)r≡1̸(modn)y^{\frac{\phi(n)}{r}} \not\equiv 1 \pmod 

nyrϕ(n) ≡1(modn)  

These parameter conditions ensure correct Benaloh key 

generation and decryption.  

3.3.2 Key Generation 

Public Key: 

PKB=(n,y,r)PK_B=(n,y,r)PKB=(n,y,r)  

Private Key: 

SKB=(p,q)SK_B=(p,q)SKB=(p,q)  

3.3.3 Benaloh Encryption 

Let: 

m∈Zrm\in Z_rm∈Zr  

Choose random value: 

u∈Zn∗u\in Z_n^*u∈Zn∗  

Encryption is defined as: 

EB(m)=cB=ymur mod nE_B(m)=c_B=y^m u^r \bmod nEB

(m)=cB=ymurmodn 

where cBc_BcB represents the Benaloh ciphertext. 

3.3.4 Benaloh Decryption 

Given ciphertext cBc_BcB: 

cBϕ(n)r≡ymϕ(n)r(modn)c_B^{\frac{\phi(n)}{r}} \equiv 

y^{m\frac{\phi(n)}{r}} \pmod ncBrϕ(n)≡ymrϕ(n)(modn)  

Decryption recovers the plaintext through discrete 

logarithm evaluation: 

m=log⁡yϕ(n)/r(cBϕ(n)/r mod n)m= \log_{y^{\phi(n)/r}} 
\left( c_B^{\phi(n)/r}\bmod n \right)m=logyϕ(n)/r(cBϕ(n)/r

modn)  

The discrete logarithm remains computationally feasible 
because small values of rrr were employed during 

validation experiments.  

3.4 Additive Homomorphic Property 

The primary motivation for selecting Benaloh lies in its 

additive homomorphic functionality. 

For two plaintext votes: 

m1,m2∈Zrm_1,m_2\in Z_rm1,m2∈Zr  

their ciphertexts satisfy: 

EB(m1)EB(m2)=EB((m1+m2) mod r)E_B(m_1)E_B(m_2)
=E_B((m_1+m_2)\bmod r)EB(m1)EB(m2)=EB((m1+m2

)modr) 

Thus: 

DB(cB1cB2)=(m1+m2) mod rD_B(c_{B1}c_{B2}) = 

(m_1+m_2)\bmod rDB(cB1cB2)=(m1+m2)modr  

This property enables secure vote tallying without 

exposing individual ballots (Benaloh, 1994). 

3.5 ElGamal Cryptosystem Specification 

ElGamal was integrated as a secondary protection layer 
to strengthen ciphertext security during storage and 

transmission (ElGamal, 1985). 

3.5.1 Parameter Selection 

Let: 

• ppp denote a prime modulus;  

• ggg denote a generator;  

• x∈{1,…,p−2}x\in\{1,\ldots,p-2\}x∈{1,…,p−2} 

denote the private key.  

Compute: 

h=gx mod ph=g^x\bmod ph=gxmodp  

3.5.2 Key Generation 

Public Key: 

PKE=(p,g,h)PK_E=(p,g,h)PKE=(p,g,h)  

Private Key: 

SKE=xSK_E=xSKE=x  

3.5.3 ElGamal Encryption 

Choose random: 

k∈{1,…,p−2}k\in\{1,\ldots,p-2\}k∈{1,…,p−2}  

 



 
International Journal of Recent Development in Engineering and Technology 

Website: www.ijrdet.com (ISSN 2347-6435 (Online) Volume 15, Issue 10, October 2026) 

583 

For message MMM: 

c1=gk mod pc_1=g^k\bmod pc1=gkmodp 

c2=Mhk mod pc_2=Mh^k\bmod pc2=Mhkmodp  

Ciphertext becomes: 

EE(M)=(c1,c2)E_E(M)=(c_1,c_2)EE(M)=(c1,c2)  

3.5.4 ElGamal Decryption 

The message is recovered using: 

M=c2(c1x)−1 mod pM=c_2(c_1^x)^{-1}\bmod pM=c2(c1x

)−1modp  

These procedures correspond to the validated 

implementation described in the thesis.  

3.6 Combined Benaloh–ElGamal Encryption Scheme 

The proposed dual-layer scheme combines the strengths 

of both cryptosystems. 

Encryption Process 

For plaintext vote mmm: 

Step 1: Apply Benaloh encryption: 

cB=EB(m)c_B=E_B(m)cB=EB(m)  

Step 2: Treat Benaloh ciphertext as ElGamal plaintext: 

EEB(m)=EE(cB)E_{EB}(m)=E_E(c_B)EEB(m)=EE(cB)  

Final ciphertext: 

C=(c1,c2)C=(c_1,c_2)C=(c1,c2)  

Decryption Process 

1. ElGamal decryption recovers Benaloh ciphertext:  

cB=DE(c1,c2)c_B=D_E(c_1,c_2)cB=DE(c1,c2)  

2. Benaloh decryption recovers plaintext:  

m=DB(cB)m=D_B(c_B)m=DB(cB)  

The combined specification follows the implemented 

framework.  

3.7 Functional Modules 

The developed system comprised five major modules: 

• Plaintext Encryption Module;  

• Encryption Confirmation Module;  

• Homomorphic Operation Module;  

• MATLAB Verification Module;  

• Experiment Log Module.  

Each module was implemented independently to 

improve maintainability and modularity.  

3.8 Implementation Environment 

The implementation environment consisted of: 

Component Specification 

Operating System Windows 10/11 or Linux 

Programming Language C# 

Development Environment Visual Studio 

Verification Tool MATLAB 

Database SQLite/SQL Server 

Version Control Git 

Security Layer Cisco-based configurations 

These specifications reflect the validated system 

environment.  

3.9 Validation Procedure 

Independent verification was performed using MATLAB 

to establish correctness and reproducibility. 

Validation involved: 

• encrypting known plaintext values;  

• decrypting resulting ciphertexts;  

• comparing recovered plaintexts with original 

inputs;  

• verifying homomorphic aggregation;  

• confirming consistency between C# and 

MATLAB outputs.  

A successful match confirmed the correctness of the 

cryptographic implementation.  

3.10 Methodological Contribution 

Unlike previous studies that focused solely on theoretical 
proposals or single-environment implementations (Fan et 

al., 2020; Hana et al., 2020; Mohamed et al., 2019), the 

present methodology integrates: 

• dual-layer cryptographic protection,  

• secure SAN storage,  

• GUI-driven experimentation,  

• independent MATLAB verification, and  

• controlled tally decryption.  
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This methodological design enhances reproducibility, 
transparency, and trustworthiness in secure electronic 

voting research. 

IV. RESULTS, EXPERIMENTAL EVALUATION AND 

DISCUSSION OF FINDINGS 

4.1 Introduction 

This section presents the implementation results 
obtained from the developed dual-layer homomorphic 
encryption framework. The experiments were designed to 
evaluate the correctness of the Benaloh–ElGamal 

implementation, validate its homomorphic properties, 
assess the consistency between the C# and MATLAB 
environments, and determine the framework's suitability for 
secure electronic voting in Storage Area Networks (SANs). 

The evaluation focused on four major objectives: 

1. Verification of encryption and decryption correctness;  

2. Validation of the additive homomorphic property;  
3. Confirmation of cross-platform consistency between 

C# and MATLAB;  
4. Assessment of the framework's applicability to secure 

electronic voting.  

The experimental approach adopted in this study aligns 
with recommendations by Chechulina et al. (2015), Hana et 
al. (2020), and Mohamed et al. (2019), who emphasized the 
importance of implementation-based validation in 

homomorphic encryption research. 

4.2 Experimental Setup 

The developed prototype was implemented using C# 
within the Visual Studio environment. MATLAB was 
employed independently to verify the correctness of the 

cryptographic computations. 

Table 4.1 presents the experimental environment. 

Table 4.1 Experimental Environment 

Parameter Specification 

Operating System Windows 10/11 

Programming Language C# 

IDE Visual Studio 

Validation Environment MATLAB 

Storage Environment SAN Simulation 

Encryption Schemes Benaloh and ElGamal 

Voting Dataset Simulated Election Ballots 

Verification Method Cross-platform Comparison 

The experiments utilized representative voting scenarios 
to demonstrate correctness and reproducibility of the 

proposed framework. 

4.3 Benaloh Encryption and Decryption Validation 

The first experiment evaluated whether the Benaloh 
implementation correctly recovered original plaintext 
values after encryption and decryption. 

Sample votes were encoded as numerical values prior to 

encryption. The encrypted ballots were subsequently 
decrypted to determine whether the original messages 
could be reconstructed accurately. 

Table 4.2 Benaloh Encryption Validation 

Vote 
Encode

d Value 

Encryption 

Status 

Decryption 

Output 

Correct 

Recovery 

Candidate 

A 
1 Successful 1 Yes 

Candidate 

B 
2 Successful 2 Yes 

Candidate 

C 
3 Successful 3 Yes 

Candidate 

D 
4 Successful 4 Yes 

The results indicate that all encrypted votes were 
correctly recovered after decryption. 

These findings agree with the theoretical properties of 
the Benaloh cryptosystem reported by Benaloh (1994). 

4.4 ElGamal Encapsulation Validation 

The second experiment assessed whether ElGamal 

correctly protected Benaloh ciphertexts during transmission 
and storage. 

The Benaloh ciphertexts generated in the first phase 
were encapsulated using ElGamal encryption. 
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Table 4.3 ElGamal Validation Results 

Benaloh 

Ciphertext 

ElGamal 

Encryption 

ElGamal 

Decryption 

Original Benaloh 

Ciphertext 

Recovered 

CB₁ Successful Successful Yes 

CB₂ Successful Successful Yes 

CB₃ Successful Successful Yes 

CB₄ Successful Successful Yes 

The experiment confirmed that the ElGamal layer 

preserved the integrity of Benaloh ciphertexts throughout 
the encapsulation process. 

These observations support the findings of ElGamal 
(1985) and Bleichenbacher (1998), who highlighted the 
effectiveness of probabilistic encryption in preserving 
confidentiality. 

4.5 Validation of Additive Homomorphic Property 

One of the principal objectives of this study was to 
demonstrate that encrypted ballots could be aggregated 

without exposing individual votes. 

Consider two encrypted votes: 

m1=1m_1 = 1m1=1  

and 

m2=2.m_2 = 2.m2=2.  

Using the Benaloh cryptosystem: 

E(m1)×E(m2)=E(m1+m2).E(m_1)\times E(m_2) = 

E(m_1+m_2).E(m1)×E(m2)=E(m1+m2).  

E(m1)E(m2)=E(m1+m2)E(m_1)E(m_2)=E(m_1+m_2)E(m

1)E(m2)=E(m1+m2) 

Following decryption: 

D(E(m1)E(m2))=m1+m2.D(E(m_1)E(m_2)) = 

m_1+m_2.D(E(m1)E(m2))=m1+m2.  

 

 

 

 

 

Table 4.4 Homomorphic Aggregation Results 

Vote Combination Expected Sum Decrypted Sum Correct 

1 + 2 3 3 Yes 

2 + 3 5 5 Yes 

1 + 4 5 5 Yes 

2 + 4 6 6 Yes 

The experiment confirmed that the proposed framework 
successfully supported secure tally computation without 
revealing individual votes. 

These findings are consistent with previous 

investigations involving additive homomorphic encryption 
in voting applications (Kho & Chin, 2022; Fan et al., 2020). 

4.6 MATLAB Verification Results 

Independent validation was conducted using MATLAB 
to establish the correctness and reproducibility of the 
implementation. 

The same cryptographic parameters employed within the 
C# implementation were replicated within MATLAB. 

Table 4.5 Cross-Platform Verification 

Test Case C# Output MATLAB Output Match 

Encryption Test 1 Correct Correct Yes 

Encryption Test 2 Correct Correct Yes 

Decryption Test 1 Correct Correct Yes 

Homomorphic Test 1 Correct Correct Yes 

Homomorphic Test 2 Correct Correct Yes 

The identical outputs obtained from both environments 
demonstrate the reliability of the developed framework. 
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The importance of independent validation has been 
emphasized by Chechulina et al. (2015), Mohamed et al. 

(2019), and Hana et al. (2020), who noted that many 
homomorphic encryption studies lack reproducibility 
assessments. 

4.7 Result Analysis 

The experiments revealed several important 
observations. 

First, the Benaloh cryptosystem accurately encrypted 
and decrypted ballots, thereby preserving vote 
confidentiality throughout the voting process. 

Second, the ElGamal encapsulation layer provided 
additional protection without interfering with the additive 
homomorphic functionality of Benaloh. 

Third, encrypted ballots were successfully aggregated 
and tallied without exposing intermediate vote values. 

Fourth, independent MATLAB validation confirmed the 
correctness of the implementation. 

Collectively, these findings demonstrate that the 
proposed framework effectively satisfies several critical 

requirements of electronic voting, including confidentiality, 
integrity, correctness, and verifiability. 

4.8 Discussion of Findings 

The findings of this study demonstrate that additive 
homomorphic encryption remains a practical solution for 
secure electronic voting where only tally aggregation is 
required. 

Unlike fully homomorphic encryption schemes, which 
frequently incur substantial computational overhead 
(Gentry, 2009a; Gentry & Halevi, 2011; Brakerski et al., 
2011), the Benaloh cryptosystem provided efficient 
encrypted computation appropriate for voting applications. 

Furthermore, the integration of ElGamal addressed 

concerns associated with the storage and transmission of 
ciphertexts within SAN environments. This layered 
approach enhanced defense against unauthorized disclosure 
and interception. 

The independent MATLAB verification further 
distinguishes this work from many previous studies that 

focused exclusively on theoretical analyses or single-
environment implementations (Mohamed et al., 2019; Hana 
et al., 2020). 

Therefore, the proposed framework contributes both 
theoretically and practically to secure electronic voting 
research by demonstrating that dual-layer cryptographic 

architectures can support privacy-preserving tallying while 
strengthening ciphertext protection within storage 
infrastructures. 

 
 

4.9 Summary of Findings 

The major findings of this study are summarized as 

follows: 

1. The Benaloh implementation successfully encrypted 

and decrypted ballots without loss of information.  

2. ElGamal effectively encapsulated Benaloh ciphertexts 

and preserved their integrity.  

3. The additive homomorphic property enabled secure 

vote tallying without exposing individual ballots.  

4. MATLAB independently verified the correctness of 

the implementation.  

5. The dual-layer framework enhanced confidentiality, 
integrity, verifiability, and suitability for SAN-based 

electronic voting environments.  

These findings provide empirical support for the 
effectiveness of the proposed Benaloh–ElGamal framework 
and establish a foundation for its consideration in future 
secure electronic voting deployments. 

V. CONCLUSION, CONTRIBUTIONS TO KNOWLEDGE, 

RECOMMENDATIONS AND FUTURE RESEARCH 

5.1 Conclusion 

The increasing adoption of electronic voting 
technologies has created an urgent need for mechanisms 

capable of preserving voter confidentiality, ensuring 
election integrity, and promoting public trust in digital 
electoral systems. Although conventional cryptographic 
approaches provide data confidentiality, they often require 
plaintext exposure during vote tallying, thereby introducing 
security vulnerabilities that may compromise ballot secrecy 

and electoral credibility (Abdulhamid et al., 2013; Ayub et 
al., 2015). 

This study proposed and validated a dual-layer 

homomorphic encryption framework for secure 

electronic voting in Storage Area Networks (SANs)  
through the integration of the Benaloh cryptosystem and 

ElGamal encryption algorithm. The Benaloh scheme was 
employed to provide additive homomorphic functionality, 
enabling votes to be aggregated directly in encrypted form 
without revealing individual ballots. ElGamal served as an 
encapsulation mechanism to strengthen the security of 
ciphertexts during transmission and storage within SAN 

infrastructures. 
The framework was implemented using C# and 

independently validated using MATLAB to ensure 
computational correctness and reproducibility.  
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Experimental results demonstrated successful encryption 
and decryption of ballots, accurate homomorphic 

aggregation, preservation of vote confidentiality, and 
consistency between the implementation and validation 
environments. 

The findings indicate that the proposed framework 
successfully addresses several critical requirements of 
electronic voting systems, including confidentiality, 

integrity, correctness, verifiability, and secure storage. 
Furthermore, the integration of independent validation 
contributes to transparency and confidence in the 
implementation process. 

Therefore, this study concludes that the Benaloh–
ElGamal dual-layer framework constitutes a practical and 

effective approach for enhancing the security of SAN-
based electronic voting systems. 

5.2 Contributions to Knowledge 

This study contributes to the body of knowledge in 
secure electronic voting and homomorphic encryption in 
several important ways. 

5.2.1 Development of a Dual-Layer Cryptographic 

Framework 

Unlike many previous studies that relied on single-layer 
cryptographic mechanisms (Okediran & Ganiyu, 2015; Fan 
et al., 2020), this study developed a dual-layer framework 
integrating Benaloh additive homomorphic encryption with 
ElGamal ciphertext encapsulation. 

The framework demonstrated that it is possible to 

simultaneously achieve: 

• secure encrypted tally computation;  

• strengthened ciphertext protection;  

• secure SAN-based ballot storage.  

5.2.2 Practical Implementation of Benaloh Homomorphic 

Encryption 

While much of the literature emphasizes Paillier-based 

approaches (Kho & Chin, 2022), practical implementations 
of the Benaloh cryptosystem remain relatively limited. 

This study contributes a validated implementation of the 
Benaloh scheme within an electronic voting context, 
thereby expanding its practical applicability. 

5.2.3 Independent Cross-Platform Validation 

Many homomorphic encryption investigations focus 
primarily on theoretical analysis without independent 
verification mechanisms (Mohamed et al., 2019; Hana et 
al., 2020). 

This study introduced MATLAB-based validation of a 
C# implementation, thereby enhancing reproducibility, 

correctness assurance, and transparency. 

5.2.4 Integration of Secure Storage Considerations 

Previous electronic voting studies frequently focused on 

ballot encryption while paying limited attention to storage 
infrastructures (Akintoye, 2022). 

This study explicitly incorporated Storage Area 
Networks into the security framework, thereby addressing 
an important yet underexplored aspect of electronic voting 
security. 

5.3 Implications of the Study 

The findings of this study have implications for 
researchers, electoral management bodies, and system 
developers. 

For researchers, the study provides empirical evidence 
supporting the practicality of additive homomorphic 

encryption in voting applications. 
For electoral authorities, the framework demonstrates the 

feasibility of conducting secure encrypted tallying without 
exposing individual ballots. 

For developers, the proposed architecture offers a 
reproducible model for integrating layered cryptographic 

protections within secure voting infrastructures. 
Additionally, the study contributes to ongoing 

discussions concerning the balance between computational 
efficiency and strong security guarantees in electronic 
voting systems (Gentry, 2009a; Brakerski et al., 2011). 

5.4 Limitations of the Study 

Despite its contributions, this study has several 

limitations: 

1. Controlled Experimental Environment 

The framework was evaluated using simulated voting 
scenarios under controlled conditions. Large-scale national 
deployment environments may introduce additional 
operational complexities. 

2.  Limited Performance Benchmarking 

Although correctness and functionality were established, 
extensive benchmarking involving millions of ballots was 
beyond the scope of this investigation. 

3. Small Message Space Considerations 

The Benaloh cryptosystem requires careful parameter 

selection, particularly regarding message space size and 
discrete logarithm computations (Benaloh, 1994). 

Future implementations involving large candidate sets 
may require optimization strategies. 

4. Absence of Threshold Decryption 

The current implementation employed centralized 

decryption authority.  
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Threshold cryptographic approaches capable of 
distributing decryption responsibilities among multiple 

trustees were not implemented. 

5.5 Recommendations 

Based on the findings of this study, the following 

recommendations are proposed: 

1. Electoral authorities considering electronic voting 
should adopt homomorphic encryption mechanisms 

capable of preserving ballot secrecy during tally 
computation.  

2. Secure storage infrastructures should be incorporated 
into the design of electronic voting systems rather 
than treated as external considerations.  

3. Independent validation mechanisms should 

accompany cryptographic implementations to 
improve transparency and reproducibility.  

4. Future implementations should incorporate threshold 
decryption techniques to reduce dependence on 
centralized authorities.  

5. Policymakers should establish standards governing 

cryptographic verification and storage security in 
electronic elections.  

5.6 Future Research Directions 

Several avenues for future investigation emerge from 

this study: 

1 Threshold Benaloh–ElGamal Frameworks 

Future research should explore distributed decryption 

architectures involving multiple election trustees to 
eliminate single points of trust. 

2 Large-Scale Performance Evaluation 

Subsequent studies should evaluate the scalability of the 
framework under realistic electoral conditions involving 
large voter populations. 

3 Blockchain Integration 

Researchers may investigate the integration of 
blockchain technologies with the proposed framework to 
strengthen transparency and auditability while carefully 
addressing scalability concerns (Qu et al., 2022). 

4 Post-Quantum Adaptations 

Given advances in quantum computing, future 
investigations should assess the resilience of electronic 
voting frameworks against post-quantum threats and 
explore quantum-resistant homomorphic alternatives. 

 
 

 

5 Cloud-Based and Hybrid Storage Architectures 

Further research may extend the framework to hybrid 

cloud-SAN environments to determine its effectiveness in 
modern distributed infrastructures. 

5.7 Final Remark 

Electronic voting systems must inspire confidence not 
only through efficiency but also through demonstrable 
security and transparency. By integrating additive 

homomorphic computation, layered ciphertext protection, 
secure storage considerations, and independent validation, 
this study advances the development of trustworthy 
electronic voting systems. 

The proposed Benaloh–ElGamal framework 
demonstrates that secure tallying and voter privacy need 

not be mutually exclusive objectives. Rather, through 
careful cryptographic design and rigorous validation, 
electronic voting systems can preserve democratic values 
while embracing technological innovation. 
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