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Abstract— Human Interface Devices (HIDs) have become a
significant physical-layer cyber threat because operating
systems automatically trust USB keyboards and mice, attacks.
By taking advantage of this trust, malicious devices like
Rubber Ducky and BadUSB can install malware, inject
automated commands, and steal data without setting off
traditional antivirus defences. In order to prevent malicious
peripherals from reaching the operating system, this paper
introduces HID Shield, a layered USB security framework
that combines sandboxing, Al, behavior-based detection, and
user-verified authorisation. In order to prevent plug-and-play
exploitation while preserving usability for authorised devices,
the system implements a zero-trust USB handling model.
According to experimental analysis, HID Shield outperforms
current endpoint security solutions in terms of detection
accuracy and false-positive rates.
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I. INTRODUCTION

Although USB devices are frequently used for storage
and human-computer interaction, operating systems'
automatic trust of them makes them a significant security
risk. Attackers use malicious USB hardware to run scripts,
download malware, and take over systems because HID
devices, like keyboards and mice, can transmit commands
without authentication. Because these attacks use
hardware-level input emulation rather than file-based
malware, they get around conventional security measures.
This threat keeps getting worse as businesses depend more
and more on USB devices. An Al-driven, user-verified
security architecture called HID Shield is suggested to take
the place of this implicit trust model, guaranteeing that no
USB device is trusted unless it has been carefully examined
and approved.
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Il. PROPOSED SYSTEM ARCHITECTURE

In order to provide complete protection against
malicious Human Interface Device (HID) attacks, such as
keystroke injection or Bad USB exploits, the HID Shield
framework employs a strong, layered architecture that is
specifically made to remove blind trust in any USB device
by default. Fundamentally, the USB Port Controller acts as
the first line of defense by actively monitoring for device
insertion events to initiate the security workflow and
keeping all USB ports blocked until an explicit
authorization occurs.

When a device is identified, the Sandbox Manager steps
in to stop any direct communication with the host system
by rerouting all incoming USB communications into a
completely isolated environment. This ensures that
potentially dangerous commands or data cannot
immediately impact the operating system. In addition to
this isolation, the Al Threat Engine analyzes the connected
device's behavior both statically and dynamically, using
sophisticated machine learning models to spot known
attack signatures, suspicious payloads, or unusual patterns
in real time. In order to enable accurate risk assessment, the
Threat Classification Engine processes the analysis's
findings and assigns the device and any related files or
actions to one of three different risk levels: Safe,
Suspicious, or Dangerous.

The Policy Manager dynamically applies controls, such
as blocking specific functionalities, limiting data transfer
rates, or requiring user confirmation before moving
forward, based on this classification and predefined rules.
Before any device is fully allowed to interact with the
system, the Security Key Authentication Module requires a
secondary authentication step, such as a hardware token,
biometric verification, or cryptographic challenge, to
further strengthen authorization and prevent unauthorized
or spoofed devices from gaining access.
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Lastly, the Audit Logger facilitates forensic
investigations, compliance auditing, and post-incident
analysis by recording in tamper-resistant logs every
connection attempt, analysis result, user choice, and system
action. By allocating duties among specialized components,
this highly modular and interconnected design not only
improves overall security but also encouragesBy
distributing duties among specialized components, this
highly modular and interconnected design not only
improves overall security but also fosters scalability for
deployment in various environments, upholds transparency
through thorough logging and traceable decisions, and
guarantees adaptability to changing threats in the area of
USB-based HID attacks.

I1l. METHODOLOGY

Every USB device is processed through several security
layers by HID Shield. A device is initially prevented from
having direct access to the operating system upon insertion.
After that, a secure communication channel is used to
divert the device into a sandbox environment. Atrtificial
intelligence models examine file content, keystroke
patterns, and communication patterns within the sandbox in
order to identify irregularities. This analysis classifies the
device and its contents as safe, suspicious, or dangerous.
The user is then asked to choose how the device should be
handled, and a security key is required to confirm the
decision. Only after verification is the USB device allowed

controlled access to the host system under strict
monitoring.
3.1 Evaluation Data
Table 1:
Threat Detection Rate and Performance Analysis
Method Detection Rate | False  Positives
(%) (%)

Antivirus 45 20

USBESAFE 92 3

HID Shield 98 2

This data reflects simulated testing using:
e Rubber Ducky scripts
e  PowerShell payloads
e Malicious HID keystroke injection

745

HID Shield outperformed both traditional antivirus and
USBESAFE.

3.2 Graphs

Detection Rate Comparison
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Figure 1: Detection rate Comparison

This Graph shows the detection rate comparison of HID
Shield vs USBESAFE vs Antivirus

False Positive Rate Comparison
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Figure 2: Comparison of False Positive rates

Figure 2 shows the false positive rate comparison of
HID Shield vs USBESAFE vs
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Detection Accuracy by Attack Type
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Figure 3: Comparison of Accuracy of Detection

Figure 3 Graph shows HID Shield vs USBESAFE vs
Antivirus across different USB attacks.

HID Shield Detection Accuracy by Attack Type
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Figure 4: Comparison of HID Shied Detection Accuracy

Figure 4 shows the detection accuracy HID Shield vs
USBESAFE vs Antivirus across different USB attacks.

ROC Curve - HID Shield
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Figure 5: Comparison of ROC

The ROC curve demonstrates that HID Shield maintains
a high true-positive rate even at low false-positive rates,
confirming strong discrimination between malicious and
legitimate USB devices.

Confusion Matrix - HID Shield
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Figure 5: Performance Analysis using Confusion matrix

The confusion matrix shows a high true-positive and
true-negative rate, indicating that HID Shield accurately
distinguishes malicious and benign USB devices with
minimal false alarms.
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IV. CONCLUSION & FUTURE RESEARCH

In order to defend systems against malicious USB and

HID-based attacks, this study presented HID Shield, an
intelligent security framework. The suggested approach
integrates authenticated user consent, behavior monitoring
based on artificial intelligence, and low-level device
control into a unified defense system. By combining these
layers, HID Shield provides a practical and efficient way to
protect USB communications while overcoming a number
of drawbacks of conventional endpoint security solutions.

Future

improvements to this work will include

safeguarding wireless HID peripherals, incorporating real-
time cloud threat intelligence, improving detection models
with extensive attack datasets, and testing the framework
in deployment scenarios at the enterprise level.
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