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Abstract—Wireless networks are gaining popularity to its peak 

today, as the users want wireless connectivity irrespective of their 

geographic position. There is an increasing threat of attacks on 

the Wireless Sensor Networks (WSNs). Black hole attack is one of 

the security threat in which the traffic is redirected this type of 

node that honestly does no longer exist inside the network. This 

paper is proposed neural network (NN) for optimization and 

multicast routing protocol approach for attack detection and 

prevention. The measurements were taken in terms of 

throughput, end-to-end delay and network load. 
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I. INTRODUCTION  

In recent years, wireless ad-hoc networks have become 

increasingly prevalent in various applications, ranging from 

military communications and disaster management to 

sensor networks and smart cities. However, the open and 

dynamic nature of these networks makes them susceptible 

to various security threats, with one of the most challenging 

being the Blackhole attack. A Blackhole attack involves a 

malicious node, known as the Blackhole node, which 

falsely advertises itself as having the optimal path to a 

destination, leading to the diversion and dropping of data 

packets. 

To mitigate the risks associated with Blackhole attacks 

in ad-hoc networks, researchers have been actively 

exploring innovative solutions. One such solution involves 

the integration of a Modified On-Demand Multicast 

Routing Protocol (MODMRP) with a Neural Network (NN) 

algorithm for efficient and accurate Blackhole attack 

detection. 

Ad-hoc networks are decentralized, self-organizing 

networks where nodes communicate with each other 

without relying on a centralized infrastructure. This 

flexibility makes them suitable for dynamic and temporary 

communication environments. Blackhole attacks in ad-hoc 

networks disrupt the normal flow of communication by 

attracting and dropping data packets, leading to potential 

information leakage, service denial, or degradation of 

network performance. Traditional routing protocols like 

AODV (Ad-hoc On-Demand Distance Vector) are 

vulnerable to Blackhole attacks due to their reliance on the 

shortest path without considering the trustworthiness of the 

nodes. 

MODMRP is an enhancement to traditional on-demand 

multicast routing protocols. It integrates mechanisms for 

monitoring and evaluating the trustworthiness of nodes in 

the network, dynamically adjusting the multicast routes to 

avoid malicious nodes. 

Neural Networks are computational models inspired by 

the human brain's structure, capable of learning complex 

patterns and making intelligent decisions. In the context of 

Blackhole attack detection, a Neural Network is trained to 

recognize patterns indicative of malicious behavior based 

on historical data. The integration of MODMRP with the 

Neural Network algorithm is expected to significantly 

enhance the security of ad-hoc networks by effectively 

detecting and mitigating Blackhole attacks. The 

combination of the Modified On-Demand Multicast 

Routing Protocol with a Neural Network algorithm offers a 

promising approach to strengthen the security of wireless 

ad-hoc networks against Blackhole attacks. This innovative 

solution aims to provide a robust defense mechanism by 

dynamically adapting to the evolving nature of network 

threats and ensuring the integrity and reliability of 

communication in challenging and dynamic environments. 

II. PROPOSED METHODOLOGY 

 
Figure 1: Flow Chart 
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Step-1: Reading configuration, runtime variables total 

packets generated in the simulation 

Step-2: Load data set, MAC protocol, Agents used in this 

simulation 

Step-3: Creation of network model and introduce 2 black- 

hole attack nodes 

Step-4: Optimization of attack node using neural network 

methodology. Then due to high security such attacking 

node is identified and removed or stop. 

Step-5: Select route using ODMRP protocol then update 

topology matrix, and update plot graph and simulation of 

nodes in environment. 

Step-6: Various simulation parameters calculation 

III. SIMULATION AND RESULT 

The usage of the proposed calculation is done over 

MATLAB. The ad-hoc network and communication 

commands and function such us to utilize the capacities 

accessible in MATLAB Library for different techniques 

like moving, scaling and so forth.  

 

Figure 2: Network model creation and attack introduce 

This figure shows the attack introduce, here node 

number 8 and node number 21 is assigned as a black hole 

attack node. 

 

 

Figure 3: Network model simulation-I 

This figure shows the simulation of various nodes with 

attack nodes. But attack node start identifying. 

 

Figure 4: Attack node optimization-I 
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Figure 5: Iteration 

This figure shows the optimization of attack. After 100 

iteration such attack node identified. 

 
Figure 6: Attack node optimized 

This figure shows the optimization of attack. After 100 

iteration such attack node identified. 

 
Figure 7: Simulation of VANET using ODMRP 

In simulation graph there are three state of node. First is 

the node which only behave as a node, it showing by 

yellow color. Second type of node which behave as a 

sender node, it is showing by red color. Third type of node 

which behave as a receiver node, it is showing by green 

color. 

Table 1:  

Simulation parameter 

Sr No. Parameters Proposed Work 

1 Software MATLAB 

2 Simulation area Upto 8000m X 800m 

3 Methodology NN and ODMRP 

4 MAC Protocol 802.11 

5 Number of nodes Upto 100 

6 speed (m/s) 25 

7 Simulation time (Sec) 83 

8 Packet size (B) 1024 

9 Source and Destination 

average node 

20 

10 Total packets sent 196 

11 Total packets rcvd 3666 

12 Total bytes sent 46048 

13 Total bytes rcvd 944464 

14 End to End Delay (Sec) 0.01 

15 Throughput (Kbps) 6800 

16 Packet Delivery ratio 6.2% 
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Figure 8: Packet Delivery ratio with attack 

This figure shows packet delivery ratio with attack 

condition. Previous PDR is 0.9% while in proposed work it 

achieve upto 3%. 

 
Figure 9: Packet Delivery ratio without attack 

This figure shows packet delivery ratio without attack 

condition. Previous PDR is 1% while in proposed work it 

achieves upto 6.2%. 

 

Figure 10: Throughput with attack 

This figure shows throughput with attack condition. 

Proposed algorithm achieves upto 5400Kbps while 

previous it achieves upto 2600Kbps. 

 
Figure 11: Throughput without attack 

This figure shows throughput without attack condition. 

Proposed algorithm achieves upto 6800Kbps while 

previous it achieves upto 2800Kbps. 
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IV. CONCLUSION 

This paper presents blackhole attack protected On-

Demand Routing Protocol with authentication algorithm for 

VANIT. This research work consider total number of nodes 

upto 100, where some of source node and some of 

destination node. Proposed method based on demand 

protocol and NN for optimization while previous work 

based on AODV protocol. The overall simulation time is 

reduced by proposed approach. There are two scenarios to 

calculate performance parameters. First is when consider 

black hole attack another is when consider without attack. 

Proposed algorithm achieved significant better result than 

previous approach. Therefore proposed approach gives 

better result in terms of packet delivery ratio, end to end 

delay and throughput both case of attack for attack and 

without attack.  
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