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Abstract— This paper proposes an efficient approach for
compressed and encrypted domain watermarking in JPEG
2000 images. Digital media content is distributed in
compressed and encrypted format and watermarking of these
media for copyright violation detection, media authentication,
proof of distributorship or ownership. Watermarking in
compressed-encrypted content saves the computational
complexity and also preserves the confidentiality of the
content. The proposal method is to choose an encryption
scheme that is secure and will allow watermarking in a
predictable manner in the compressed encrypted domain. The
encryption technique is to be used is RC5. The proposed
technique embeds watermark in the compressed-encrypted
domain, and the extraction of watermark in the decrypted
domain. The robustness, embedding capacity, perceptual
quality and security of the proposed encryption algorithm is
to be investigated using the watermarking schemes like
Spread Spectrum (SS),Scalar Costa Scheme Quantization
Index Modulation (SCS-QIM) , and Rational Dither
Modulation (RDM).

Keywords—  Compressed and encrypted domain
watermarking, JPEG2000, RC5

1. INTRODUCTION

In the past few decades, a phenomenal growth for digital
media content capturing, processing and distribution have
increased .This media content is distributed in compressed
and encrypted format. Watermarking of these media for
copyright violation detection, media authentication, proof
of distributorship or ownership. In DRM systems [10]
where the owner of multimedia content, distributed in a
compressed and encrypted format to consumers through
multilevel distributor network. For digital content delivery
DRM system is used. They are distributors of content who
distributes the encrypted content and requests the license
server in the DRM system to distribute the associated
license containing the decryption keys to open the
encrypted content to the consumers. Each distributor needs
to watermark the content for proving the distributorship,
media authentication .Watermark in the compressed
encrypted domain is to be done .

In this paper we focus on an efficient approach for
compressed and encrypted domain watermarking in JPEG
2000 images. In [9] Deng et al. proposed an efficient
buyer-seller watermarking protocol based on composite
signal representation. Here the content is accessible only in
encrypted form to watermark .In [6] Prins et al. proposed
a robust quantization index modulation (QIM) based
watermarking technique, in the encrypted domain where
watermark is embedded.
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Technique here is the addition or subtraction of a
watermark bit to a sample is based on the value of
quantized plaintext sample. In [5] Li et al. proposed a
content-dependent watermarking technique, which embeds
the watermark in an encrypted format, but the signal is in
the plain text format.

To overcome the drawback of the existing system the
proposed system is developed. The proposed system uses a
novel technique to embed a watermark in the JPEG2000
compressed encrypted images. The algorithm is directly
performed in the compressed-encrypted domain. It does not
require decrypting or partial decompression of the content.
To encrypt the image the RC5 encryption algorithm is
used.

The rest of the paper is organized as follows: in Section
Il the main stages of the proposed method are described.
Section 111 shows the experimental results, Finally, Section
IV provides conclusions and some future work lines.

Il. METHODOLOGY

The proposed method consist of the following three
modules. They are encryption algorithm Embedding
algorithm and Watermark detection.

First for JPEG2000 compression the input image of
512x512 pixel image are taken . Now the image is divided
into non-overlapping rectangular tiles format, the unsigned
samples are reduced by a constant to make it symmetric
around zero. Finally a multi-component transform is
performed. Then the discrete wavelet transform (DWT) is
applied followed by quantization. Multiple levels of DWT
give a multi-resolution image. The higher resolution
contains the high-pass image while the lowest resolution
contains the low-pass image .These resolutions are divided
into smaller blocks known as code-blocks. Here each code-
block is encoded independently. Then quantized-DWT
coefficients are divided into different bit planes and coded
through multiple passes at embedded block coding with
optimized truncation (EBCOT) to give compressed byte
stream. Thus, it is possible to select bytes generated from
different bit planes of different resolutions for encryption
and watermarking. The proposed algorithm uses a block
cipher. The Block diagram is shown in the below figure
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Fig 1. Watermark embedding and Extraction
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Fig 2. RC5 encryption

In December 1994 Ronald Rivest designed RC5
encryption algorithm. RC5 is a fast block cipher. RC can be
expressed as "Rivest Cipher”, or "Ron's Code" (compare
RC2 and RC4). Based on RC5 the Advanced Encryption
Standard (AES) candidate RC6 . It consist of simple
encryption routines which is easy to analyse and
implement. RC5 has a variable block size (32, 64 or 128
bits), number of rounds (0 to 255) and key size (0 to 2040
bits) to provide flexibility in performance and security
.Choices of parameters were a 128-bit key, a block size of
64 bits and 12 rounds.

RC5 has a key feature of data-dependent rotations
which is good against different types of attacks. RC5 can
be implemented both on hardware and software. RC5
consists of a number of modular additions and exclusive
OR (XOR) s. The general structure of the RC5 algorithm is
a Feistel-like network. Few lines of code can be specified
by the encryption and decryption routines. However key
schedule is more complex, the key can be expanded using
one-way function with the binary expansions. The RC5
algorithm is basically denoted as RC5-w/r/b where
r=number of rounds, w=word size in bits, b=number of 8-
bit byte in the key.

B. Embedding algorithm

The RC5 encryption algorithm used is an additive
privacy, using a additive watermarking technique the
watermark embedding is performed . Since the embedding
is done in the compressed ciphered byte stream, the
watermarked image quality is decided by the embedding
position. Hence, for watermarking, ciphered bytes from
most significant bit planes degrades the image quality to a
greater level so we choose inserting watermark in the
ciphered bytes from the less significant bit planes of the
middle resolutions.

Also, the higher resolutions are vulnerable to trans coding
operations and lower resolution contains a lot of
information and its modification leads to loss of quality.
Study of impact on quality of watermarking in this
compressed-encrypted domain is done using this
experiment. Here how the watermark can be inserted in less
significant bit planes of middle resolutions without
affecting the image quality much is shown. Since the
embedding and detection are done on integer domain, for
SCS-QIM and RDM the watermark is added after rounding
off to the nearest integer. The rounding off process
decreases the watermark power or introduces noise and its
effect on detection performance is given. Now we can
explain the embedding process.

1. SS Watermarking

Many different watermarking methods for images
have been proposed. Most of them are based on ideas
known from spread spectrum radio communications,
namely watermark recovery and additive embedding of a
pseudo-noise watermark pattern by correlation.

Here the embedding process is performed using spread
spectrum watermarking scheme. For embedding process
the watermark signal W are generated by using
watermarking information bits b ,chip rate r and PN
sequence P .The watermark information bits b={b;} , where
bi={1,-1}, are spread by r ,can be given as

The a; sequence is multiplied by & > 0 and P. Then the
watermark signal W = {w;}, where

w; = aa;p; (2)

Now the watermark signal generated is added to the
encrypted signal C, to give the watermarked signal C,,

Tamizhan College of Engineering and Technology (ISO 9001:2008 Certified Institution), Tamilnadu,INDIA

Page 206



‘Q

Hoeol,

1JRDET

International Journal of Recent Development in Engineering and Technology
Website: www.ijrdet.com (ISSN 2347 - 6435 (Online)), Volume 2, Special Issue 3, February 2014)
International Conference on Trends in Mechanical,Aeronautical, Computer,Civil,Electrical and Electronics Engineering
(ICMACE14)

Cy=C+W=¢,,=¢;+w; v=01..L-1 (3)
2. SCS-QIM Watermarking

Here the watermark embedding process is performed
with SCS-QIM scheme.We choose an ensemble of
quantizers to embed the watermark. In the binary
watermark € {0,1}, the quantizer can be preferred as

U= (l+kgm)BA+wBA/2 V;=01...L—1 (4)
The watermark sequence is then given by
W = pBq ()
And now the embedding is done as
Co=C+W (6)
3. RDM Watermarking

RDM watermarking is based on quantization of the
ratio of host signal to a function and the quantizes are given

by
Q,=20+wA/2 )

The embedding rule can be written as

Cw; = g Cw;_, Qs Ci/g(cw ) v=01..L—1 (8)
i-1

Where ¢, - current watermarked samples
Cw,_, - Previous watermarked samples

W = Cy, — G )

Thus the watermark is embedded in the compressed
encrypted domain.

C. Detection of Watermark

Final stage of our project is the detection of watermark.
Either in encrypted or decrypted compressed domain the
watermark can be detected. Now we can explain the
detection in encrypted domain followed by decrypted
domain.

a) Encrypted Detection Domain
In the encrypted domain C,, is directly given to the
extraction module for watermark detection.

SS Watermarking

The encrypted watermarked signal which is received
from the previous section C, = C + W is applied to the
correlator detector .Then it is multiplied by PN sequence
which is used for embedding, summation over chip-rate
window , yielding the correlation sum .

S = Zr(cw]- p;) = Xr(c;i + w)p; = bzaﬁa (10)

Here c;p; is zero if C and P are uncorrelated. This cannot
be applied always for real compressed data. We can
subtract away C from C,to remove the correlation effect
completely to get a better watermark detection rate. The
watermark information bit is given by sign S;

sign (S;) = sign(bjo2ar) = sign(b;) = b; (11)
SCS-QIM Watermarking

SCS-QIM  Watermarking can be estimated by
quantizing the received signal
W = Qa(cw,) — cw, v=01..L—1 (12)

If w is close to zero, then watermark bit is extracted and if
close to, then bit is retrieved.
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RDM Watermarking

In RDM watermarking the detection of watermark is
performed by the minimum distance criteria. The equation
can be given as

Ci

w=argmin; —1 (m_ Q' <m)> v=

1..L—-1 (13)

Here gives two quantizers belonging to bits 1 and -1. The
distance is computed to both the quantizers and the one
which gives minimum distance gives the watermark bit.

b) Decrypted Detection Domain

Now the received compressed encrypted watermarked
image is passed through the decryption module and the key
stream can be generated.

M,, =D (Cy, k) = (cw, — k;)mod255 v=0,1..L—1
(14)
¢) Decompressed Detection Domain

In the decompressed detection domain I,y is the
decompressed-watermarked  image, Ipy is the
decompressed original image, and Iy, is the
decompressed-watermarked-attacked image. The
watermark signal in decompressed domain can be
computed as W =1y, —I,, and in case of attack,

~

W =1,y —Ipwa. For decompressed detection, a

= (CL' + w; — kl)mod255
=m; + Wi
= mWi

The embedded watermark information W can be estimated
from M,, using correlation detector without the knowledge
of originals M or C in SS detection. In order to obtain
better detection results, we can encrypt M,,with K which
gives C,, and removing C.

Similarly for RDM and SCS-QIM, the decrypted message
M,, along with cipher key k is fed to the watermark
extraction module. Then the signal M,, is encrypted with
the key k with the methods as described. Thus, we get the
ciphered watermarked signal C, and the watermark is
detected.

correlation measure between embedded and attacked
watermark signal is computed as

corr(W;, W) =

v,=12..N, (15)

Where E [.]- correlation measure which denotes the
expectation operator

M - mean

o?- variance.
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Fig 3. (a) Original image.(b) Compressed image.(c) Encrypted image.(d) Embedded image. (e) Watermark detected image ,for SS watermarking technique
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Fig 4. (a) Original image.(b) Compressed image.(c) Encrypted image.(d) Embedded image. (e) Watermark detected image
(f) watermark detected image after decryption (g) recovered image (h) Watermark detected image ,for SCS-QIM watermarking technique
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(d) ()

SHIBIL

() (9)

Fig 5. (a) Original image.(b) Compressed image.(c) Encrypted image.(d) Embedded image. (e) Watermark detected image
(f) watermark detected image after decryption (g) recovered image (h) Watermark detected image ,for RDM watermarking technique

I1l. EXPERIMENTAL RESULTS

To evaluate the performance of the binarization techniques
several performance metrics are available. We use the
Payload and PSNR to analyses the performance

1) Pay Load

The payload capacity for the number of watermarked
bit planes means the bit planes are watermarked. The
average payload capacity versus number of bit planes
watermarked under different resolutions using SCS-QIM
scheme. The payload capacity does not vary too much for
SS,SCS-QIM and RDM, only the average payload for all
the resolutions are plotted for SS and RDM schemes.

Average payload capacity is given here as the ratio of the
average embedded number of bits to the average
compressed stream size (in bytes), where average is
computed as a simple mean.

2) Peak Signal-to-Noise-Ratio (PSNR)

The peak signal-to-noise ratio (PSNR) is used to
evaluate the quality between the attacked image and the
original image. The PSNR formula is written as

255 X 255
PSNR =10X lo dB
910 W ) -g 2

(16)
Where W -width of the image and H - height of the image

f(x, y) - the grey levels located at coordinate (X, y)
of the original image
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g(x, y)- the grey levels located at coordinate (X, y)
of the attacked image

Table I. Pay Load Value

(ICMACE14)

L All Resolutions All Resolutions Payload(Bits)
Payload(Bits)
6 9807
50000
7 19489 40000
) 30412 30000 - m All Resolutions
20000 - Payload(Bits)
9 38663 10000 -
0 -
10 42534 6 7 8 9 10 11
11 44887
Table Il. PSNR Value Fig 6.Chart for payload value
L All Resolutions .
All Resolutions PSNR(dB)
PSNR(dB) 20
6 33.6
30 +
7 27.45
20 - | All Resolutions
8 21.06 PSNR(dB)
9 16.81 10 1
10 114 0 -
6 7 8 9 10 11
11 7.7

Fig 7.Chart for PSNR value
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IV. CONCLUSION

In this project we proposed an efficient approach for
compressed and encrypted domain watermarking in JPEG
2000 images using three different existing watermarking
schemes. The RC5 algorithm is easy to analyse and for
implementation. This algorithm is directly performed in the
compressed-encrypted domain. There is no partial
decompression or decrypting of the content are required.
Our schemes preserves the confidentiality of content as the

Average payload capacity versus number of watermarked bit planes

Paylod in Bits
= N w -~
- w ] wm () o = w
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Fig 8. Average payload capacity versus number of watermarked bit planes
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