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Abstract— A new novel system is proposed for fingerprint 

recognition by the combination of three significant 

stages: Preprocessing, Post-processing and Matching 

stage that improves accuracy by overcoming the existing 

challenges. In this system, for protecting fingerprint 

privacy two different fingerprints are combining into a 

new identity. For fingerprint image alignment purpose 

Minutiae position Alignment, Minutiae Direction 

Assignment is used. In the enrollment, two fingerprints 

are captured from two different fingers, and then extract 

the minutiae positions from one fingerprint, the 

orientation from the other fingerprint and the reference 

points from both fingerprints. Curvelet transformation 

tool is used for the extraction of feature set from the 

image in different scale and orientation. Based on this 

extracted information and our proposed coding 

strategies, a combined minutiae template is generated 

and stored in a database. In the authentication, the 

system requires two query fingerprints from the same 

two fingers which are used in the enrollment. A two-stage 

fingerprint matching process is proposed for matching 

the two query fingerprints against a combined minutiae 

template. By storing the combined minutiae template, the 

complete minutiae feature of a single fingerprint will not 

be compromised when the database is stolen. 

Furthermore, because of the similarity in topology, it is 

difficult for the attacker to distinguish a combined 

minutiae template from the original minutiae templates. 

The fingerprint reconstruction approach converts the 

combined minutiae template into a real-look alike 

combined fingerprint. Thus, a new virtual identity is 

created for the two different fingerprints, which can be 

matched using minutiae-based fingerprint matching 

algorithms. The statistical experiments show that this 

system can achieve a very low error rate.  

 

This work has the advantage in creating a better new 

virtual identity when the two different fingerprints are 

randomly chosen. 

 

Index Terms—Combination, fingerprint, minutiae, 

privacy, protection. 

 

I. INTRODUCTION 

Identification systems rely on three key elements:  

1) attribute identifiers (e.g., Social Security Number, driver’s 

license number, and account number),  2) biographical 

identifiers (e.g., address, profession, education, and marital 

status), and 3) biometric identifiers (e.g., fingerprint, iris, 

voice, and gait). It is rather easy for an individual to falsify 

attribute and biographical identifiers; however, biometric 

identifiers depend on intrinsic physiological characteristics 

that are difficult to falsify or alter.  

Automated human identification using physiological 

and/or behavioral characteristics, biometrics, is increasingly 

mapped to new civilian applications for commercial use. The 

tremendous growth in the demand for more user-friendly and 

secured biometrics systems has motivated researchers to 

explore new biometrics features and traits. The anatomy of 

human fingers is quite complicated and largely responsible 

for the individuality of fingerprints and finger veins. The 

high individuality of fingerprints has been attributed to the 

random imperfections in the friction ridges and valleys, 

which are commonly referred to as minutiae or level-2 

fingerprint features. 

Therefore, several liveness countermeasures to detect 

such sensor-level spoof attacks have been proposed, e.g., 

finger response to electrical impulse, finger temperature and 

electrocardiographic signals, time-varying perspiration 

patterns from fingertips, and a percentage of oxygen-

saturated hemoglobin in the blood.  
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Despite the variety of these suggestions, only a few 

have been found suitable for online fingerprint identification, 

and these techniques require close contact of respective 

sensors with the fingers, which makes them unsuitable for 

unconstrained finger images or when the presented fingers 

are not in close proximity with the sensors. 

As biometrics is gaining popularity, there is increased 

concern over the loss of privacy and potential misuse of 

biometric data held in central repositories. On the other hand, 

the alternative suggestion of keeping biometric data in smart 

cards does not solve the problem, since forgers can always 

claim that their card is broken to avoid biometric verification 

altogether. So it is important to generate a better and robust 

fingerprint privacy protection system. 

In this paper, we propose a novel system for 

protecting fingerprint privacy by combining two different 

fingerprints into a new identity.  

 

During the enrollment, the system captures two 

fingerprints from two different fingers. We propose a 

combined minutiae template generation algorithm to create a 

combined minutiae template from the two fingerprints. In 

such a template, the minutiae positions are extracted from 

one fingerprint, while the minutiae directions depend on the 

orientation of the other fingerprint and some coding 

strategies. The template will be stored in a database for the 

authentication which requires two query fingerprints. A two-

stage fingerprint matching process is further proposed for 

matching the two query fingerprints against a combined 

minutiae template. By using the combined minutiae template, 

the complete minutiae feature of a single fingerprint will not 

be compromised when the database is stolen. In addition, the 

combined minutiae template share a similar topology to the 

original minutiae templates, it can be converted into a real-

look alike combined fingerprint by using an existing 

fingerprint reconstruction approach. The combined 

fingerprint issues a new virtual identity for two different 

fingerprints, which can be matched using minutiae based 

fingerprint matching algorithms. 

The advantages of our technique over the existing fingerprint 

combination techniques are as follows: 

1) Our proposed system is able to achieve a very low error 

rate with FRR = 0.4 % when FAR = 0.1%. 

2) Compared with the feature level based technique, we are 

able to create a new identity (i.e., the combined minutiae 

template) which is difficult to be distinguished from the 

original minutiae templates. 

3) Compared with the image level based technique, we are 

able to create a new virtual identity (i.e., the combined 

fingerprint) which performs better when the two different 

fingerprints are randomly chosen.  

The organization of the paper is as follows. Section II 

introduces our proposed fingerprint privacy protection 

system. Section III explains how to generate a combined 

fingerprint for two different fingerprints. Section IV presents 

the experimental results. Section V analyzes the information 

leakage in a combined minutiae template, followed by the 

conclusions in the last section. 

 

II. THE PROPOSED FINGERPRINT PRIVACY 

PROTECTION SYSTEM 

 

Fig. 1 shows our proposed fingerprint privacy 

protection system. In the enrollment phase, the system 

captures two fingerprints from two different fingers, say 

fingerprints A and B from fingers A and B , respectively. We 

extract the minutiae positions from fingerprint A and the 

orientation from fingerprint B using some existing 

techniques. Then, by using our proposed coding strategies, a 

combined minutiae template is generated based on the 

minutiae positions, the orientation and the reference points 

detected from both fingerprints. Finally, the combined 

minutiae template is stored in a database. In the 

authentication phase, two query fingerprints are required 

from the same two fingers, say fingerprints A’ and B’ from 

fingers A and B. As what we have done in the enrollment, we 

extract the minutiae positions from fingerprint A’ and the 

orientation from fingerprint B’. Reference points are detected 

from both query fingerprints.  

These extracted information will be matched against 

the corresponding template stored in the database by using a 

two-stage fingerprint matching. The authentication will be 

successful if the matching score is over a predefined 

threshold. 
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Fig. 1. Proposed fingerprint privacy protection system. 

A. RGB TO GRAY CONVERSION 

Take the input image. And it converts into grayscale image. 

RGB IMAGES 

An RGB image represents each pixel color as a set of 

three values, representing the red, green, and blue intensities 

that make up the color. In MATLAB, the red, green, and blue 

components of an RGB image reside in a single m-by-n-by-3 

array. m and n are the numbers of rows and columns of 

pixels in the image, and the third dimension consists of three 

planes, containing red, green, and blue intensity values. For 

each pixel in the image, the red, green, and blue elements 

combine to create the pixel’s actual color. 

An RGB array can be of   

 Class double, in which case it contains values in the 

range [0, 1]. 

 Class uint8, in which case the data range is [0,255]. 

 Class uint16, in which case the data range is [0, 

65535]. 

GRAYSCALE IMAGES 

 

Contain only brightness information. No color 

information. Typically contain 8 bits/pixel data, which 

corresponds to 256 (0 to 255) different brightness (gray) 

levels 

 Useful when a small section of the image is enlarged. 

 Allows the user to repeatedly zoom a specific area in 

the image. 

 

 

Fig.2.RGB to gray scale conversion. 

B. NORMALIZATION 

In image processing, normalization is a process that 

changes the range of pixel intensity values. Applications 

include photographs with poor contrast due to glare, for 

example. Normalization is sometimes called contrast 

stretching. In more general fields of data processing, such as 

digital signal processing, it is referred to as dynamic range 

expansion.  

The purpose of dynamic range expansion in the 

various applications is usually to bring the image, or other 

type of signal, into a range that is more familiar or normal to 

the senses, hence the term normalization. Often, the 

motivation is to achieve consistency in dynamic range for a 

set of data, signals, or images to avoid mental distraction or 

fatigue. 

Let, I(i, j) denote the gray-level value at pixel (i, j), M 

and VAR denote the estimated mean and variance of I, 

respectively, and G(i, j) denote the normalized gray-level 

value at pixel (i, j). The normalized image is defined as 

follows: 

 

Where, M0 and VAR0 are the desired mean and variance 

values, respectively. Normalization is a pixel-wise operation. 

It does not change the clarity of the ridge and valley 

structures. The main purpose of normalization is to reduce 

the variations in gray-level values along ridges and valleys, 

which facilitates the subsequent processing steps. 

C. FINGERPRINT BASICS 

Fingerprints are known to be unique to every 

individual. We can extract minutiae and orientation from a 

fingerprint. 

 

 MINUTIAE  

A Minutia is defined as the points of interest in a 

fingerprint, such as bifurcations (a ridge splitting into two) 

and ridge endings.  

Types of ridges: 

 ridge endings - a ridge that ends abruptly 

 ridge bifurcation - a single ridge that divides into two 

ridges 

Short ridges, island or independent ridge - a ridge that 

commences, travels a short distance and then ends 
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 ridge enclosures - a single ridge that bifurcates and 

reunites shortly afterward to continue as a single ridge 

 spur - a bifurcation with a short ridge branching off a 

longer ridge 

 crossover or bridge - a short ridge that runs between 

two parallel ridges 

 

Fig.3. Minutiae Positions in Fingerprint  

 ORIENTATION 

An orientation image is defined as an N x N image, 

where  

O(i, j) represents the local ridge orientation at pixel (i, j). 

Local ridge orientation is usually specified for a block rather 

than at every pixel; an image is divided into a set of w x w 

non-overlapping blocks and a single local ridge orientation is 

defined for each block. Note that in a fingerprint image, there 

is no difference between a local ridge orientation of 90
o
 and 

270
o
, since the ridges oriented at 90

o
 and the ridges oriented 

at 270
o
 in a local neighborhood cannot be differentiated from 

each other.  

Given a normalized image, G, the main steps of the 

algorithm are as follows: 

1) Divide G into blocks of size w x w (16 x 16). 

2) Compute the gradients at each pixel, (i, j). The gradient 

operator Sobel is used. 

3) Estimate the local orientation of each block centered at 

pixel (i, j) using the following equations: 

 

Where  is the least square estimate of the local ridge 

orientation at the block centered at pixel (i, j). 

Mathematically, it represents the direction that is orthogonal 

to the dominant direction of the Fourier spectrum of the w x 

w window. 

4) Due to the presence of noise, corrupted ridge and valley 

structures, minutiae, etc. in the input image, the estimated 

local ridge orientation,  may not always be correct. 

Since local ridge orientation varies slowly in a local 

neighborhood where no singular points appear, a low-pass 

filter can be used to modify the incorrect local ridge 

orientation. In order to perform the low-pass filtering, the 

orientation image needs to be converted into a continuous 

vector field, which is defined as follows: 

      

Where  and  are the x and y components of the vector 

field, respectively. With the resulting vector field, the low-

pass filtering can then be performed. 

 

 

5) Compute the local ridge orientation O at (i, j) using, 

 

D. REFERENCE POINTS DETECTION 

The reference points detection process is motivated by 

Nilsson et al., who first propose to use complex filters for 

singular point detection. Given a fingerprint, the main steps 

of the reference points detection are summarized as follows: 

1) Compute the orientation from the fingerprint. The 

orientation in complex domain, where 

       

2) Calculate a certainty map of reference points

  

Where “*” is the convolution operator and is the conjugate of 

 

This is the kernel for reference point detection. 

Calculate the reference points using following equation: 
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E. COMBINED MINUTIAE TEMPLATE GENERATION 

ALGORITHM 

Given a set of minutiae positionspositions    
{    (        )      }, of fingerprint , the 

orientation    of fingerprint   and the reference points of 

fingerprints A and B, a combined minutiae template    is 

generated by minutiae position alignment and minutiae 

direction assignment. 

 

1) Minutiae Position Alignment:  

Among all the reference points of a fingerprint for 

enrollment, we define a reference point with the maximum 

certainty value as the primary reference point. Therefore, we 

have two primary reference points    and    for 

fingerprints   and  , respectively. Let’s assume    is 

located at    (       ) with the angle   , and     is 

located at    (       ) with the angle  . The alignment 

is performed by translating and rotating each minutiae point 

    to      (       )  by,         

                                                                                                                                                                          

Where ( )  is the transpose operator and   is the rotation 

matrix where, 

 

As such,     and    are overlapped both in the position and 

the angle after the minutiae position alignment. 

2) Minutiae Direction Assignment:  

             Each aligned minutiae position is assigned with a 

direction as follows: 

 

Where    is an integer that is either 0 or 1. The range of 

  (       ) is from 0 to     . Therefore, the range of 

    will be from 0 to 2  , which is the same as that of the 

minutiae directions from an original fingerprint. Following 

three coding strategies are proposed for determining the 

value of    . 

1)    is randomly selected from {   }. 
2)    is determined by 

 

Where     is the modulo operator and     is the original 

direction of a minutiae position     in fingerprint  . 

3)    is determined by 

 

Where     (       ) is the average direction of the 

  nearest neighboring minutiae points of the location 

(       ) in fingerprint  . 

 
 

Where   
 (       )  means the direction of the     nearest 

neighboring minutiae point of the location (       ) in 

fingerprint    and   is empirically set as 5 which is able to 

provide a good balance between the diversity and matching 

accuracy of the combined minutiae templates. 

 

 

 
 

Fig.4. Combined minutiae template generation 

process. 
 

 

 

 

 

 

 
 

 

 

 

 

 

F. Two-Stage Fingerprint Matching 

Given the minutiae positions PA’ of fingerprint A’, 

the orientation OB’of fingerprint B’ and the reference points 

of the two query fingerprints. In order to match the MC 

stored in the database, we 

propose a two-stage fingerprint matching process including 

query minutiae determination and matching score 

calculation. 

1) Query Minutiae Determination: The query minutiae 

determination is a very important step during the fingerprint 
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matching. In order to simplify the description of our 

algorithm, we first introduce the local features extracted for 

a minutiae point in MC. 

 

2)Matching Score Calculation: For the combined minutiae 

templates that are generated , we do a modulo π for all the 

minutiae directions in MQ and MC , so as to remove the 

randomness. After the modulo operation, we use an existing 

minutiae matching algorithm to calculate a matching score 

between MQ and MC for the authentication decision. For 

other combined minutiae templates, we directly calculate a 

matching score between MQ and MC using an existing 

minutiae matching algorithm. 

 

 

 
 

Fig.5. Two-stage fingerprint matching process.  

 

III.COMBINED FINGERPRINT GENERATION 

In a combined minutiae template, the minutiae 

positions 

and directions are extracted from two different fingerprints 

separately. These minutiae positions and directions share a 

similar topology to those from an original fingerprint. 

Therefore, the combined minutiae template has a similar 

topology to an original minutiae template. Some existing 

works have shown that it is possible to reconstruct a full 

fingerprint image from a minutiae template. By adopting 

one of these fingerprint reconstruction approaches, we are 

able to convert our combined minutiae template into a 

combined fingerprint image. Fig. 5 shows our process to 

generate a combined fingerprint for two different 

fingerprints. Given any two different fingerprints as input, 

we first generate a combined minutiae template using our 

combined minutiae template generation algorithm. Then, a 

combined fingerprint is reconstructed from the combined 

minutiae template using one of the existing fingerprint 

reconstruction approaches. Therefore, we will not be able to 

match the corresponding combined fingerprint by using a 

general fingerprint matching algorithm. While the purpose 

of generating a combined fingerprint is to issue a new 

virtual identity for two different fingerprints, which should 

be matched using general fingerprint matching 

algorithms.Among the existing fingerprint reconstruction 

approaches. We here adopt this approach for generating a 

combined fingerprint from a combined minutiae template. 

However, the work in does not incorporate a noising and 

rendering step to make the reconstructed fingerprint image 

real-look alike.  

 

To create a real-look alike fingerprint image from a set of 

minutiae points, we further apply a noising and rendering 

step after adopting the work , where the following 7 stages 

are carried out. 

 

1) Estimate an orientation field O from the set of minutiae 

points by adopting the orientation reconstruction algorithm. 

2) Generate a binary ridge pattern based on O and a 

predefined fingerprint ridge frequency (which is set as 0.12) 

using Gabor filtering. 

3) Estimate the phase image of the binary ridge pattern 

using the fingerprint FM-AM model. 

4) Reconstruct the continuous phase image by removing the 

spirals in the phase image . 

5) Combine the continuous phase image and the spiral phase 

image (calculated from the minutiae points), producing a 

reconstructed phase image . 

6) Refine the reconstructed phase image by removing the 

spurious minutiae points to produce a refined phase image. 

7) Apply a noising and rendering step, so as to create a real-

look alike fingerprint image. 

 

 
 

Fig.6. Generating a combined fingerprint for two different 

fingerprints. 

 

IV. EXPERIMENTAL RESULTS 

 

A database, which contains 200 fingerprints from 

100 fingers (with 2 impressions per finger). The VeriFinger 

is used for the minutiae positions extraction and the 

minutiae matching. The algorithm proposed is used for the 

orientation extraction.  

 

TABLE I 

Performance of The Reference Points Detection At 

Different Settings OF Threshold T 
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Evaluating the Performance of the Proposed System 

 

For the two fingerprints captured from two 

different fingers, we can generate two combined minutiae 

templates in total, 

where one fingerprint serves as fingerprint A , the other 

serves as fingerprint B or vice versa. The system designer 

can choose to enroll one or both of the two templates in the 

database, which depends on the applications. Thus, we 

consider the following two cases in building the system 

database for each group of finger pairs: 

 

 

1) The first impressions of each finger pair are used to 

produce only one combined minutiae template for 

enrollment. Therefore, there are 50 templates stored in the 

database. To compute the False Rejection Rate (FRR), the 

second impressions of a finger pair are matched against the 

corresponding enrolled template, producing 50 genuine 

tests. To compute the False Acceptance Rate (FAR), the 

first impressions of a finger pair are matched against the 

other 49 enrolled templates, producing 50 × 49 = 2450 

imposter tests. 

 

3) The first impressions of each finger pair are used to 

produce two combined minutiae templates for 

enrollment. Thus, there are 100 templates stored in 

the database. Similarly, 100 genuine tests are 

performed to compute FRR and 100 × 99 = 9900 

imposter tests are performed to compute FAR. 

 

 

 

 
 

Fig.7. Reconstructing a real-look alike fingerprint 

image from a set of minutiae points. 

 

 

  
Fig.8. Original Image 

 

 
Fig.9. Normalized Image 
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Fig.10. Gradient X 

 

 
Fig.11.Gradient Y 

 

 
 Fig.12. Orientation Field 

 

V. CONCLUSIONS 

 

In this paper, we introduce a novel system for 

fingerprint privacy protection by combining two fingerprints 

into a new identity. In the enrollment, the system captures 

two fingerprints from two different fingers. A combined 

minutiae template containing only a partial minutiae feature 

of each of the two fingerprints will be generated and stored 

in a database. To make the combined minutiae template 

look real as an original minutiae template, three different 

coding strategies are introduced during the combined 

minutiae template generation process. In the authentication 

process, two query fingerprints from the same two fingers 

are required. A two-stage fingerprint matching process is 

proposed for matching the two query fingerprints against the 

enrolled template. Our combined minutiae template has a 

similar topology to an original minutiae template. Therefore, 

we are able to combine two different fingerprints into a new 

virtual identity by reconstructing a real-look alike combined 

fingerprint from the combined minutiae template. The 

experimental results show that our system achieves a very 

low error rate with FRR=0.4% at FAR=0.1%. It is also 

difficult for an attacker to break other traditional systems by 

using the combined minutiae templates. Compared with the 

state-of-the-art technique, our technique can generate a 

better new virtual identity (i.e., the combined fingerprint) 

when the two different fingerprints are randomly chosen. 

The analysis shows that it is not easy for the attacker to 

recover the original minutiae templates from a combined 

minutiae template or a combined fingerprint. 
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