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Abstract-- The rapid integration of wearable technologies, 

mobile applications, cloud computing, artificial intelligence 

(AI), and digital analytics has transformed physical education 

and sports. Smartwatches, fitness trackers, global positioning 

system (GPS) devices, inertial measurement units, heart-rate 

monitors, smart garments, and other sensor-based systems are 

increasingly used to monitor physical activity, physiological 

responses, training load, movement patterns, recovery, and 

sports performance. These technologies provide important 

opportunities for individualized training, injury prevention, 

performance analysis, and physical activity promotion. 

However, the increasing collection and exchange of athlete and 

student data have also created substantial cybersecurity and 

data privacy challenges. 

Wearable and digital sports technologies can collect highly 

sensitive information, including physiological, biometric, 

behavioural, performance, and location-related data. Such 

information may be exposed through insecure communication, 

weak authentication, software vulnerabilities, cloud 

misconfiguration, unauthorized access, ransomware, third-

party data sharing, reidentification, and artificial intelligence-

enabled inference. The consequences of compromised sports 

data may extend beyond conventional privacy concerns 

because athlete information can influence team selection, 

competitive strategy, professional contracts, and organizational 

decision-making. 

This narrative review examines cybersecurity and data 

privacy challenges associated with wearable technologies and 

digital sports analytics in physical education and sports. It 

discusses the growing use of digital technologies, major 

categories of data collected, cybersecurity threats, privacy and 

reidentification risks, athlete surveillance, informed consent, 

data ownership, artificial intelligence, ethical and legal 

concerns, and practical cybersecurity strategies. The review 

further identifies implications for physical education teachers, 

coaches, sports scientists, students, athletes, sports 

organizations, and computer science researchers. 

The review concludes that cybersecurity and privacy 

protection should be considered fundamental components of 

sports technology adoption. Future digital sports ecosystems 

should adopt privacy-by-design, security-by-design, data 

minimization, strong authentication, encryption, role-based 

access control, cybersecurity awareness programmes, 

transparent governance, and athlete-centred data policies.  

 

 

 

Interdisciplinary collaboration between physical education 

and sports professionals, computer scientists, cybersecurity 

specialists, policymakers, and technology developers is 

essential for ensuring that technological innovation enhances 

performance and participation without compromising privacy, 

autonomy, safety, or trust. 

Keywords--Artificial intelligence; athlete data; 

cybersecurity; data privacy; digital sports analytics; physical 

education; sports technology; wearable technology. 

I.  INTRODUCTION 

Digital technology has become an increasingly important 
component of physical education, exercise science, sports 
training, and athletic performance. The traditional methods 
of observing physical activity and evaluating sports 
performance are now complemented by wearable devices, 

mobile applications, cloud-based platforms, artificial 
intelligence, computer vision, and advanced data analytics. 
These technologies allow the continuous collection and 
analysis of information concerning movement, exercise 
behaviour, physiological responses, training load, recovery, 
and athletic performance. 

Wearable activity trackers are among the most visible 
examples of this transformation. Such devices can measure 
steps, distance, heart rate, sleep, movement patterns, and 
other health- and fitness-related indicators. Their use has 
expanded beyond personal fitness into organized sport, 
rehabilitation, sports medicine, physical education, and 

scientific research. Shin et al. (2019) identified the growing 
importance of wearable activity trackers and highlighted 
research trends related to technology, data, adoption, health, 
behaviour change, and privacy. 

In sports, wearable sensor technologies have become 
increasingly sophisticated. Accelerometers, gyroscopes, 

inertial measurement units, force sensors, GPS trackers, and 
physiological monitoring systems can provide detailed 
information about athlete movement and physical responses. 
Recent reviews have demonstrated that wearable 
technologies are being applied across athletic training, 
rehabilitation, and sports research for monitoring gait, joint 

motion, pressure, velocity, heart rate, sleep, biomechanics, 
and sport-specific performance (Olsen et al., 2025). 
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The growth of these technologies has created significant 
opportunities. Coaches can monitor training loads, sports 
scientists can analyse movement patterns, and physical 
education professionals can use digital systems to encourage 

activity and provide feedback. Artificial intelligence can 
further assist in processing large volumes of sensor data and 
identifying patterns that may not be easily detected through 
traditional observation. 

However, technological progress also creates new risks. 
Wearable devices collect information that can be highly 

personal and sensitive. Physiological information, 
movement patterns, behavioural data, and location records 
may reveal details about an individual's lifestyle, health, 
identity, or daily routine. A major survey by Niksirat et al. 
(2024) reviewed 236 studies and concluded that wearable 
activity trackers raise substantial utility, privacy, and security 

concerns. The authors noted that wearable data may 
potentially be used to infer private information and that these 
devices may be vulnerable to different forms of attack. 

The sports environment creates additional complexity 
because athlete data may possess competitive and 
commercial value. Information concerning training, 

physiological condition, injury status, or performance may 
influence strategic decisions and professional opportunities. 
Consequently, unauthorized access to athlete information 
may affect not only privacy but also competitive integrity 
and professional welfare. 

The increasing adoption of cloud computing and 

connected devices also expands the potential attack surface. 
Data may travel from a wearable sensor to a smartphone, 
then to a mobile application, cloud server, analytics 
platform, or organizational database. Every stage of this 
information ecosystem may contain vulnerabilities. 

The privacy implications of wearable data are particularly 

important because deidentification alone may not guarantee 
anonymity. A systematic review by Naeini et al. (2023) 
found that wearable-device data could often be used for 
identification or reidentification, with reported identification 
rates frequently ranging from 86% to 100%. These findings 
demonstrate that sensor data previously considered 

anonymous may still create substantial privacy risks. 
The use of digital technologies also raises ethical 

concerns concerning surveillance and autonomy. Athletes 
may feel pressure to participate in monitoring programmes 
because coaches, teams, universities, or sports organizations 
control important opportunities. Students in physical 

education settings may similarly experience unequal power 
relationships. Therefore, informed consent and voluntary 
participation require careful consideration. 

 

Artificial intelligence introduces further opportunities and 
challenges. AI can support anomaly detection, cybersecurity 
monitoring, performance analysis, injury-risk research, and 
individualized training. At the same time, AI systems may 

introduce algorithmic bias, privacy leakage, data poisoning, 
adversarial attacks, and automated decision-making 
concerns. 

The intersection of physical education, sports technology, 
and cybersecurity is therefore an emerging interdisciplinary 
research area. Physical education professionals require 

greater awareness of data security, while computer science 
and cybersecurity researchers need to understand the 
practical and ethical context in which sports data are 
generated and used. 

This narrative review examines cybersecurity and data 
privacy challenges associated with wearable technologies 

and digital sports analytics. It aims to synthesize the major 
risks, ethical concerns, and practical strategies relevant to the 
development of safer and more responsible digital sports 
ecosystems. 

II.   OBJECTIVES OF THE REVIEW 

The objectives of this narrative review are: 

1. To examine the increasing use of wearable 
technologies and digital analytics in physical education 

and sports. 

2. To identify the major categories of physiological, 
biometric, behavioural, performance, and location data 

collected through sports technologies. 

3. To examine major cybersecurity threats affecting 

wearable devices and digital sports analytics systems. 

4. To analyse data privacy and reidentification risks 

associated with wearable technologies. 

5. To discuss athlete surveillance, informed consent, 

autonomy, and data ownership. 

6. To examine the role of artificial intelligence in sports 

cybersecurity. 

7. To identify ethical and legal challenges associated with 

athlete and student data. 

8. To provide practical cybersecurity recommendations 

for sports and educational organizations. 

9. To identify research gaps and future directions for 
interdisciplinary research involving physical 

education, sports science, computer science, and 

cybersecurity. 
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III.  NARRATIVE REVIEW METHODOLOGY 

This article was designed as a narrative review. A 
narrative review is appropriate for examining a broad, 
interdisciplinary topic that combines physical education, 
sports technology, wearable computing, data privacy, 
cybersecurity, and artificial intelligence. 

The literature relevant to this review includes research on 
wearable activity trackers, wearable sensors in sports, sports 
medicine technologies, privacy and security of connected 
devices, data deidentification, artificial intelligence, and 
athlete data governance. 

Priority was given to peer-reviewed journal articles, 

systematic reviews, narrative reviews, and influential 
scholarly publications addressing the following broad 

concepts: 

• Wearable technology 

• Sports technology 

• Physical activity monitoring 

• Athlete monitoring 

• Sports analytics 

• Cybersecurity 

• Data privacy 

• Biometric data 

• Reidentification 

• Artificial intelligence 

• Internet of Things 

The purpose of the review was interpretative and 
integrative rather than quantitative. Therefore, no primary 
data were collected from athletes, students, teachers, 

coaches, or sports organizations. 
This paper does not claim to be a PRISMA-based 

systematic review because a systematic review requires a 
predefined and fully documented search strategy, screening 
process, inclusion criteria, and study-selection procedure. 
No PRISMA flow diagram or numerical study-selection 

results have been fabricated for this manuscript. 
The literature was synthesized thematically according to 

major issues relevant to the topic, including technology use, 
data types, cybersecurity threats, privacy concerns, ethics, 
governance, artificial intelligence, and future directions. 

IV.   DIGITAL TRANSFORMATION IN PHYSICAL EDUCATION 

AND SPORTS 

The digital transformation of physical education and 

sports has accelerated due to improvements in sensor 
technologies, mobile computing, wireless communication, 
cloud infrastructure, and artificial intelligence. 

Physical education is increasingly influenced by mobile 
applications and digital platforms that provide opportunities 
to monitor activity, deliver feedback, encourage goal setting, 
and support student engagement. Fitness trackers and 

smartwatches can allow individuals to monitor steps, 
physical activity, heart rate, and sleep. 

Sports organizations use increasingly sophisticated 
systems. Elite and recreational athletes may be monitored 
using GPS devices, accelerometers, gyroscopes, inertial 
measurement units, and physiological sensors. 

Aroganam et al. (2019) reviewed wearable technology 
sensors used in consumer sport applications and 
demonstrated the broad role of sensors in collecting sport-
related information. Similarly, flexible wearable sensors 
have expanded opportunities to capture both kinematic and 
physiological information in sports settings. 

Digital transformation provides several advantages:  

• Continuous data collection 

• Individualized training 

• Real-time feedback 

• Improved performance analysis 

• Enhanced physical activity monitoring  

• Potential injury prevention 

• Improved rehabilitation monitoring  

Despite these benefits, increased digitalization also 
creates increased cybersecurity responsibilities. 

Technology adoption should therefore be accompanied by 
appropriate security and privacy planning. 

V.    WEARABLE TECHNOLOGIES USED IN PHYSICAL 

EDUCATION AND SPORTS 

Wearable technology refers to electronic devices that can 
be worn on the body and are capable of collecting, 
processing, or transmitting information. 

Common examples include: 

• Smartwatches 

• Fitness trackers 

• Heart-rate monitors 

• GPS tracking devices 

• Accelerometers 

• Gyroscopes 

• Inertial measurement units 

• Smart garments 

• Smart footwear 
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• Electromyography devices 

• Sleep monitoring systems 

Different sensors collect different forms of information. 

Accelerometers can measure movement and acceleration. 
Gyroscopes can provide information about orientation and 
angular movement. GPS systems can record location, speed, 
and distance. Physiological sensors may record heart rate 

and other indicators. 
Olsen et al. (2025) reported that wearable sensor devices 

used in sports medicine include pedometers, accelerometers, 
encoders, force sensors, GPS trackers, and inertial 
measurement units. Their applications include athletic 
training, rehabilitation, and research. 

Wearable technologies therefore have substantial value 
for physical education and sports. However, the same 
characteristics that make them useful also create risks. 

Continuous monitoring means continuous data 
generation. Wireless communication means data 
transmission. Cloud integration means data storage outside 

the physical device. Together, these factors create a complex 
security environment. 

VI.   TYPES OF DATA COLLECTED THROUGH SPORTS 

TECHNOLOGIES 

Digital sports technologies can collect multiple categories 

of information. 

6.1 Physiological Data 

Physiological data may include: 

• Heart rate 

• Heart-rate variability 

• Respiratory information 

• Skin temperature 

• Oxygen-related indicators 

• Sleep-related data 

• Recovery indicators 

Such information may assist training decisions but can 

also reveal sensitive characteristics. 

6.2 Biometric Data 

Biometric information may relate to unique or potentially 

identifiable characteristics. 

Examples may include: 

• Physiological signals 

• Gait characteristics 

• Movement patterns 

• Facial information 

• Behavioural signatures 

Biometric information requires enhanced protection 
because it may be difficult or impossible to change after 
exposure. 

6.3 Performance Data 

Performance-related information may include: 

• Speed 

• Distance 

• Acceleration 

• Deceleration 

• Training load 

• Technical performance 

• Tactical information 

• Competition statistics 

Performance information may have commercial and 
competitive value. 

6.4 Location Data 

GPS-enabled devices can collect information about:  

• Training locations 

• Running routes 

• Travel patterns 

• Movement behaviour 

Unauthorized disclosure of location information can 

create privacy and personal safety risks. 

6.5 Behavioural Data 

Digital platforms may collect: 

• Exercise frequency 

• Activity patterns 

• Sleep habits 

• Device usage 

• Training preferences 

When multiple categories of information are combined, 
organizations may create highly detailed profiles of athletes 

and users. 

VII.  THE WEARABLE TECHNOLOGY DATA ECOSYSTEM 

Understanding cybersecurity requires understanding the 

complete data ecosystem. 

A wearable device rarely operates alone. 
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A typical data pathway may involve: 

Wearable Sensor → Wireless Connection → Smartphone 

→ Mobile Application → Cloud Server → Analytics 

Platform → Sports Organization 

At each stage, data may be vulnerable to security failures. 

Device-Level Risks 

Potential vulnerabilities include: 

• Weak authentication 

• Outdated firmware 

• Physical theft 

• Insecure storage 

Communication Risks 

Potential vulnerabilities include: 

• Unencrypted wireless communication 

• Bluetooth attacks 

• Interception 

• Spoofing 

Application Risks 

Potential vulnerabilities include: 

• Weak passwords 

• Poor authentication 

• Software vulnerabilities 

• Excessive permissions 

Cloud Risks 

Potential vulnerabilities include: 

• Misconfigured storage 

• Unauthorized access 

• Third-party vulnerabilities 

• Poor access management 

The cybersecurity of sports technologies must therefore 
be evaluated across the complete ecosystem rather than 
focusing only on the wearable device. 

VIII.    MAJOR CYBERSECURITY THREATS IN WEARABLE 

SPORTS TECHNOLOGIES 

8.1 Unauthorized Access 

Unauthorized access occurs when a person obtains 
information or enters a system without permission. 

Weak passwords and poor authentication can increase the 
likelihood of unauthorized access. 

Sports organizations may hold sensitive information 
concerning athletes, students, employees, and organizational 
strategy. 

Strong authentication is therefore essential. 

8.2 Data Breaches 

A data breach occurs when confidential information is 
exposed, accessed, or disclosed without authorization. 

In sports, a breach could expose: 

• Athlete personal information 

• Physiological data 

• Training records 

• Performance analytics 

• Injury-related information 

• Location information 

The consequences may affect privacy, athlete welfare, 
professional opportunities, and competitive integrity. 

8.3 Wireless Communication Attacks 

Wearable devices frequently depend on: 

• Bluetooth 

• Wi-Fi 

• Mobile networks 

Weak security mechanisms can create opportunities for 
attackers. 

Potential risks include: 

• Interception 

• Spoofing 

• Unauthorized pairing 

• Man-in-the-middle attacks 

Encryption and secure communication protocols are 
important protective measures. 

8.4 Malware and Ransomware 

Sports organizations depend on digital systems for:  

• Athlete management 

• Communication 

• Competition administration 

• Financial operations 

• Ticketing 

• Performance analysis 

Ransomware can disrupt these operations by encrypting 

organizational information and restricting access. 
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Organizations should therefore maintain secure backups 

and incident response plans. 

8.5 Phishing and Social Engineering  

Cybersecurity incidents are not always caused by 

technical vulnerabilities. 
Human error can create significant risks. 

Attackers may attempt to deceive: 

• Coaches 

• Athletes 

• Administrators 

• Teachers 

• Sports scientists 

Cybersecurity education is therefore essential. 

8.6 Cloud Security Risks 

Cloud computing provides: 

• Scalability 

• Accessibility 

• Data sharing 

However, risks may occur when: 

• Access permissions are excessive. 

• Storage is incorrectly configured. 

• Encryption is inadequate. 

• Third-party providers have weak security. 

Sports organizations must understand where their 
information is stored and who can access it. 

IX.   DATA PRIVACY CHALLENGES IN ATHLETE MONITORING 

Data privacy refers to the appropriate collection, use, 
sharing, storage, and protection of personal information. 

Athlete monitoring presents distinctive privacy concerns. 
The relationship between an athlete and a sports 

organization may involve unequal power. 
A player may believe that refusing monitoring could 

negatively affect: 

• Team selection 

• Playing opportunities 

• Professional development 

• Relationships with coaching staff 

Therefore, consent requires careful consideration. 

 

 

9.1 Informed Consent 

Individuals should understand: 

• What data are collected. 

• Why data are collected. 

• How data will be analysed. 

• Who will access the information. 

• How long data will be retained. 

• Whether data will be shared. 

Consent should be understandable and meaningful. 

9.2 Data Minimization 

Organizations should collect only information necessary 

for clearly defined purposes. 
Technology should not be used for unnecessary 

surveillance simply because data collection is technically 
possible. 

9.3 Secondary Data Use 

Information collected for one purpose may later be used 

for another. 
For example, performance monitoring information might 

later influence: 

• Team selection 

• Contract decisions 

• Research 

• Commercial activities 

Secondary data use should be transparent and 
appropriately governed. 

X.   REIDENTIFICATION RISKS AND THE LIMITATIONS OF 

DEIDENTIFICATION 

Removing names from a dataset does not automatically 
guarantee anonymity. 

Naeini et al. (2023) systematically examined whether 
deidentification of wearable data provides adequate privacy 
protection. 

The review identified substantial reidentification 

concerns. 
The findings demonstrate that sensor information may 

contain patterns capable of identifying individuals. 

For example: 

• Gait patterns may be distinctive. 

• Physiological signals may contain identifying 
characteristics. 

• Movement patterns may be unique. 
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The study found that identification rates reported in the 
literature were frequently between 86% and 100%. 

This has important implications for physical education 
and sports research. 

Researchers and organizations should not assume that 
removing names or identification numbers eliminates 
privacy risks. 

Additional privacy-preserving approaches may be 
required. 

XI.   ATHLETE SURVEILLANCE AND AUTONOMY 

Wearable technology can create continuous surveillance. 

Athletes may be monitored during: 

• Training 

• Competition 

• Recovery 

• Travel 

• Daily activity 

Monitoring may provide useful information, but 
excessive surveillance can affect autonomy. 

An athlete may feel that every activity is being evaluated. 

The benefits of monitoring must therefore be balanced 

against: 

• Privacy 

• Autonomy 

• Dignity 

• Psychological well-being 

Digital surveillance should have clearly defined 
boundaries. 

XII.   DATA OWNERSHIP IN SPORTS 

An important question is: 

Who owns athlete data? 

Possible stakeholders include: 

• Athletes 

• Sports organizations 

• Universities 

• Technology companies 

• Sports governing bodies 

• Researchers 

There is no universally simple answer. 
 

 

However, governance policies should clearly explain:  

• Who controls data. 

• Who can access data. 

• How data may be shared. 

• What happens when an athlete leaves an organization. 

Athlete-centred data governance is an important direction 
for future research. 

XIII.   DIGITAL SPORTS ANALYTICS AND COMPETITIVE 

SECURITY 

Sports analytics platforms can contain strategically 
important information. 

Data may relate to: 

• Team performance 

• Tactical strategies 

• Training plans 

• Athlete readiness 

• Competition analysis 

Unauthorized access may create competitive 
disadvantages. 

Therefore, sports analytics should be protected using:  

• Encryption 

• Authentication 

• Role-based access 

• Audit logs 

• Secure backups 

Cybersecurity should be integrated into the design and 
operation of sports analytics systems. 

XIV.   MOBILE APPLICATIONS AND FITNESS DATA 

Mobile applications often connect wearable devices to 

users and organizations. 

However, users may not always understand: 

• Which data are collected. 

• How data are stored. 

• Whether data are shared with third parties. 

• How long data are retained. 

Doherty et al. (2025) examined privacy policies among 
leading wearable technology manufacturers and identified 
continuing concerns related to transparency and 

vulnerability disclosure. 
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This finding demonstrates the importance of clear and 
understandable privacy communication. 

Technology providers should adopt transparent policies. 

XV.   ARTIFICIAL INTELLIGENCE IN SPORTS TECHNOLOGY 

Artificial intelligence is increasingly used in:  

• Performance analysis 

• Movement recognition 

• Training recommendations 

• Injury-risk research 

• Sports analytics 

Machine learning can analyse large quantities of sensor 
data. 

Deep learning is increasingly used for sensor-based 
activity recognition and sports performance monitoring. 

Recent research has highlighted the growing use of 
multimodal sensing approaches that combine wearable 
sensors, vision-based technologies, and other sources of 
information. 

However, AI systems also create cybersecurity and 
privacy concerns. 

XVI.   ARTIFICIAL INTELLIGENCE AND CYBERSECURITY 

16.1 AI for Cybersecurity 

Artificial intelligence may help organizations:  

• Detect unusual activity. 

• Identify anomalies. 

• Detect potential intrusions. 

• Analyse cybersecurity events. 

Machine learning may support faster analysis of large 

datasets. 

16.2 AI-Related Risks 

AI systems can also introduce risks. 

These include: 

• Algorithmic bias 

• Data poisoning 

• Model manipulation 

• Adversarial attacks 

• Privacy leakage 

• Unauthorized inference 

AI systems should therefore be evaluated from both 
performance and security perspectives. 

 

16.3 Explainable Artificial Intelligence  

Explainability is important when AI influences athlete-

related decisions. 

Professionals should understand: 

• How recommendations are generated. 

• Which data are used. 

• What limitations exist. 

AI should support professional decision-making rather 

than completely replace human judgement. 

XVII.  ETHICAL CHALLENGES 

Technology adoption should be guided by ethical 

principles. 

17.1 Autonomy 

Individuals should have meaningful control over their 

personal information. 

17.2 Transparency 

Organizations should explain how data are collected and 

used. 

17.3 Fairness 

Technology should not unfairly disadvantage individuals. 

17.4 Accountability 

Organizations should accept responsibility for protecting 

data. 

17.5 Privacy 

Personal information should be protected from 

unnecessary collection and unauthorized access. 

17.6 Equity 

Digital technologies should not increase inequality in 
sports participation. 

XVIII.  LEGAL AND REGULATORY CONSIDERATIONS 

Data protection requirements differ across countries. 

However, important principles generally include:  

• Lawful collection 

• Purpose limitation 

• Data minimization 

• Transparency 

• Security 

• Accountability 
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Biometric and health-related information may require 
additional protection. 

Sports organizations operating internationally should 
understand the relevant legal requirements affecting athlete 

information. 

XIX.   CYBERSECURITY IMPLICATIONS FOR PHYSICAL 

EDUCATION 

Physical education institutions increasingly use digital 
technologies. 

However, educational settings require special attention 
because institutions have responsibilities toward students. 

Before implementing wearable monitoring systems, 

institutions should consider: 

1. Why the technology is necessary. 

2. Whether less intrusive alternatives exist. 

3. Which data are collected. 

4. How data are stored. 

5. Who can access the information. 

6. How long data are retained. 

Physical education teachers should receive basic training 

concerning: 

• Data privacy 

• Cybersecurity awareness 

• Responsible technology use 

XX.  CYBERSECURITY IMPLICATIONS FOR COACHES AND 

SPORTS SCIENTISTS 

Coaches and sports scientists increasingly work with 
digital information. 

However, access to data creates responsibility. 

Professionals should understand: 

• Data sensitivity 

• Secure storage 

• Appropriate sharing 

• Access limitations      

Athlete information should not be shared casually through 
unsecured applications. 

Sports organizations should establish clear procedures for 
data management. 

XXI.  IMPLICATIONS FOR COMPUTER SCIENCE AND 

CYBERSECURITY STUDENTS 

The topic provides an important opportunity for 
interdisciplinary research. 

Computer science students can contribute to: 

• Secure wearable communication 

• Privacy-preserving analytics 

• Federated learning 

• Secure cloud systems 

• Anomaly detection 

• Artificial intelligence security 

• Data encryption 

Collaboration with physical education professionals is 
essential because cybersecurity systems must address real-
world sports requirements. 

XXII.   PRIVACY-BY-DESIGN 

Privacy-by-design means integrating privacy protections 
into technology development from the beginning. 

Important principles include: 

• Data minimization 

• User control 

• Transparent communication 

• Secure defaults 

Privacy should not be added only after a problem occurs. 

XXIII.   SECURITY-BY-DESIGN 

Security-by-design means incorporating cybersecurity 

into every stage of technology development. 

Important measures include: 

• Secure software development 

• Encryption 

• Strong authentication 

• Regular testing 

• Vulnerability management 

Security should be considered before deployment. 

XXIV.   PRACTICAL CYBERSECURITY FRAMEWORK FOR                   

SPORTS ORGANIZATIONS 

A practical framework can be organized into six stages. 

Stage 1: Identify 

Identify: 

• Sensitive data 

• Important systems 

• Potential threats 
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• Organizational vulnerabilities 

Stage 2: Protect 

Implement: 

• Strong passwords 

• Multi-factor authentication 

• Encryption 

• Access controls 

Stage 3: Detect 

Monitor: 

• Unusual activity 

• Unauthorized access 

• Suspicious network behaviour 

Stage 4: Respond 

Develop an incident response plan. 

Stage 5: Recover 

Maintain secure backups and recovery procedures. 

Stage 6: Educate 

Provide cybersecurity awareness programmes. 

 

Table 1. Major Digital Technologies Used in Physical Education and Sports 

Technology Major Applications Types of Data Major Privacy/Security Risks 

Smartwatch Activity and health monitoring Heart rate, activity, sleep Unauthorized access 

GPS tracker Movement and workload monitoring Location, speed, distance Location exposure 

Accelerometer Movement analysis Acceleration and activity Data interception 

IMU Biomechanical assessment Motion and orientation Reidentification 

Mobile application Data visualization Personal and behavioural data Third-party sharing 

Cloud platform Data storage and analytics Multiple athlete datasets Cloud misconfiguration 

AI analytics Performance prediction Multimodal data Bias and privacy leakage 

Table 2. Major Cybersecurity Threats in Sports Technologies 

Threat Description Possible Consequence 

Unauthorized access Access without permission Athlete data exposure 

Data breach Unauthorized disclosure Privacy and reputational harm 

Ransomware Data/system encryption Operational disruption 

Phishing Deceptive communication Credential theft 

Wireless attack Interception of communication Data theft 

Cloud vulnerability Weak cloud configuration Large-scale exposure 

AI attack Manipulation of AI systems Incorrect decisions 
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Table 3. Recommended Data Protection Measures 

Area Recommended Measure 

Authentication Multi-factor authentication 

Data transmission Encryption 

Data storage Secure encrypted storage 

Access Role-based access control 

Privacy Data minimization 

Human security Cybersecurity training 

Incident management Response and recovery plan 

Governance Clear data policies 

Technology design Privacy-by-design 

XXV.   MAJOR RESEARCH GAPS 

Several important research gaps remain. 

First, cybersecurity research specifically focused on 

sports remains limited. 

Second, more research is needed on the security of athlete 

monitoring systems. 

Third, the long-term consequences of biometric 

surveillance require investigation. 

Fourth, athlete and student perspectives should receive 

greater attention. 

Fifth, cybersecurity awareness among coaches and 

physical education teachers requires further study. 

Sixth, more research is needed on practical privacy-

preserving technologies. 

Seventh, AI security in sports requires further 

investigation. 

XXVI.   FUTURE DIRECTIONS 

Future research should prioritize: 

1. Athlete-Centred Data Governance 

Athletes should have greater participation in decisions 

concerning their data. 
 

2. Privacy-Preserving Analytics 

Technologies should reduce unnecessary exposure of 
sensitive information. 

3. Federated Learning 

Federated learning may enable collaborative machine 
learning while reducing the need to centralize raw 
information. 

4. Explainable AI 

Sports AI systems should provide understandable 
explanations. 

5. Cybersecurity Education 

Sports professionals require practical cybersecurity 
training. 

6. Interdisciplinary Collaboration  

Physical education, sports science, computer science, and 
cybersecurity researchers should work together. 

7. Standardized Guidelines 

The sports sector would benefit from clearer 
cybersecurity guidelines for wearable technology. 
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XXVII.  STRENGTHS OF THE PRESENT REVIEW 

The review integrates literature from: 

• Physical education 

• Sports science 

• Wearable technology 

• Cybersecurity 

• Data privacy 

• Artificial intelligence 

This interdisciplinary approach provides a broader 
understanding of the topic. 

The review also emphasizes practical implications rather 

than focusing exclusively on technical issues. 

XXVIII.   LIMITATIONS OF THE PRESENT REVIEW 

This article is a narrative review rather than a systematic 
review. 

Therefore: 

• It does not include a PRISMA flow diagram. 

• It does not report a formal numerical study-selection 
process. 

• It does not conduct a meta-analysis. 

The purpose of the review is to provide an 

interdisciplinary synthesis of the major challenges and future 
directions. 

Future researchers may conduct a systematic review 
focusing specifically on cybersecurity incidents, privacy 
vulnerabilities, or athlete biometric data governance. 

XXIX.   CONCLUSION 

The rapid adoption of wearable technologies and digital 
sports analytics has transformed physical education and 

sports. Smartwatches, fitness trackers, GPS devices, inertial 
sensors, cloud platforms, and artificial intelligence systems 
provide significant opportunities for physical activity 
monitoring, individualized training, performance analysis, 
rehabilitation, and sports science research. 

However, these benefits are accompanied by important 

cybersecurity and data privacy challenges. Wearable 
technologies may collect sensitive physiological, biometric, 
behavioural, performance, and location-related information. 
This information may be exposed through unauthorized 
access, insecure communication, cloud vulnerabilities, 
phishing, ransomware, reidentification, and inappropriate 

data sharing. 
Sports organizations must therefore recognize 

cybersecurity as an essential component of modern sports 
technology. 

Privacy protection should not be treated as a secondary 
concern. Athletes and students should understand what 
information is collected, why it is collected, who can access 
it, and how it will be used. 

The findings of this review suggest that future digital 
sports ecosystems should adopt privacy-by-design and 
security-by-design principles. Strong authentication, 
encryption, access control, data minimization, transparent 
governance, cybersecurity education, and incident response 
planning should become standard components of technology 

implementation. 
Artificial intelligence offers significant opportunities for 

sports and cybersecurity but must be implemented 
responsibly. Explainability, fairness, privacy protection, and 
security should be considered throughout the development 
and deployment of AI systems. 

The intersection of physical education and cybersecurity 
represents an important emerging area of interdisciplinary 
research. Collaboration between physical education 
professionals, sports scientists, computer scientists, 
cybersecurity specialists, technology developers, 
policymakers, coaches, athletes, and students will be 

essential. 
Ultimately, technology should enhance physical 

education and sports without compromising privacy, 
autonomy, security, or trust. The future success of digital 
sports technologies will depend not only on their ability to 
collect and analyse information but also on their ability to 

protect the individuals whose data make these technologies 
possible. 
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