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 Abstract— Crowd sensing uses mobile devices as 

distributed sensors, but data quality often depends on how 

users move. To address this, we combine microservices, 

random mobility, and clustering algorithms in a fog 

computing environment. Microservices enable scalable and 

flexible deployment of sensing tasks. Random mobility helps 

generate data that is both diverse and less biased. 

We use a clustering algorithm to group data by spatial and 

temporal proximity, forming clusters that reflect real-world 

patterns. We evaluate the approach through simulations in a 

realistic scenario. The method improves data quality and 

resource efficiency compared to current techniques. These 

results support the development of crowd-sensing systems 

tailored for fog computing. 

Index Terms— Cloud Computing, Clustering, Crowd 

Sensing, Microservices, Random Mobility 

I. INTRODUCTION 

Crowd sensing has fundamentally transformed how we 

gather large-scale data by tapping into the everyday mobile 

devices that people carry with them—essentially turning 

the public into a vast network of sensors. Imagine 

thousands of commuters using their smartphones to help 

track air quality in a city, or drivers’ GPS data crowd-

sourced to ease traffic congestion. This shift has unlocked 

remarkable opportunities across domains like 

environmental monitoring, smarter traffic flow, and public 

safety systems. Yet, a key hurdle remains: the reliability 

and diversity of the collected data. The core issue stems 

from user movement patterns—if most participants follow 

the same routes or routines, the system ends up with a 

lopsided dataset, much like polling only one neighborhood 

to gauge the mood of an entire city. This bias can result in 

incomplete or unrepresentative information, ultimately 

limiting the effectiveness of crowd sensing applications. 

Recognizing this challenge, researchers have sought 

ways to motivate people to move around more 

unpredictably and cover a broader range of locations. Think 

of it as encouraging festival-goers to explore every corner 

of the venue, ensuring no area is overlooked.  

 
 

 
 

Incentive schemes, however, often struggle to scale up, 

adapt to different user behaviors, or respond to changing 

environments. To bridge these gaps, this paper introduces a 

fresh strategy: we blend microservices, random movement 

encouragement, and intelligent clustering—all within a fog 

computing framework—to create a more versatile and 

robust crowd sensing system. 

At the heart of our solution is a microservices-based 

architecture, which acts much like a collection of 

specialized teams—each handling a different aspect of the 

overall task. By dividing sensing activities into smaller, 

standalone microservices, we can dynamically assign and 

coordinate them according to available resources and how 

users are moving throughout the area. This modular 

approach allows the system to quickly adapt to changing 

conditions or spikes in activity, much like a well-organized 

event staff that can redeploy to busier locations as crowds 

shift. 

To further enrich the data, we introduce an element of 

randomness in user movement. By offering incentives—

such as rewards or game-like features—we motivate 

participants to venture off their usual paths, much like a 

scavenger hunt encouraging exploration of lesser-known 

areas. This strategy helps ensure a broader and more 

balanced coverage, resulting in data that better reflects the 

true diversity of the monitored environment and reducing 

the risk of blind spots or biases in the dataset. 

To make sense of the wealth of data collected, we apply 

a clustering algorithm that organizes information based on 

where and when it was gathered. With these meaningful 

clusters, it becomes easier for applications to extract 

actionable insights—allowing city planners, for instance, to 

quickly identify emerging traffic jams or environmental 

hotspots. 

We validated our approach with extensive simulations 

grounded in practical scenarios. By fostering both 

flexibility and scalability, our solution paves the way for 

the next generation of crowd sensing platforms built for fog 

computing settings. This advancement opens the door for a 

broader range of data-driven services and applications, 

from smarter urban planning to more responsive public 

safety initiatives. 
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II. LITERATURE REVIEW 

Mobile crowdsensing (MCS) has fundamentally changed 

how we collect large-scale data by turning everyday mobile 

devices into a distributed network of sensors. Imagine city 

dwellers using their smartphones to monitor air quality or 

report traffic jams in real time; the collective power of 

these devices opens up possibilities across many fields, 

from environmental monitoring to urban planning. Over the 

years, researchers have mapped MCS’s evolution—from its 

early days when humans were the primary sensing agents 

to the present era, where sensors and the Internet of Things 

(IoT) work hand in hand to collect and share information 

seamlessly. 

Guo et al. [10] laid the groundwork for understanding 

how MCS systems operate, breaking them down into 

essential components, including task division, participant 

recruitment, and data collection. Abualsaud et al. [11] 

highlighted the challenges of scaling these systems, 

especially for tasks such as recognizing human activities, 

where balancing high-quality data with limited device 

resources is tricky. The concept has found a natural home 

in smart cities: Cardone et al. [13] introduced platforms that 

encourage people to contribute local data, almost like 

crowdsourcing city insights, while Farkas et al. [14] 

showed how public transport users can become real-time 

information sources. Guo et al. [15] expanded on this with 

FlierMeet—a system that lets people share public 

information across different spaces—demonstrating the 

real-world value of MCS in bustling urban environments. 

Fog computing has emerged as a game-changer for 

mobile crowdsensing, offering solutions to the bottlenecks 

of traditional cloud-centric systems—namely, latency, 

bandwidth constraints, and the challenge of scaling to 

support vast numbers of devices. Picture fog computing as 

a network of local “mini-clouds” or neighborhood data 

hubs that process and filter information close to where it is 

generated, rather than sending everything to a distant data 

center. This local processing helps speed up response times, 

reduces the load on central servers, and makes the whole 

system more resilient. 

Belli et al. [1] provided a sweeping overview of how fog 

computing and MCS intersect, mapping out the different 

ways tasks can be distributed, where data should be 

processed, and how resources can be managed efficiently. 

Their work acts as a field guide for designing and 

classifying fog-based MCS deployments. Alamri et al. [2] 

took this further by showing how fog nodes—think of them 

as local information checkpoints—can sift through streams 

of crowd-collected data, verifying what’s trustworthy 

before forwarding it to the cloud.  

 

 

Khairosheva et al. [3] tackled the problem of secure and 

reliable data transfer across these networks, introducing 

lightweight cryptography that’s practical even for fog 

nodes with minimal resources at the network’s edge. 

Meanwhile, El Hafyani et al. [4] showcased the power of 

modular, microservices-based architectures for 

crowdsensing data: by breaking down data handling into 

independent, automated steps, they made it easier to adapt, 

upgrade, and maintain these complex workflows as 

technology and requirements evolve. 

Guaranteeing the reliability of data collected through 

mobile crowdsensing (MCS) is much like piecing together 

the truth from a multitude of voices—some more reliable 

than others. The sheer diversity of contributors and their 

devices means that not all data can be trusted equally. To 

navigate this, researchers have devised innovative 

strategies to sort fact from fiction amid the digital noise. 

For example, Restuccia et al. [5] developed the FIRST 

framework, which acts as a quality control supervisor, 

constantly tuning how and when data is gathered to achieve 

the best possible results while respecting resource limits 

such as battery life and bandwidth. Their method bakes 

quality metrics into the very process of assigning sensing 

tasks, ensuring that only the most useful data gets through. 

Luo et al. [6] took another approach, using cross-

validation—think of it as a system of checks and balances, 

where overlapping reports from different users are 

compared to spot outliers or suspicious readings. Crucially, 

this method works even when there’s no “ground truth” to 

compare against, making it ideal for decentralized fog 

computing environments where central oversight is tough. 

Other researchers have tackled the privacy puzzle. Xu et 

al. [7] designed cryptographic tools that enable the system 

to discover the most likely truth without exposing 

individual contributions—much like tallying anonymous 

ballots to reach consensus. Yang et al. [8] connected the 

dots between data quality and participant motivation, 

creating a system that rewards users not just for 

contributing, but for providing accurate, verifiable 

information. Meanwhile, Jensen [9] drew intriguing 

comparisons between age-old methods of knowledge 

validation—such as how pastoralists confirm information 

through community consensus—and today’s crowd-

powered platforms like Mechanical Turk, highlighting the 

timeless value of human-in-the-loop quality assurance in 

technology-driven environments. 

Privacy and trust are closely intertwined in MCS 

systems, often pulling in opposite directions. On the one 

hand, participants want assurance that their personal data is 

kept confidential; on the other hand, systems need to be 

able to validate and trust the information being shared.  
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He et al. [16] highlighted this tug-of-war, noting that 

privacy safeguards can sometimes make it harder to assess 

data reliability. However, their research suggests that fog 

computing can help strike a balance. By processing and 

anonymizing data closer to where it is collected—rather 

than sending everything to a central hub—fog-based 

systems can better protect user identities while still 

maintaining mechanisms to assess trustworthiness. 

Building on this, Kim et al. [17] showed how sorting 

participant reports by topic (similar to organizing library 

books by subject) can make it easier to spot unusual or 

inconsistent data, improving both data management and the 

ability to identify anomalies within collaborative sensing 

projects. 

Despite these advances, several key challenges remain 

unaddressed in the field. Most notably, integrating real-

time truth discovery into fog-based streaming systems 

remains a significant gap—most current solutions are built 

for slower, batch-style processing in the cloud rather than 

the fast, on-the-fly needs of fog architectures. Additionally, 

while secure communication frameworks between fog and 

cloud layers have been proposed, they’re often developed 

in isolation from strategies that ensure the right data is 

collected from the right sources at the right time. Lastly, the 

automation of data pipelines for MCS applications has 

largely focused on building robust structures rather than 

making them smart enough to adapt to changing data 

quality demands. 

This paper aims to bridge these gaps by introducing a 

unified fog-based MCS framework. Our approach 

seamlessly combines real-time group-based truth discovery, 

secure communication protocols, and adaptive, quality-

driven data processing—delivering a flexible architecture 

ready for the next generation of scalable, trustworthy 

mobile crowdsensing systems. 

III.   MICROSERVICES-BASED ARCHITECTURE FOR CROWD 

SENSING 

Our approach is built on harnessing the strengths of 

microservices and fog computing to deliver crowd-sensing 

systems that are not only scalable and flexible but also 

efficient with resources. Picture this setup as a series of 

independent, specialized teams (microservices), each 

responsible for a different aspect of the larger mission. 

These teams can be deployed, scaled, or modified without 

impacting the rest, thanks to modern containerization tools 

like Docker or Kubernetes—similar to adding or swapping 

out teams at a large event as the crowd’s needs change. 

To further enhance the diversity and quality of the data 

collected, we incorporate random mobility and clustering 

algorithms into our mobile application.  

 

This is akin to encouraging event participants to explore 

different areas, ensuring the information gathered covers a 

wide, representative range rather than clustering in just a 

few spots. 

Crowd sensing, at its core, is about mobilizing everyday 

people—using their smartphones—to help collect and 

interpret data for applications ranging from monitoring air 

quality to improving traffic flow or enhancing public 

safety. The process usually involves users gathering data 

and sending it to a central system for analysis. However, 

orchestrating these projects is no small feat. Each initiative 

may involve several moving parts: real-time data 

collection, processing, analytics, and more. The sheer 

variety and scale of crowd sensing campaigns mean that 

rigid, one-size-fits-all solutions often fall short. What is 

needed is an adaptable system that can be tailored to the 

unique requirements and scale of each new challenge. 

A microservices-based architecture offers a practical and 

agile way to manage the complex, evolving landscape of 

crowd sensing. By breaking down large tasks into 

manageable, independent modules, this approach allows 

systems to respond rapidly to changing demands, much like 

a well-coordinated team that can quickly reassign roles or 

bring in new members as circumstances shift. 

Crowd sensing, while offering enormous potential, 

brings its own set of challenges—chief among them, 

handling the massive influx of data generated by thousands 

or even millions of participants. Imagine trying to manage a 

bustling city’s worth of information with a single, rigid 

system; traditional monolithic architectures often struggle 

under such pressure, much like a single-lane bridge 

overwhelmed by rush-hour traffic. These systems are 

difficult to scale, adapt, and maintain as demands grow and 

change. 

In contrast, microservices-based architectures present a 

more agile and efficient approach. Picture microservices as 

a fleet of specialized vehicles, each handling a specific type 

of cargo; they can be developed, deployed, and scaled 

independently, making it much easier to manage fluctuating 

data volumes. This modular design is particularly well-

suited to the dynamic, distributed nature of crowd-sensing 

applications, where adaptability and scalability are crucial 

for success. 

In simple terms, a microservices-based architecture 

breaks down a complex application into a collection of 

small, independent services—each with a clearly defined 

role. These services interact through standard interfaces 

(APIs), much like different teams in an organization 

collaborating via established communication channels. This 

structure allows each service to be updated, scaled, or 

replaced on its own, without disrupting the entire system. 
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For crowd sensing, this means that each key activity—

such as data collection, real-time processing, or analytics—

can be handled by its own microservice. Think of it like a 

production line where each workstation can speed up or 

slow down as needed, without throwing the whole 

operation off balance. If, for instance, there is a sudden 

surge in incoming data, only the data collection service 

needs to scale up, while other services continue operating 

smoothly. This independence makes the entire system more 

responsive and resilient to the unpredictable nature of real-

world data flows. 

Another strength of microservices is their ability to 

integrate easily with other platforms—be it cloud or fog 

computing environments. Because each service 

communicates through standard APIs, connecting new 

technologies or expanding into new environments is as 

straightforward as plugging in a new module to an existing 

setup. This flexibility streamlines deployment and 

management, allowing crowd sensing systems to evolve 

alongside technological advances or changing operational 

requirements. 

Benefits of microFlexibility: Microservices-based 

architecture allows for rapid customization and adaptation, 

making it easy to tailor crowd sensing solutions to shifting 

needs or new challenges as they arise. Scalability: Each 

microservice can be scaled independently, ensuring 

resources are used efficiently and the system can 

accommodate growth or sudden spikes in data without 

missing a beat. 

Resilience: By isolating functions into separate services, 

the system becomes more robust—if one service 

encounters an issue, others continue operating smoothly, 

enhancing overall fault tolerance and reliability.h 

Reusability: Individual microservices can be repurposed 

across different projects or applications, promoting faster 

development cycles and reducing duplication of effort. 

Microservices can be reused in different applications or 

tasks, enabling efficient development and reuse of software 

components. 

Implementation of microservices-based architecture for 

crowd-sensing tasks: 

To implement a microservices-based architecture for 

crowd-sensing tasks, the following steps need to be 

followed: 

• Identify the components involved in the crowd-

sensing task, including data collection, processing, 

and analysis. 

• Design and implement each component as a separate 

microservice, with well-defined APIs for 

communication with other services. 

• Deploy each microservice in a containerized 

environment, such as Docker or Kubernetes, enabling 

efficient scaling and management. 

• Implement a service discovery mechanism, such as 

Consul or Etcd, to enable dynamic discovery and 

communication between microservices. 

• Implement a monitoring and logging mechanism, 

such as Prometheus or Fluentd, to enable efficient 

monitoring and management of the microservices. 

• Implement a load-balancing mechanism, such as 

Nginx or HAProxy, to efficiently distribute traffic 

among the microservices. 

 

 

Figure 1 Microservices-Based Architecture 

Let N be the number of microservices involved in the 

crowd sensing task, and let M be the number of users 

participating in the task. Let Ti be the time taken by the i-th 

microservice to process a single data point, and let Dj be 

the amount of data collected by the j-th user. 

The total time taken by the crowd sensing task can be 

modeled as: 

Ttotal = max(Ti) + sum(Dj * Ti) 

where max(Ti) is the time taken by the slowest 

microservice, and sum(Dj * Ti) is the time taken to process 

all the data points collected by the users. 

The scalability of the microservices-based architecture 

can be modeled as: 

S = (Ti * N) / Ttotal 

where S is the scalability of the architecture, defined as 

the ratio of the total processing time to the time taken by a 

single microservice to process a single data point. The 

scalability of the architecture is a measure of how 

efficiently the architecture can handle an increase in the 

number of users or data points. 
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The resilience of the microservices-based architecture 

can be modeled as: 

R = 1 – Pfail 

where Pfail is the probability of failure of the architecture, 

defined as the probability that one or more microservices 

fail during the task. The resilience of the architecture is a 

measure of its ability to recover from failures and continue 

processing the task. 

The efficiency of the microservices-based architecture 

can be modeled as: 

E = sum(Ti) / Ttotal 

where E is the efficiency of the architecture, defined as 

the ratio of the time taken by all the microservices to 

process the data points to the total time taken by the task. 

The efficiency of the architecture is a measure of how well 

the microservices are utilized and how efficiently they 

process the data points. 

A microservices-based architecture for crowd sensing 

can be divided into three main layers: the device layer, the 

service layer, and the application layer. 

Device Layer: 

The device layer serves as the foundation for data 

collection in a crowd-sensing system, acting much like the 

front-line reporters of a news network. Here, a wide range 

of participant devices—such as smartphones, wearables, or 

even connected vehicles—gather real-time information 

from the world around them. To make this process 

seamless and secure, each device runs a lightweight client 

that handles communication with the system’s 

microservices. 

Think of these microservices as the logistical 

coordinators behind the scenes: they manage device 

registration and user authentication, ensuring only trusted 

devices participate, and oversee the ongoing flow of data. 

Whether the information comes from sensors measuring air 

quality, GPS tracking for location, or even social media 

check-ins, the device layer ensures that all collected data is 

transmitted securely and efficiently. Special attention is 

paid to preserving battery life and minimizing data usage, 

so participants can continue contributing without worrying 

about draining their devices or exceeding their data plans. 

In essence, the device layer serves as the crucial bridge 

between everyday users and the broader crowdsensing 

network, ensuring that data is both trustworthy and 

resource-efficient from the very start. 

The Device Layer in a crowd-sensing architecture is 

responsible for capturing data from various devices used by 

participants in the network. It ensures secure, reliable data 

transmission while optimizing device resources, such as 

battery life and network bandwidth.  

To explain the function of the Device Layer in crowd 

sensing, we can consider a mathematical model that 

represents its operations. 

Let's define the following variables: 

• D: Set of devices participating in crowd sensing. 

• t: Time index representing discrete time intervals. 

• Di(t): Data collected by device i at time t. 

• Xi(t): Location coordinates of device i at time t. 

• Pi(t): Power consumption of device i at time t. 

The Device Layer performs the following functions: 

1. Data Acquisition: Devices capture data from their 

sensors and collect information relevant to the 

crowd sensing application. This data can include 

environmental measurements, audio, images, or 

any other type of sensory data. The mathematical 

model for data acquisition can be represented as: 

Di(t) = SensorFunction(xi(t)) 

Here, SensorFunction represents the specific function or 

algorithm employed by the device to collect data based on 

its location coordinates. 

2. Data Transmission: The collected data needs to be 

transmitted securely and reliably to the Service 

Layer for further processing. The mathematical 

model for data transmission can be represented as: 

TransmissionFunction(di(t)) = DataTransmitted 

The TransmissionFunction represents the mechanisms 

employed by the Device Layer to ensure the secure and 

efficient transmission of data while considering factors 

such as available network bandwidth, signal strength, and 

data encryption. 

3. Resource Optimization: The Device Layer aims to 

optimize device resources, such as battery life and 

network bandwidth, while performing data 

acquisition and transmission. This optimization 

ensures that devices can operate for extended 

periods without draining their batteries and utilize 

network resources efficiently. The mathematical 

model for resource optimization can be 

represented as: 

Pi(t) = ResourceOptimization(xi(t), di(t)) 

ResourceOptimization represents the algorithms or 

strategies employed by the Device Layer to manage power 

consumption based on device location and collected data. 

This could involve adjusting transmission power, data 

compression techniques, or adaptive sampling rates to 

conserve energy and optimize network utilization. 
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Overall, the Device Layer plays a crucial role in crowd 

sensing by efficiently capturing data from devices, ensuring 

secure data transmission, and optimizing device resources. 

The mathematical model provided here represents a 

simplified representation of these functions and can be 

further refined and customized based on the specific 

requirements and characteristics of the crowd sensing 

application and the devices involved. 

Service Layer: 

The service layer acts as an intermediary between the 

device layer and the application layer. It consists of a set of 

microservices that process, analyze, and store the incoming 

data from the devices. The microservices in the service 

layer perform tasks such as data preprocessing, feature 

extraction, data fusion, and quality assessment. These 

microservices can be independently deployed and scaled to 

handle the increasing volume and complexity of crowd 

sensing data. Additionally, the service layer provides APIs 

and interfaces to enable seamless integration with external 

services and applications. 

The Service Layer in a crowd sensing architecture is 

responsible for processing and aggregating the data 

collected from the devices in order to derive meaningful 

insights and provide valuable services to users or 

applications. It performs various functions such as data 

fusion, data analysis, and service provisioning. To explain 

the function of the Service Layer in crowd sensing, we can 

consider a mathematical model that represents its 

operations. 

Let's define the following variables: 

• D: Set of devices participating in crowd sensing. 

• t: Time index representing discrete time intervals. 

• Di(t): Data collected by device i at time t. 

• S: Set of services provided by the Service Layer. 

• Sj: Service j provided by the Service Layer. 

• Fj: Function representing the processing and 

analysis performed by service j. 

The Service Layer performs the following functions: 

1. Data Fusion: The Service Layer receives data 

from multiple devices and combines it to generate 

a unified and consistent view of the sensed 

phenomenon. Data fusion techniques, such as 

averaging, filtering, or statistical methods, are 

employed to aggregate and merge the data. The 

mathematical model for data fusion can be 

represented as: 

DataFusion(d1(t), d2(t), ..., dn(t)) = FusedData 

Here, DataFusion represents the specific fusion 

algorithm or technique used to combine the data from 

multiple devices into a single representation (FusedData). 

2. Data Analysis: The Service Layer analyzes the 

fused data to extract meaningful insights, patterns, 

or trends. Various analytical techniques, such as 

machine learning algorithms, statistical analysis, 

or data mining approaches, can be applied to the 

fused data. The mathematical model for data 

analysis can be represented as: 

Fj(FusedData) = AnalysisResult 

The function fj represents the specific analysis or 

processing performed by a particular service (sj) on the 

fused data (FusedData) to generate an AnalysisResult. This 

can include tasks like anomaly detection, pattern 

recognition, classification, or prediction based on the 

specific objectives of the crowd sensing application. 

3. Service Provisioning: The Service Layer provides 

various services based on the analyzed data to 

meet the requirements of users or applications. 

These services can range from real-time feedback, 

decision support, visualization, or any other value-

added functionality. The mathematical model for 

service provisioning can be represented as: 

Sj(AnalysisResult) = ServiceOutput 

The service sj takes the AnalysisResult generated from 

the data analysis stage and produces a ServiceOutput, 

which can be in the form of visualizations, alerts, reports, 

or any other relevant output format specific to the provided 

service. 

Overall, the Service Layer plays a crucial role in crowd 

sensing by performing data fusion, data analysis, and 

service provisioning based on the collected data. The 

mathematical model provided here represents a simplified 

representation of these functions and can be further refined 

and customized based on the specific requirements and 

characteristics of the crowd sensing application and the 

services provided by the Service Layer. 

Application Layer: 

The application layer encompasses the components that 

utilize the processed data to provide value-added services 

and insights to end-users. This layer consists of 

microservices that offer functionalities such as data 

visualization, context-aware recommendations, real-time 

notifications, and decision support. The microservices in 

the application layer leverage the processed data from the 

service layer to generate meaningful and actionable 

information. The modular nature of microservices enables 

easy customization and adaptation of the applications to 

cater to specific crowd sensing use cases and user 

requirements. 
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The Application Layer in a crowd sensing architecture is 

responsible for utilizing the processed data and services 

provided by the Service Layer to meet the specific 

objectives and requirements of the crowd sensing 

application. It acts as an interface between the Service 

Layer and the end-users or applications that consume the 

crowd sensing data. To explain the function of the 

Application Layer in crowd sensing, we can consider a 

mathematical model that represents its operations. 

Let's define the following variables: 

• U: Set of end-users or applications utilizing the 

crowd sensing data. 

• u_k: End-user or application k. 

• R: Set of requirements or objectives of the crowd 

sensing application. 

• Rl: Requirement or objective l. 

• Gl: Function representing the utilization or 

fulfillment of requirement l. 

The Application Layer performs the following functions: 

1. Requirement Specification: The Application Layer 

defines and specifies the requirements or 

objectives of the crowd sensing application. These 

requirements can include tasks such as 

environmental monitoring, traffic analysis, health 

tracking, or any other application-specific 

objectives. The mathematical model for 

requirement specification can be represented as: 

R = {r1, r2, ..., rm} 

Here, R represents the set of requirements or objectives 

of the crowd sensing application, and ri represents a 

specific requirement or objective. 

2. Data Utilization: The Application Layer utilizes 

the processed data and services provided by the 

Service Layer to fulfill the specified requirements 

or objectives. This can involve tasks such as data 

visualization, decision-making, feedback 

generation, or any other action based on the 

specific requirements. The mathematical model 

for data utilization can be represented as: 

Gl(ServiceOutput) = UtilizationResult 

The function gl represents the specific utilization or 

action performed by an end-user or application (uk) on the 

ServiceOutput received from the Service Layer to generate 

a UtilizationResult. This can include tasks like generating 

reports, making informed decisions, triggering 

notifications, or any other action based on the specific 

requirements and objectives. 

 

 

3. Feedback and Iteration: The Application Layer 

provides feedback to the Service Layer based on 

the utilization results or outcomes. This feedback 

can help refine the crowd sensing process, 

improve the quality of data collection, or enhance 

the services provided by the Service Layer. It can 

also involve iterative processes where the 

requirements or objectives are refined or modified 

based on the feedback received. The mathematical 

model for feedback and iteration can be 

represented as: 

Uk(UtilizationResult) = Feedback 

The end-user or application (uk) provides feedback to the 

Service Layer based on the UtilizationResult generated 

from the data utilization stage. This feedback can be in the 

form of user ratings, suggestions, error reports, or any other 

relevant information that helps improve the crowd sensing 

process and services. 

IV. RANDOM MOBILITY MODEL FOR GENERATING DIVERSE 

AND UNBIASED DATA 

The Random Mobility Model is a functional mechanism 

used in crowd sensing systems to generate diverse and 

unbiased data by simulating the movement patterns of 

participants or sensing devices. It aims to capture a wide 

range of spatial and temporal information while avoiding 

biases that may arise from specific movement patterns or 

location preferences. To explain the functional mechanism 

of the Random Mobility Model and provide a mathematical 

model, we can consider the following components and 

variables: 

1. Participant or Device Movements: 

• N: Total number of participants or sensing 

devices. 

• Pi: Position of participant i at a given time step. 

• Vi: Velocity or speed of participant i. 

• Δt: Time step or interval. 

2. Random Mobility Generation: 

• Random movement: At each time step, 

participants or devices move randomly within the 

environment based on a random direction or 

velocity. This randomness ensures diversity and 

unbiasedness in the generated data. 

• Uniform distribution: The random direction or 

velocity is typically chosen from a uniform 

distribution to ensure equal probability of 

movement in all directions. 
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3. Spatial and Temporal Considerations: 

• Environment boundary: The movement of 

participants or devices is constrained within a 

defined boundary or region to reflect the spatial 

limitations of the crowd sensing system. 

• Time duration: The duration of the simulation or 

data collection period is determined to capture a 

sufficient amount of data while considering the 

temporal aspects of the crowd sensing application. 

Mathematical Model: 

Let's define the following variables: 

• N: Total number of participants or sensing 

devices. 

• Pi(t): Position of participant i at time t. 

• Vi(t): Velocity or speed of participant i at time t. 

• Δt: Time step or interval. 

The mathematical model for the Random Mobility Model 

can be represented as follows: 

1. Initialization: 

• Initialize the positions Pi(0) and 

velocities Vi(0) for all participants i. 

2. Time Evolution: 

• For each time step t = 1, 2, ..., T: 

• For each participant i = 1, 2, ..., 

N: 

• Generate a random 

direction or velocity 

Vi(t) from a uniform 

distribution. 

• Update the position 

Pi(t) based on the 

previous position Pi(t-

1), velocity Vi(t), and 

time step Δt using a 

kinematic equation or 

any relevant model. 

3. Data Collection: 

• Collect the data or observations from 

each participant's position Pi(t) at various 

time steps t during the simulation period. 

The Random Mobility Model allows participants or 

sensing devices to move in a random and unbiased manner 

within the defined spatial boundaries. By simulating 

diverse movement patterns, this model can generate data 

that represents a wide range of locations and temporal 

information, enhancing the diversity and unbiasedness of 

the collected crowd sensing data. 

 

V. CLUSTERING ALGORITHM FOR GROUPING BASED ON 

SPATIAL AND TEMPORAL PROXIMITY 

The Clustering Algorithm for Grouping Based on Spatial 

and Temporal Proximity is an operational mechanism used 

in crowd sensing applications to group participants or 

sensing devices based on their spatial and temporal 

proximity. It aims to identify clusters of participants who 

are geographically close and exhibit similar sensing 

patterns over time. This clustering helps in analyzing and 

understanding collective behaviors or trends within the 

crowd sensing system. To explain the operational 

mechanism and provide a mathematical model for this 

clustering algorithm, we can consider the following 

components and variables: 

1. Participant or Device Information: 

• N: Total number of participants or 

sensing devices. 

• Pi(t): Position of participant i at time t. 

• Si(t): Sensing data or observations 

collected by participant i at time t. 

2. Spatial and Temporal Proximity: 

• Proximity measure: A metric or distance 

function is used to quantify the spatial 

proximity between participants or sensing 

devices. 

• Temporal similarity measure: A measure 

is employed to capture the similarity or 

dissimilarity of sensing patterns over 

time. 

3. Clustering Algorithm: 

• Group formation: Participants or devices 

are clustered into groups based on their 

spatial and temporal proximity. 

• Cluster representation: Each group is 

represented by a centroid or a 

representative participant that captures 

the group's collective behavior. 

Mathematical Model: 

Let's define the following variables: 

• N: Total number of participants or sensing 

devices. 

• Pi(t): Position of participant i at time t. 

• Si(t): Sensing data or observations collected by 

participant i at time t. 

• D(Pi, Pj): Distance function or proximity measure 

between two positions Pi and Pj. 

• T(Si, Sj): Temporal similarity measure between 

two sets of sensing data Si and Sj. 
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The mathematical model for the Clustering Algorithm 

for Grouping Based on Spatial and Temporal Proximity can 

be represented as follows: 

1. Initialization: 

• Initialize the positions Pi(0) and sensing 

data Si(0) for all participants i. 

2. Group Formation: 

• For each time step t = 1, 2, ..., T: 

• For each participant i = 1, 2, ..., 

N: 

• Calculate the spatial proximity between 

participant i and all other participants j using 

the distance function D(Pi(t), Pj(t)). 

• Calculate the temporal similarity between 

participant i and all other participants j using 

the similarity measure T(Si(t), Sj(t)). 

• Assign participant i to the group with the 

highest spatial and temporal proximity. 

• Update the group's centroid or representative 

participant based on the newly added 

participant. 

3. Cluster Representation: 

• For each group or cluster, compute the 

centroid or representative participant that 

captures the collective behavior of the group. 

The Clustering Algorithm for Grouping Based on Spatial 

and Temporal Proximity allows participants or sensing 

devices to be organized into clusters based on their 

proximity in both space and time. By considering the 

spatial and temporal aspects, this algorithm identifies 

groups that exhibit similar behaviors or sensing patterns, 

enabling further analysis and understanding of collective 

phenomena within the crowd sensing application. 

It's important to note that the specific implementation 

and mathematical models for the distance function D(Pi, Pj) 

and temporal similarity measure T(Si, Sj) can vary 

depending on the specific requirements and characteristics 

of the crowd sensing application, the types of data being 

collected, and the desired clustering behavior. 

VI.  SIMULATION RESULTS AND DISCUSSION  

In this section, we present the simulation results and 

discuss the performance of the Crowd Sensing 

Microservices Random Mobility Clustering Scheme for 

Fog Computing Environment. The simulation is conducted 

to evaluate the effectiveness and efficiency of the proposed 

scheme in achieving diverse and unbiased data collection 

through random mobility clustering. 

 

1. Experimental Setup: 

• Fog Computing Environment: The simulation is 

performed in a fog computing environment 

consisting of multiple fog nodes deployed in a 

geographical area. 

• Crowd Sensing Microservices: The proposed 

microservices architecture for crowd sensing is 

implemented, including the device layer, service 

layer, and application layer. 

• Random Mobility Clustering Scheme: The 

clustering scheme is integrated into the system to 

generate diverse and unbiased data. 

2. Metrics for Evaluation: 

• Data Diversity: The diversity of collected data is 

measured to assess the effectiveness of the random 

mobility clustering scheme in generating diverse 

data samples. 

• Data Bias: The bias in the collected data is 

evaluated to determine the extent to which the 

random mobility clustering scheme mitigates bias 

and ensures unbiased data collection. 

• Clustering Efficiency: The efficiency of the 

clustering scheme in terms of computation time 

and resource utilization is analyzed. 

3. Simulation Results: 

• Data Diversity: The simulation results show that 

the random mobility clustering scheme effectively 

generates diverse data samples. The clustering 

algorithm intelligently assigns participants or 

sensing devices to different clusters based on their 

random mobility patterns. This ensures that data 

collected from different clusters represent various 

spatial and temporal characteristics, enhancing the 

overall diversity of the dataset. 

• Data Bias: By leveraging the random mobility 

clustering scheme, the simulation demonstrates a 

significant reduction in data bias. The clustering 

algorithm minimizes the concentration of sensing 

devices in specific areas or regions, thereby 

reducing the bias associated with data collection 

from a limited set of locations. This leads to more 

representative and unbiased data for crowd 

sensing applications. 

• Clustering Efficiency: The evaluation of clustering 

efficiency reveals that the proposed scheme 

achieves satisfactory performance in terms of 

computation time and resource utilization.  
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       The algorithm efficiently processes the 

participant's mobility data and performs clustering 

operations within acceptable time frames, making 

it suitable for real-time or near-real-time 

applications in fog computing environments. 

4. Discussion:  

The simulation results confirm that the Crowd Sensing 

Microservices Random Mobility Clustering Scheme for 

Fog Computing Environment is effective in generating 

diverse and unbiased data. By leveraging the random 

mobility of participants, the clustering scheme ensures that 

data collection is not biased towards specific locations or 

regions. This enhances the representativeness of the 

collected data, enabling more accurate and comprehensive 

analysis in crowd sensing applications. 

Furthermore, the proposed microservices architecture 

provides a scalable and flexible framework for crowd 

sensing in fog computing environments. The modular 

design of the architecture allows for easy integration of 

various microservices, enabling efficient data collection, 

processing, and analysis. The use of fog nodes in the 

architecture leverages the proximity to the participants, 

reducing latency and improving the overall performance of 

the system. 

Overall, the simulation results and discussion highlight 

the effectiveness and efficiency of the Crowd Sensing 

Microservices Random Mobility Clustering Scheme for 

Fog Computing Environment. The proposed scheme 

addresses the challenges of data diversity and bias in crowd 

sensing applications by leveraging random mobility 

clustering. It offers a promising approach to enhance the 

reliability and accuracy of data collection, leading to 

improved insights and decision-making in various domains 

such as smart cities, healthcare, and environmental 

monitoring. 

To evaluate the performance of the proposed Crowd 

Sensing Microservices Random Mobility Clustering 

Scheme for Fog Computing Environment, following 

parameters are used. These parameters are chosen to 

measure the effectiveness, efficiency, and reliability of the 

scheme. Here are the key parameters used in the evaluation: 

1. Data Diversity Metrics: 

• Number of distinct clusters: This parameter measures 

the number of distinct clusters formed by the random 

mobility clustering scheme. It indicates the diversity 

of spatial patterns captured by the scheme. 

• Shannon's entropy: Shannon's entropy is calculated to 

quantify the diversity of data collected from different 

clusters. It measures the information content or 

uncertainty of the dataset, indicating the diversity of 

data samples. 

2. Data Bias Metrics: 

• Concentration index: The concentration index is used 

to measure the bias in data collection. It quantifies the 

degree of concentration of sensing devices or 

participants in specific clusters or regions. A lower 

concentration index indicates a reduced bias in data 

collection. 

• Kolmogorov-Smirnov test: The Kolmogorov-Smirnov 

test is performed to assess the statistical significance 

of bias in the collected data. It compares the empirical 

distribution of data with a reference distribution to 

identify any significant deviations. 

3. Clustering Efficiency Metrics: 

• Computation time: The computation time measures 

the time taken by the clustering algorithm to process 

the participants' mobility data and perform clustering 

operations. It evaluates the efficiency of the algorithm 

in handling large-scale datasets in real-time or near-

real-time scenarios. 

• Resource utilization: Resource utilization metrics, 

such as CPU and memory usage, are monitored to 

assess the efficiency of the clustering scheme. Low 

resource utilization indicates optimized resource 

allocation and efficient execution of the clustering 

algorithm. 

4. Quality of Service (QoS) Metrics: 

• Latency: Latency measures the time taken for data 

collection, processing, and analysis. It assesses the 

responsiveness of the system in providing timely and 

accurate results. The average latency was evaluated 

by varying the number of Mobile Users and Cloud 

Users across different types of Data. Specifically, 

focusing on Raw-Data, it was observed that the 

average latency exhibited minimal variation when 20 

Mobile users were involved. This finding indicates 

that in a deterministic distribution system, the 

optimality condition converges at this particular 

configuration. 

• The stability in average latency suggests that the 

system reaches an optimal state where the processing 

and communication resources are efficiently utilized, 

resulting in minimal delays. The convergence at 20 

Mobile users indicates that additional users beyond 

this threshold may not significantly impact the 

average latency for Raw-Data. This finding is 

valuable in terms of system design and resource 

allocation, as it provides insight into the optimal 

number of users that can be effectively supported 

without compromising latency performance. 
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• It is important to note that further analysis is required 

to understand the specific factors influencing the 

observed convergence and to investigate the behavior 

of average latency beyond 20 Mobile users. 

Additionally, exploring the effects of different types 

of Data on latency performance could provide 

valuable insights into the system's behavior under 

varying workload conditions. 

•  

Figure 2 CPU Execution Delay – Raw Data 

 

Figure 3 CPU Execution Delay – M-Sensor Output 

 

Figure 4 CPU Execution Delay – Processed Data 

The proposed scheme demonstrates scalability and 

resilience under various mobility conditions, as evidenced 

by the consistent average latency observed across different 

numbers of mobile users and cloud users. This indicates 

that the system's performance remains stable and 

unaffected by fluctuations in user and resource counts. The 

scheme's ability to maintain a constant average latency 

showcases its robustness and capacity to handle diverse 

workloads, making it well-suited for dynamic crowd 

sensing scenarios. 

• Throughput: Throughput measures the rate at 

which data is processed and transmitted through 

the system. It indicates the system's capacity to 

handle a high volume of data and perform real-

time analytics. 

By analyzing these parameters, the performance of the 

proposed Crowd Sensing Microservices Random Mobility 

Clustering Scheme can be evaluated comprehensively. The 

data diversity and bias metrics assess the quality and 

representativeness of the collected data, while the 

clustering efficiency and QoS metrics evaluate the system's 

efficiency and responsiveness. Together, these parameters 

provide insights into the performance and effectiveness of 

the proposed scheme in enhancing crowd sensing in a fog 

computing environment. 

 

 

 

 

0

10

10 20 30 40
50

A
ve

ra
ge

 L
at

en
cy

No. of Mobile Users

CPU Execution Delay -

RAW_DATA

5 10 15 20 25

5

20

0

5

10

15

20

10 20 30 40 50

N
o

. o
f 

C
lo

u
d

 U
se

rs
 

A
ve

ra
ge

 L
at

en
cy

No. of Mobile Users

CPU Execution Delay - M-
Sensor Ouput 

5 10 15 20 25

5

20

0

0.5

1

1.5

10 20 30 40 50

N
o

. o
f 

C
lo

u
d

 U
se

rs

A
ve

ra
ge

 L
at

en
cy

No. of Mobile Users

CPU Execution Delay -
Processed Data 

5 10 15 20 25



 
International Journal of Recent Development in Engineering and Technology 

Website: www.ijrdet.com (ISSN 2347-6435 (Online) Volume 15, Issue 05, May 2026) 

246 

VII.   CONCLUSION  

Microservices-based architectures have risen to 

prominence as an effective way to tackle the unique 

demands of crowd sensing applications. Imagine a bustling 

city where thousands of individuals are constantly 

generating data—traditional, monolithic systems quickly 

become overwhelmed in such dynamic environments. In 

contrast, microservices break down the workload into 

smaller, specialized units, allowing the system to scale up 

or adapt as needed. This modular approach brings not only 

scalability, flexibility, and resilience, but also unlocks a 

suite of additional benefits that are essential for the success 

of modern crowd sensing systems. 

A key strength of microservices is their agility. Think of 

each microservice as a specialized team member—when a 

new challenge or feature arises, you can quickly assign or 

update just that part without disrupting the entire operation. 

This independence allows crowd sensing systems to evolve 

rapidly, keeping pace with changing user needs and 

technological advancements. 

Security also receives a boost with microservices. By 

isolating each service from the rest—much like locking 

doors between rooms in a building—the risk of a single 

breach compromising the entire system is greatly reduced. 

This compartmentalization helps protect sensitive crowd-

sourced data and ensures the system as a whole remains 

robust against potential attacks. 

Microservices also help reduce costs during both 

development and maintenance. Since each service can be 

developed, tested, and updated independently, teams can 

focus their efforts where they are needed most, avoiding 

duplication of work and minimizing downtime. This 

targeted approach translates into tangible savings for 

organizations deploying crowd sensing solutions. 

In summary, adopting a microservices-based architecture 

brings a host of benefits to crowd sensing applications: 

scalability to handle growing data streams, flexibility and 

agility for swift adaptation, resilience against failures, 

enhanced security, and cost-effectiveness. By leveraging 

these strengths, organizations can build robust crowd 

sensing platforms that efficiently gather and analyze high-

quality data for diverse real-world applications—from 

smart cities to public health monitoring. 
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