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Abstract—The use of Intrusion Detection Systems (IDS) is 

essential to modern cybersecurity due to the growth of digital 

communications and networked systems. Most methods for 

implementing IDS have been developed using Artificial 

Intelligence (AI) methodologies. AI implementations have a 

distinct advantage over other implementations. Unfortunately, 

however, to date, no in-depth studies have been conducted to 

analyze AI implementations for understanding their current 

capability to solve ID challenges. The present work provides a 

broad overview of the Artificial Intelligence (AI) powered IDS, 

with particular focus on ML and DL implementation types. An 

assessment is made on the capability of supervised 

methodologies to detect attacks through classification and 

evaluates the effectiveness of using unsupervised methodologies 

to find anomalies in unlabeled data. Additionally, DL models, 

such as Convolutional Neural Networks (CNN’s), Long Short-

Term Memory (LSTM’s) and Gated Recurrent Units (GRU’s) 

will be reviewed, due to their ability to automatically identify 

characteristics and detect sophisticated attack patterns. The 

purpose of the review is to demonstrate the advantages of DL 

over traditional ML when utilizing large quantities of data with 

high dimensions, as well as exploring the challenges associated 

with false alarms, data reliance, and computational intensity. 

The need for lightweight models, better real-time detection, 

hybrid techniques, and more flexibility to changing cyber 

threats are just a few of the research issues and future goals 

that are outlined in the paper's conclusion. The frameworks of 

IDS studied are then analyzed in detail, and concluding 

remarks and prospects are mentioned. 

Keywords—Cybersecurity, Intrusion Detection Systems, 

NIDS, Artificial Intelligence, Machine Learning, Deep 
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I. INTRODUCTION 

The vast volume and variety of data have grown 

dramatically following the rise of telecommunications and 

communication technologies associated with the internet. 

Intrusion Detection Systems IDS) are critical for the integrity 

and safety of computer systems [1]. IDS have been developed 

by researchers, academics, and practitioners to help identify 

and mitigate threats on a computer network as efficiently as 

possible [2]. By examining the traffic on a network through 

an IDS, the network traffic can be compared against a normal, 

baseline level of activity. Therefore, any irregularities or 

abnormal conditions can be considered potential evidence of 

an intrusion.  

When it comes to protecting computer networks, intrusion 

detection systems are becoming an essential component [3]. 

Their capacity to keep an eye on network activity and spot 

any questionable or malevolent behavior is crucial for 

safeguarding sensitive data and stopping illegal access [4]. 

Although anomaly management frameworks have been 

established to identify assaults, bigger datasets need the 

development of complicated rules, which may be expensive, 

time-consuming, and prone to errors. Nevertheless, the 

firewall method has not worked well in multi-cloud settings 

[5]. 

Several ML methods have been created to categorize 

different kinds of attacks and detect anomalies. A component 

of artificial intelligence, ML has the ability to learn 

characteristics and adjust to changing surroundings. For 

intrusion detection, statistical and ML techniques have 

shown to be quite effective. In Ref.[6], the author examined 

the impact of MLalgorithms on ID and uncovered the 

capabilities of different MLalgorithms. The DL idea is a 

sophisticated kind of ML algorithm that has been established 

in response to the growth of crucial data in the cloud. This 

technique uses a tiered approach to identify speech and audio 

processing applications [7]. 

DL has several advantages, one of which is autonomous 

Feature Learning, which trains the model on massive datasets 

by extracting features automatically. Algorithms outperform 

MLalgorithms in terms of performance [8]. An efficient DL 

method may also address the main problem with FP and zero-

day attacks. This study gives a quick review of several AI-

based cloud and NID techniques. It compares IDS based on 

ML, DL, and Ensemble-Learning and examines and 

categorizes various AI-based IDS. Additionally, it offers a 

taxonomical overview of all the IDS that rely on AI. 

Therefore, this survey focuses on analyzing and comparing 

various AI-driven intrusion detection approaches to identify 

efficient, scalable, and real-time solutions for modern 

cybersecurity challenges. 

The following paper summarization are: 

• This paper provides an in-depth analysis of 
identification methods powered by AI for the purpose 
of improving modern cybersecurity systems.  

• It analyzes different learning approaches for both 
classification of network traffic and detection of 
anomalies in unlabelled data.  
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• The research indicates that the use of advanced 
systems will allow for automatic feature extraction 
and the classification of intrusion attack patterns 
within the domain of computer network security.  

• Lastly, the paper discusses the significant obstacles 
such as computing complexity and false alarms and 
expresses a desire to develop systems that can be 
scalable, adaptive, and real-time (IDS).   

The structure for the rest of the paper is shown here. Section 

II is an overview of intrusion detection systems (IDS) with 

concepts and significance and their importance in cyber 

security. Section III includes a discussion of the various types 

of AI based intrusion detection techniques and how they can 

improve detection performance. In section IV you will find a 

thorough review of research that has been done along with 

the identification of currently existing gaps in the research 

and providing future direction for research. Finally, section V 

summarizes the most important aspects of the paper and 

presents the conclusions drawn from the study. 

II. OVERVIEW OF INTRUSION DETECTION 

Intrusion Detection System (IDS) is the process of keeping 

an eye out for harmful activity on a computer system or 

network, including as unauthorized access, misuse, or 

modification of system resources. In order to stop further data 

loss or forfeiture, ID aims to detect such behavior in real-time 

or almost real-time and take the necessary action. IDS's goal 

is to monitor system and network activity for anomalous 

patterns that could indicate an impending attack. A variety of 

methods, with behavior-based detection, anomaly-based 

identification, and signature-based identification, may be 

used by these host-or network-based systems to detect 

potential dangers. After an IDS identifies a potential threat, it 

may send a signal to security people or other automated 

response mechanisms (such as firewalls) to help stop or 

lessen the impact of the assault. ID is a crucial component of 

an all-encompassing security plan and may help businesses 

quickly and effectively identify and address security 

concerns. ID is an important cybersecurity issue that can be 

resolved technologically [9]. The typical IDSarchitecture as 

shown in Figure 1 [10]. 

 

Fig. 1. Architecture of IDS[10] 

A. Types of IDS 

Despite the fact that all IDS serve the same objective, their 

methods of operation vary. There are several different kinds 

of IDS, including NIDS and HIDS, according to research 

[11]. Nonetheless, the two traditional IDS kinds that are most 

often used by businesses worldwide are: 

1) Network Intrusion Detection System (NIDS) 

The NIDS enables ID over whole network of the company, 

using all packet contents and metadata to identify threats. 

NIDS must be installed on hardware that is part of the 

organization's network infrastructure in order to utilize it. 

Once deployed, the NIDS will sample each packet that passes 

through it. NIDS are the most widely used form of IDS due 

to its ability to analyze all incoming and outgoing data, their 

ability to identify activities in real-time, which allows for 

faster reactions, their difficulty in being detected by intruders, 

and their strategic placement in key areas. However, manual 

maintenance and limited specificity are NIDS's key 

drawbacks [12]. 

2) Host-Based Intrusion Detection System (HIDS) 

The HIDS monitors network traffic to and from a specified 

endpoint, keeps tabs on processes in execution, and examines 

system logs to and from a selected device. Despite having 

exhaustive insight into the host computer's internals, a HIDS 

can only see what's happening on its host system, limiting the 

decision-making environment. The HIDS's main benefits are 

its ability to be installed on computers or servers, its ability 

to identify the compromised device, its ability to notify 

administrators when analytical files are altered, and its 

particular efficacy against insider attacks. Regular 

monitoring is necessary for the appropriate use of HIDS [13]. 

B. Methods of Intrusion Detection  

The IDS's purpose is to monitor network traffic after data 

collection and compare traffic patterns to identified attacks. 

Depending on the kind of IDS used by the enterprise, the 

security solution will rely on the following unique detection 

mechanisms to preserve the security of the network or 

information system: 

1) Signature-Based Intrusion Detection (SIDS) 

The goal of this detection approach is to find patterns, and 

then compare them to known evidence of intrusions. A 

database of previous invasions is essential to the SIDS 

technique (fig.1). The detection system will alert the network 

administrator if any network behavior fits the database's 

"signature" of an attack or breach [14]. Database revisions are 

frequently necessary because the SIDS is only capable of 

identifying assaults that are identifiable to it, and the database 

is the primary component of the SIDS.  
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Nevertheless, this is regarded as the primary constraint of 

this approach, as the company will not be protected by any 

volume of database updates if it is the target of a new 

intrusion method. 

2) Anomaly-Based Intrusion Detection (AIDS) 

The ability of AIDS to detect this novel zero-day 

incursions is the main benefit of AIDS over SIDS, according 

to the literature. The AIDS technique builds "normal" 

behavior using ML and statistical data, and then the system 

will flag suspect traffic if it detects any deviation from this 

model. The potential for false positives, however, is said to 

be the biggest problem with AIDS compared to SIDS. The 

author contended that not all changes are the result of 

malevolent events, and that some are simply indicators of 

changes in the organization's behavior. Nevertheless, AIDS 

may interpret each anomaly as an intrusion, as it lacks a 

database of prior assaults for reference [15]. 

3) Hybrid Intrusion Detection 

 

Fig. 2. Classification of IDSs [17] 

The hybrid detection approach combines SIDS and AIDS. 

The hybrid system searches for patterns and one-time events 

to detect new and existing intrusion techniques. However, 

[16] emphasizes that this system is significantly constrained 

by an even greater increase in flagged issues. Nevertheless, it 

is challenging to perceive this increase in signals as a 

negative, given that the objective of IDS is to identify 

potential infringements[9]. 

Figure 2 illustrates an IDS classification that is determined 

by the detection approach and its environments. 

Consequently, it is necessary to implement suitable solutions 

to guarantee the cloud and network's functioning properly.  

An appealing solution for the identification and 

classification of assaults is AI-based ID.  

III. AI- BASED INTRUSION DETECTION TECHNIQUES 

The term AI describes computer programs that can mimic 

human intellect in terms of learning, thinking, and decision-

making. Even in the absence of direct human interaction, AI 

systems are up to evaluate vast amounts of data, spot patterns, 

and adjust to new data. Cybersecurity relies heavily on AI to 

improve real-time threat identification, prevention, and 

response. Traditional security systems depend on 

predetermined rules, in contrast to AI-based systems, which 

can learn fresh data and detect new, unknown assaults. The 

most popular AI techniques applied to complement IDS are 

ML, DL, and NN. These approaches enhance accuracy of 

threat detection and reduce false alarm and detection of 

suspicious activity. To sum up, AI allows IDS to improve 

their intelligence, adaptability, and efficiency in warding off 

cyberattacks. [1] 

A. A general AI-based NIDS Methodology 

Figure 3 illustrates three principal steps commonly 

followed in the creation of IDS based on use of ML and DL 

models: data preparation, training, and testing. 

 

Fig. 3. General ML-DL-based IDS Flowchart [18] 

The first step in implementing any of the suggested 

methods is to pre-process the dataset so that it can be used 

with the algorithm. Normalization and encoding are typically 

implemented during this phase. This step also involves the 

elimination of duplicate entries and those with missing data, 

which may entail dataset cleaning. The pre-processed data is 

divided into two datasets: train and test, which are generated 

at random. Nearly 80% of a dataset's initial size goes into 

training, while remaining 20% goes into testing.  
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The training phase is ML or DL algorithm gets its hands 

on the training dataset. The dataset size and suggested model 

complexity dictate the learning duration of the method. 

Because of their complex structure, DL models may need 

longer training times than other model types. Next, the 

trained model is put to the test on the testing dataset and its 

performance is assessed by looking at its predictions. 

Network traffic examples are often labelled as benign 

(normal) or assault by IDS. 

B. Machine Learning Techniques 

The learning styles are taken into account while modelling 

the algorithm in AI, specifically in ML technologies. ML has 

been the most effective security technique for attack 

detection so far, and it seems like building an anomaly 

detection system requires a firm grasp of the system's 

semantic features [19]. Considerate threat model by 

classifying the behaviours of the attacker or the environment 

of the system is a prerequisite to building the ML-based 

security solution. The input data's characteristics make it the 

perfect option for the algorithm's categorization. Based on the 

available training data, ML primarily provides supervised 

and unsupervised methods for categorization. Figure 4 

illustrates how both supervised and unsupervised learning are 

used in ML. 

 

Fig. 4. ML methods include both unsupervised and supervised 

learning. 

1) Supervised ML for Intrusion Detection  

A ML assignment maps output data according to the 

relationships between input and output pairs. We have 

examined machine algorithms that are frequently employed 

in ID for empirical analysis. Based on train samples, primary 

aim of supervised learning style is to accomplish a specific 

objective. The most frequently encountered assignments in 

this learning approach are regression and classification 

mechanisms. 

TABLE I.   

SUPERVISED MACHINE LEARNING METHODS FOR INTRUSION DETECTION 

Technique Description Advantages Use in IDS 

Support Vector Machine 

(SVM)[20] 

A classification algorithm that 

separates data into classes using 

a hyperplane in high-
dimensional space. 

High accuracy in classification- 

Effective in high-dimensional 

data- Works well with clear 
margin separation 

Classifies network traffic as normal or abnormal- 

Used with datasets like KDDCup99- Helps in 

feature selection and improving detection accuracy 

Logistic Regression 

(LR)[21] 

A probabilistic classification 

algorithm used for binary and 

multiclass classification based 
on sigmoid function. 

Simple and efficient- Works 

well for linearly separable data- 

Provides probability outputs 

Detects intrusions by predicting probability of 

attacks- Combined with feature selection methods 

like Genetic Algorithm- Applied on NSL-KDD 
dataset for attack classification 

K-Nearest Neighbor 

(KNN)[22] 

A non-parametric algorithm that 

classifies data based on 
similarity using distance metrics 

like Euclidean distance. 

Easy to implement- No training 

phase required- Effective for 
pattern recognition 

Classifies network traffic based on similarity to 

known data- Used with clustering methods for 
improved IDS performance- Applied in KDD 

datasets for attack detection 

Bayesian (Naïve Bayes / 

Bayesian Networks) [23] 

A probabilistic model based on 

Bayes’ Theorem that predicts 
class probabilities using prior 

knowledge. 

Fast and efficient- Works well 

with large datasets- Handles 
uncertainty effectively 

Detects anomalous traffic using probability 

estimation- Used for feature selection and parameter 
estimation- Applied in IoT-based IDS and NSL-

KDD dataset 

Random Forest (RF)[24] An EnsembleLearning 
technique that enhances 

classification accuracy by using 

numerous DT. 

High accuracy and robustness- 
Reduces overfitting- Handles 

large datasets well 

- Acts as a benchmark model in IDS- Detects 
complex attack patterns- Widely used in cloud and 

network security environments 

 

2) Unsupervised ML for Intrusion Detection 

This method makes advantage of similarity-based grouping. 

The hidden pattern in unlabelled database may be discovered 

by the model itself.  

Using both clustering and association, the model may 

uncover the underlying dataset's hidden pattern. RealAI that 

replicates human learning abilities from prior experience is 

known as unsupervised learning 
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TABLE II.   

UNSUPERVISED MACHINE LEARNING TECHNIQUES FOR INTRUSION DETECTION 

Technique Description Advantages Use in Intrusion Detection Systems (IDS) 

Fuzzy C-Means 
Clustering 

(FCM)[25] 

A soft clustering method in that 
the distance from cluster centers 

determines the membership value 

of each data point, allowing it to 
belong to many clusters. 

Handles overlapping data 
effectively- Provides flexible 

clustering- better stability and 

accuracy than hard clustering in 
some cases 

Identifies and categorizes different types of network 
attacks- Used with KDD Cup 99dataset for training 

and testing- Helps detect anomalies based on 

likelihood scores- More effective than K-means in 
some intrusion detection scenarios 

K-Means 

Clustering [26] 

A clustering technique that uses 

centroid as its basis to divide data 
into K clusters, with every data 

point being assigned to group with 

the nearest centroid. 

Simple and fast- Scalable to large 

datasets- Easy to implement 

Used to detect anomalous network behavior- Acts as a 

preprocessing step before classification (e.g., with 
KNN, Naïve Bayes, 1R)- Helps group similar traffic 

patterns for attack detection- Applied on NSL-KDD 

and KDD Cup 99datasets 

C. Deep Learning Techniques 

DL may be seen of as a sophisticated progression of ML 

techniques and is a subset of ML. Layered structures are used 

by DL architectures to represent intricate ideas. The human 

brain serves as an inspiration for ANN, which in turn informs 

the design of DL structures. The DL technique is being used 

in a variety of disciplines, including Attack-Detection, and 

Image-Processing. DL models vary from ML models in terms 

of feature extraction. The program will learn from mistakes 

and automatically extract features using DL (Figure 4). DL 

need a large dataset in order to generate high-quality 

interpretations. These are thus superior than ML. Beyond 

that, DL discovers increasingly intricate connections and 

mappings between the two sets of data.  This a subfield of 

ML that uses mathematical computing to learn via a network 

of interconnected layers called neurons [27].  

 

Fig. 5. Deep learning Methods for IDS 

TABLE III.   

DEEP LEARNING METHODS FOR INTRUSION DETECTION 

Technique Description Advantages Limitations Use in IDS 

Artificial Neural 

Network (ANN) 
[28] 

A multi-layered neural network 

inspired by the human brain, where 
outputs from one layer are passed to 

the next for classification. 

Good for classification 

tasks Learns complex 
patterns Flexible structure 

Needs feature 

engineering- Prone to 
overfitting- 

Computational cost 

Detects and classifies intrusions- 

Applied on KDD Cup 99 dataset- 
Evaluated using false 

positive/negative rates 

Convolutional 

Neural Network 
(CNN) [29] 

A DL model that automatically 

extracts spatial features using 
convolutional layers. 

Automatic feature 

extraction- High accuracy 
Effective for large datasets 

Requires large data- 

High computational 
complexity 

Detects normal vs abnormal 

traffic- Achieves high accuracy 
(~97%)- Used with KDD and 

NSL-KDD datasets 

Recurrent Neural 
Network (RNN) 

[30] 

A sequential model that uses 
previous outputs as inputs, enabling 

memory of past data. 

Captures temporal patterns 
Suitable for sequential data 

Vanishing gradient 
problem- Slow training 

Detects time-based attack 
patterns- Applied on UNSW-

NB15 dataset 

Long Short-Term 

Memory (LSTM) 
[31] 

An advanced RNN variant that uses 

memory cells and gates to store 
long-term dependencies. 

Solves vanishing gradient 

problem- Learns long-term 
dependencies- High 

accuracy in sequential data 

High computational 

cost Complex 
architecture 

Widely utilized for ID in 

sequential network traffic- Detects 
long-duration and stealth attacks- 

Improves accuracy over standard 

RNN 

Gated Recurrent 

Unit (GRU) [32] 

A simplified version of LSTM with 

fewer gates, designed to reduce 

complexity while maintaining 
performance. 

Faster training than LSTM- 

Requires fewer parameters- 

Good performance on 
smaller datasets 

Slightly less expressive 

than LSTM 

Efficient for real-time IDS- Used 

in lightweight IDS systems- 

Balances accuracy and speed 

Deep learning 

Techniques for IDS 

Artificial Neural Network 

(ANN) 

Convolutional Neural Network 

(CNN) 

Recurrent Neural Network 
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IV. LITERATURE REVIEW  

An IDS capability have been greatly improved by recent 

developments in AI and ML. Network intrusion detection has 

been the subject of several studies focusing on its security 

features in recent years. Table 5 provides a summary of the 

findings from the current surveys. An overview of key studies 

that explain present and future problems with AI-driven 

cybersecurity is given in this section. 

Respecting the chronological release of each survey, the 

first current research by Z. Sun et al. (2023), research 

proposes an IDS for state-of-the-art health app platforms that 

detects and classifies malware data using a mix of PSO and 

AdaBoost algorithms. This research makes use of the NSL 

KDD dataset. There are 125,973 occurrences and 41 

characteristics in the dataset, with testing comprising 80% 

and training 20%. Feature-Selection procedure employing 

PSO yields 12 important characteristics for intrusion 

detection. The IDS accurately classifies numerous attack, 

AdaBoost has the best rec value (0.966667) in terms of 

classifier performance, demonstrating its potent intrusion 

detection capabilities [33]. In this context, M. Chen et al. 

(2023) suggest the RCALN uncovering model that uses an 

alternating CNN-LSTM to extract traffic characteristics and 

incorporates Channel-Attention into CNNs. To further 

enhance the CNN-LSTM hybrid network, we also use 

residual networks to provide depth to the network's layers. 

Using three publicly available ID datasets, our model shows 

encouraging results [34]. 

In response to this issue, F. Guo et al. (2024), this article 

utilizes a method for detecting network intrusions that is 

based on ML. When building models, the ID module may 

make use of several techniques such as DL, SVM, etc. From 

08:00 to 09:00, the real-time performance test results show 

an acc of 0.92. This article studies a machine learning based 

method for detecting and identifying network attack 

behaviours, which is beneficial for improving the level of 

network security defines [35]. 

To solve the issues of insufficient attack samples and low 

detection acc in NID, Y. Wei et al. (2024) this paper proposes 

a deep confidence NID method G-DBN based on GAN. The 

model is based on the malicious sample extension of the 

generative adversarial network, and it can produce 

adversarial samples using malicious network flows as 

original samples.  

Furthermore, this paper uses deep belief network 

technology to create and assess an efficacy of the G-DB 

model in detecting network attacks, comparing it to standard 

DBN models and other network intrusion detection 

techniques. Experimental results show that compared to the 

standard three-layer DBN method, the G-DBN method 

described in this paper improves the detection accuracy of 

attack samples by 6.46% and better meets the performance 

requirements of current practical applications [36]. 

In the model training H. Liu et al. (2025), the CNN is 

adopted, and the parameters are updated by Adam 

optimization algorithm to enhance the model performance. 

The experimental evaluation uses KDD CUP 99 data set. The 

experimental outcomes show that CNNmodel has higher acc 

(92.3 %), rec (89.4 %) and F1score (90.5 %), in intrusion 

detection tasks, which is superior to traditional algorithms 

[37]. 

This article Z. Zhao (2025), explores the development and 

deployment of an AI-powered network IDS with the goal of 

enhancing detection accuracy and real-time efficiency. The 

adaptive learning and training procedure is then optimized 

using a One-Class SVM. An experimental outcome show that 

compared to the baseline systems of convolutional RNN and 

new DNN, the average accuracy of the system in this article 

is 4.7% and 6.5% higher, respectively, and the average 

response time decreases by 2.5 seconds and 4.1 seconds, 

respectively. The results indicate that AI-driven network IDS 

can provide more effective solutions for network security 

[38]. This study H. -W. Jeong et al. (2025), addresses the 

Class-Imbalance problem typically seen in network traffic 

data sets by presenting an LSTM-based NID model that 

integrates GAN-based oversampling. Investigating GAN-

based oversampling for ID via comparative studies with 

various techniques, such as SMOTE and One-Class SVM, 

reveals both its benefits and drawbacks [39]. 

This study M. P. Venkatesh et al. (2026), presents a ML-

based NIDS designed. The proposed system evaluates 

multiple classification algorithms, including RF, AdaBoost, 

XGBoost, and LR, for identifying abnormal network traffic 

patterns. Real-time testing shows an acc of 0.92 with a FAR 

of 0.05 between 08:00-09:00, and an acc of 0.90 with a FAR 

of 0.06 between 09:00-10:00. The average detection latency 

remained below 55 Ms across all intervals. Keywords- 

network intrusion detection, machine learning, real-time 

monitoring, anomaly detection[40] 
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TABLE IV.   

RELATED WORK ON AI-DRIVEN INTRUSION DETECTION SYSTEMS 

Ref Author(s) 

& Year 

Method / Model Dataset Used Key Features / 

Techniques 

Performance Highlights Limitations 

[1] Z. Sun et 

al. (2023) 

PSO + AdaBoost NSL-KDD Feature selection using 

PSO (12 features), 

ensemble learning 

Recall: 0.9667, high 

accuracy & precision 

Limited to static 

dataset, lacks real-

time validation 

[2] M. Chen 

et al. 

(2023) 

RCALN (CNN + 

LSTM + Attention + 

ResNet) 

Multiple 

public 

datasets 

Channel attention, residual 

learning, hybrid deep 

learning 

Strong feature extraction, 

improved detection 

accuracy 

High computational 

complexity 

[3] F. Guo et 
al. (2024) 

ML-based IDS 
(SVM, DL) 

Not specified Real-time detection, 
multiple ML models 

Accuracy: 0.90–0.92, 
FAR: 0.05–0.06, latency: 

50–55 ms 

Limited dataset 
transparency 

[4] Y. Wei et 
al. (2024) 

GAN + DBN (G-
DBN) 

Not specified GAN-based data 
augmentation, deep belief 

networks 

+6.46% accuracy 
improvement over DBN 

Training complexity, 
GAN instability 

[5] H. Liu et 

al. (2025) 

CNN + Adam 

Optimizer 

KDD Cup 99 Data preprocessing, feature 

selection, deep CNN 

Accuracy: 92.3%, Recall: 

89.4%, F1: 90.5% 

Uses outdated 

dataset 

[6] Z. Zhao 

(2025) 

One-Class SVM (AI-

driven IDS) 

Not specified One-hot encoding, sliding 

window, real-time 

detection 

Accuracy improved by 

4.7–6.5%, reduced 

response time 

Limited comparison 

with modern DL 

models 

[7] H.-W. 
Jeong et 

al. (2025) 

LSTM + GAN 
Oversampling 

Not specified GAN for class imbalance, 
sequence modeling 

Improved anomaly 
detection vs SMOTE & 

SVM 

GAN overhead, 
complexity 

[8] M. P. 
Venkatesh 

et al. 

(2026) 

ML-based NIDS 
(RF, AdaBoost, 

XGBoost, LR) 

Not specified Multi-classifier evaluation, 
real-time monitoring 

Accuracy: up to 0.92, 
latency <55 ms 

Limited deep 
learning exploration 

 

Research Gaps / Challenges: Despite major developments in 

AI-driven IDSs, numerous issues still exist: 

• Dataset Limitations and Realism: Many studies use out-

of-date benchmark datasets that do not correctly reflect 

contemporary network traffic, limiting the models' 

usefulness in real-world circumstances. 

• Class Imbalance and Data Scarcity: Although data 

augmentation techniques are used, generating high-

quality and representative synthetic data remains a 

challenge and can affect detection performance. 

• High Computational Complexity: The advanced DL 

and hybrid models have high computing resource 

demands, that problematic to deploy them in real-time 

or in resource-constrained scenarios. 

• Limited Implementation in the Real-Time Environment: 

While various performance metrics for each of various 

models were reported, nearly all of models have not 

been assessed in the real world, therefore, practical 

implementation issues such as scalability and flexibility 

have not been evaluated. 

 

 

 

 

• Inability to Generalize: The majority of intrusion 

detection systems produce models that are primarily 

based on datasets used for training; therefore, models 

can be poorly generalized to different types of network 

conditions (both current and future), and have extreme 

difficulty dealing with new types of cyber threats (e.g., 

Zero Day Attacks). 

A. Future Work/Direction  

In the future, AI-based IDS research should look to 

develop: 

• Advanced Feature Selection: Future research aiming to 

develop hybrid approaches that combine RFE with 

additional optimization techniques may lead to a greater 

number of relevant features and better model 

performance. 

• Improved Data Balancing Techniques: Development of 

advanced synthetic sample generation techniques that 

allow for an accurate representation of the real world 

and balanced data samples. For example, 

SMOTE/GAN based data augmentation techniques are 

significantly better than random oversampling 

techniques currently used to balance datasets.   
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• Ensemble and Hybrid Model Enhancement: The RF and 

DT models can also be enhanced by combining them 

with other classifiers (XGBoost, SVM), which provides 

more accurate generalizations and stronger robustness 

through either ensemble or stacking methods. 

Nevertheless, it can still be enhanced through the 

implementation of more advanced models, real-time testing, 

and more diverse data to make the system more flexible and 

responsive to real-life cybersecurity settings. 

V. CONCLUSION  

This paper has provided a comprehensive overview of 

current AI-based ID systems within the modern of computer 

security, including how the smart systems of today will 

continue to play an increasingly important role in securing 

network environments. Methods of ID (classification 

methods and anomaly detection methods) have been 

reviewed and found effective in identifying both well-known 

and unusual attack signatures. Advanced intelligent models 

are capable of identifying the appropriate features and 

automatically learning complex relationships from large and 

high dimensional datasets to improve detection accuracy and 

system performance. Also noted were limitations associated 

with these types of models; limitations that include, but are 

not limited to: high computational costs, the need to generate 

very large training corpus, and both False Positive and False 

Negative ratio issues that may impact on reliability. In 

addition, as the nature of cyber threats is constantly changing, 

so too must detection systems, therefore ongoing 

enhancement and adaptation be necessary. For this reason, it 

is critical that technologies that support real-time detection 

must be developed with an eye toward efficiency, light 

weight and scalability in future studies. In addition, 

combining hybrid solutions and improving model flexibility 

will be essential to creating resilient and trustworthy IDS that 

will be able to respond to the new cybersecurity challenges. 
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