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Abstract—The rapid proliferation of deep learning-based 

media synthesis techniques, commonly referred to as deepfakes, 

poses a significant threat to digital trust, public discourse, and 

indi- vidual privacy. Existing detection systems often address 

only a single modality—either visual or auditory—leaving them 

vulner- able when adversaries combine manipulated video 

frames with cloned speech. In this paper, we propose 

DeepGuard, a unified multimodal deepfake detection 

framework that jointly analyzes images, video sequences, and 

audio streams. DeepGuard in- tegrates a Convolutional Neural 

Network (CNN) branch for spatial artifact extraction, a Vision 

Transformer (ViT) branch for long-range temporal 

dependencies, and a ResNet-based spec- trogram classifier for 

audio anomaly detection. A late-fusion module aggregates 

modality-specific confidence scores to pro- duce a final 

authenticity verdict.  
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I. INTRODUCTION 

A. What Are Deepfakes? 

Deepfakes are hyper-realistic synthetic media generated 

by deep neural networks—most notably Generative Adver- 

sarial Networks (GANs) [1] and Variational Autoencoders— 

that seamlessly replace or alter a person’s likeness, voice, or 

both. The term was coined on the Reddit platform in 2017, 

where users began publishing face-swap videos created with 

early encoder–decoder architectures [2]. Since then, the qual- 

ity of generated content has improved dramatically; modern 

tools such as DeepFaceLab, FaceSwap, and commercial ser- 

vices can synthesize near-photorealistic videos in minutes on 

consumer-grade hardware. 

B. Problems Caused by Deepfake Technology 

The misuse of deepfake technology carries far-reaching 

societal consequences: 

 

 

• Disinformation and Political Manipulation: Fabri- 

cated videos of political figures making 

inflammatory statements can destabilize elections 

and erode public trust [3]. 

• Non-Consensual Intimate Imagery: The majority of 

deepfake content online involves non-consensual 

porno- graphic material, causing severe 

psychological harm to victims [4]. 

• Financial Fraud: Voice-cloning attacks have been 

used to impersonate executives and authorize 

fraudulent wire transfers, resulting in multi-million-

dollar losses [5]. 

• Evidence Tampering: The prospect of fabricated au- 

diovisual evidence threatens the integrity of legal 

pro- ceedings and investigative journalism [6]. 

C. Importance of Detecting Manipulated Media 

Timely and accurate detection of deepfakes is essential to 

preserve the authenticity of digital evidence, protect in- 

dividual reputations, and safeguard democratic institutions. 

Automated detection tools must operate at scale across hetero- 

geneous platforms—social networks, messaging applications, 

broadcast media—where manual forensic review is infeasi- 

ble. Moreover, as generative models continue to improve, 

detectors must be adaptive, generalizing to unseen manipula- 

tion methods rather than overfitting to artifacts of a particular 

generator [7]. 

This paper makes the following contributions: 

1. A unified three-branch multimodal architecture 

(CNN + ViT + audio classifier) for simultaneous 

image, video, and speech forgery detection. 

2. A late-fusion confidence aggregation strategy that 

as- signs modality-specific reliability weights. 

3. Comprehensive evaluation on four publicly 

available benchmarks, surpassing current state-of-

the-art 
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II.   LITERATURE REVIEW 

A. Early Forensic Approaches 

Prior to the deep learning era, media forensics relied on 

handcrafted features such as Benford’s Law statistics, double 

JPEG compression artifacts, and chromatic aberration anal- 

ysis [8]. While effective for traditional photo editing, these 

methods proved inadequate against GANs, which synthesize 

images from noise without retaining classical compression 

footprints. 

B. CNN-Based Detection 

Meso-4 and MesoInception-4 [9] were among the first ded- 

icated CNN architectures for deepfake detection, operating 

on raw pixel patches to identify mesoscopic properties of gen- 

erated faces. Rossler et al. [7] proposed using XceptionNet— 

an extreme version of Inception with depthwise separable 

convolutions—as a backbone and introduced the FaceForen- 

sics++ benchmark. Li et al. [10] exploited face-warping arti- 

facts inherent in many face-swap pipelines, achieving strong 

performance on both FaceForensics++ and Celeb-DF. Ste- 

houwer et al. proposed attention-based CNNs that guide the 

network towards facial boundaries and ocular regions where 

blending artifacts frequently appear [11]. 

C. Transformer-Based Detection 

Inspired by the success of the Vision Transformer 

(ViT) [12] for image classification, several works have ap- 

plied attention mechanisms to deepfake detection. Zhao et 

al. [13] introduced a multi-attentional approach that captures 

fine-grained regional inconsistencies across texture, color, 

and geometry. FTCN [14] uses fully temporal convolution 

networks to model cross-frame consistency. More recently, 

CLIP-based [15] vision-language models have been adapted 

as zero-shot deepfake detectors, leveraging large-scale pre- 

training to generalize across unseen generators. 

D. Audio Deepfake Detection 

The ASVspoof challenge series [16, 17] has been instru- 

mental in advancing audio anti-spoofing research. LightCNN 

(LCNN) [18] demonstrated that CNNs applied to log- 

magnitude spectrograms are competitive with GMM-UBM 

baselines. RawNet2 [19] operates directly on raw waveforms 

using sinc filters, obviating manual feature engineering. Tak 

et al. [20] proposed RawBoost data augmentation to improve 

robustness against channel and codec variability. Graph Atten- 

tion Networks have also been applied to model phoneme-level 

spoofing cues [21]. 

E. Multimodal Approaches 

Despite the prevalence of audio-visual deepfakes, com- 

paratively few works jointly model both modalities.  

 

Zhou et al. [22] proposed a joint audio-visual deepfake 

detection framework exploiting cross-modal synchrony, 

observing that real videos exhibit tighter lip-sync coherence 

than forgeries. Our work extends this line by adding a 

dedicated ViT branch for long-range temporal reasoning and 

a learnable late-fusion weighting mechanism, enabling more 

reliable predictions across diverse forgery types. 

III. PROPOSED METHODOLOGY 

A. System Overview 

DeepGuard accepts three types of input: static images, 

video clips, and raw audio waveforms. The pipeline con- 

sists of four stages: (1) data preprocessing and face/speech 

segmentation, (2) modality-specific feature extraction, (3) 

per-branch classification, and (4) multimodal late fusion. 

B. Data Preprocessing 

1) Frame Extraction and Face Alignment: For video in- 

puts, frames are extracted at 25 fps using FFmpeg. Reti- 

naFace [23] is employed for face detection, producing a 

bounding box and five facial landmarks per detection. De- 

tected face crops are aligned to a canonical 224 × 224 pixel 

representation via an affine transformation based on the eye 

and mouth landmark coordinates. Crops are normalized to 

zero mean and unit variance using ImageNet statistics for 

compatibility with pre-trained backbone weights. 

2) Spectrogram Generation: Raw audio waveforms are 

resampled to 16 kHz and segmented into 4-second windows 

with 50% overlap. Each window is converted to a log-scale 

mel-spectrogram with 128 mel filterbanks, a window size of 

25 ms, and a hop length of 10 ms. The resulting 128×400 2-D 

spectrogram image is fed to the audio classification branch. 

3) Data Augmentation: To improve generalization, training-

time augmentation is applied independently per modality. 

Visual augmentations include random horizontal flipping, 

rotation (±15◦), color jitter (brightness and contrast ±0.2), 

and Gaussian blur. Audio augmentations include additive 

noise (SNR 10–30 dB), room impulse response convolution, 

codec simulation (MP3 at 32–128 kbps), and the RawBoost 

data augmentation strategy [20]. 

C. Model Architecture 

1) CNN Visual Branch: The CNN branch uses EfficientNet-

B4 [24] pre-trained on ImageNet as a feature extractor. 

The final global average pooling layer produces a 1792-

dimensional embedding, which is passed through two fully 

connected layers (FC-512 → FC-256, both with BatchNorm 

and ReLU) and a sigmoid output node for binary 

classification. 
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2) Vision Transformer Branch: The ViT branch uses a ViT-

B/16 [12] model pre-trained on ImageNet-21k. Each 224 × 

224 face crop is divided into 196 non-overlapping 16 × 16 
patches. Patch embeddings are passed through 12 

transformer encoder blocks. The classification token 

([CLS]) representation after the final block is projected via a 

linear head to a binary logit. This branch captures global and 

long-range spatial relationships that local CNNs may miss. 

3) Audio Classification Branch: The audio branch uses a 

ResNet-34 backbone applied to the mel-spectrogram images. 

We replace the standard first convolutional layer with a 3 × 3 
kernel (stride 1) to better preserve high-frequency spectral 

details. The 512-dimensional penultimate feature vector is 

passed through a FC-128 layer and a binary output head. 

D. Late Fusion Module 

The three branches produce scalar confidence scores sCNN, 

sViT, and saudio in [0, 1]. A learnable weighted average aggre- 

gates these scores: 

 
(1) 

The weights {wi} are optimized end-to-end using the joint 

training loss. When only a single modality is available, the 

corresponding branch is activated and fusion weights are 

renormalized. The final prediction is: 

yˆ = 1[sfused ≥ τ ],      (2) 

where τ = 0.5 by default (tunable on a held-out 

validation set). 

E. Training Process 

All branches are trained jointly using binary cross-entropy 

loss. The AdamW optimizer [27] is used with an initial learn- 

ing rate of 2 × 10−4, a cosine annealing schedule with warm 

restarts, and a weight decay of 10−4. Training is conducted 

for 40 epochs on 4 NVIDIA A100 GPUs with a per-GPU 

batch size of 32, using mixed-precision (FP16) training to 

reduce memory overhead. Early stopping with a patience of 

8 epochs is applied based on validation AUC. 

IV. SYSTEM ARCHITECTURE 

The DeepGuard system comprises five interconnected mod- 

ules: 

1. Input Ingestion Module: Accepts raw media files 

(JPEG/PNG images, MP4/AVI videos, WAV/FLAC 

au- dio). A media type detector routes inputs to the 

appro- priate preprocessing sub-pipeline. 

 

2. Preprocessing Module: Performs face detection 

and alignment for visual inputs (using RetinaFace) 

and mel- spectrogram generation for audio inputs, as 

described in Section III. 

3. Feature Extraction Module: Three parallel sub- 

networks—EfficientNet-B4, ViT-B/16, and ResNet-

34— independently encode modality-specific 

representations, each initialized with ImageNet pre-

trained weights and fine-tuned on deepfake 

benchmark data. 

4. Classification & Fusion Module: Per-branch binary 

classifiers produce confidence scores aggregated by 

the learnable late-fusion module (Eq. 1) to yield a 

unified forgery probability. 

5. Result Generation Module: Outputs a human-

readable verdict (REAL/FAKE), a confidence 

percentage, a saliency map (Grad-CAM [25]) 

highlighting regions influencing the decision, and a 

JSON metadata record for downstream integration. 

V.   DATASET DESCRIPTION 

A. FaceForensics++ (FF++) 

FaceForensics++ [7] is a large-scale video forgery dataset 

containing 1,000 original YouTube videos manipulated by 

four methods: DeepFakes (DF), Face2Face (F2F), FaceSwap 

TABLE 1: 

DeepGuard Module Summary 

 

(FS), and NeuralTextures (NT). Videos are available at 

three quality levels: raw, high-quality (HQ, CRF 23), and 

low- quality (LQ, CRF 40). We train and evaluate on the HQ 

split following standard protocol, using the official 

720/140/140 train/validation/test split. 

B. Celeb-DF v2 

Celeb-DF v2 [10] addresses the quality gap of earlier 

datasets by providing 5,639 high-quality celebrity deepfake 

videos synthesized with an improved face-swap pipeline that 

reduces visible blending artifacts. The dataset includes 590 

real videos and 5,049 forgeries spanning 59 celebrities. Celeb- 

DF v2 is notably challenging because its forgeries are of 

commercial-grade quality. 
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C. Deepfake Detection Challenge (DFDC) 

The DFDC dataset [26], released as part of the Facebook 

AI challenge, comprises over 128,000 video clips of 3,426 

consenting participants. Forgeries were produced using eight 

generation methods including face swap, puppet-master, and 

expression transfer techniques. The dataset is highly diverse 

in terms of lighting, pose, and background, making it one of 

the most challenging benchmarks. 

D. ASVspoof 2019 

ASVspoof 2019 [17] is the standard benchmark for audio 

anti-spoofing, containing Logical Access (LA) and Physical 

Access (PA) conditions. The LA partition includes 19 text- 

to-speech and voice conversion systems, while PA simulates 

replay attacks in various acoustic environments. Performance 

is measured using the Equal Error Rate (EER) metric. We use 

the LA condition for voice-clone detection, consistent with 

prior work. 

VI. EXPERIMENTAL RESULTS 

A. Evaluation Metrics 

We report Accuracy (ACC), Precision (P), Recall (R), F1- 

Score (F1), and Area Under the ROC Curve (AUC). All 

metrics are computed at the video/clip level by averaging 

frame-level predictions. 

B. Performance on Individual Datasets 

C. Comparison with State-of-the-Art 

D. Confusion Matrix Analysis 

On the combined test set (all four datasets), the model 

produced: 

• True Positives (TP): 9,421 (correctly identified 

fakes) 

• True Negatives (TN): 3,104 (correctly identified 

reals) 

TABLE 2:  

Per-Dataset Detection Performance (%) 

 

Dataset ACC P R F1 

FF++ (HQ) 99.1 99.0 99.2 99.1 

Celeb-DF v2 96.8 96.5 96.3 96.4 

DFDC 95.7 95.1 94.8 95.0 

ASVspoof (LA) 97.9 97.8 96.9 97.3 

Average 97.4 97.1 96.8 96.9 

 

 

 

TABLE 3:  

Comparison with Baseline Methods (FF++ HQ, ACC %) 

 

Method Venue ACC (%) 

MesoNet [9] WIFS’18 83.1 

XceptionNet [7] ICCV’19 95.7 

Multi-Attention [13] CVPR’21 97.6 

FTCN [14] ICCV’21 98.8 

DeepGuard (Ours) — 99.1 

 

• False Positives (FP): 276 (real media flagged as fake) 

• False Negatives (FN): 322 (fakes missed by the model) 

The low false-negative rate is critical for security-

critical applications where missed deepfakes carry 

higher risk than false alarms. 

E. Ablation Study 

TABLE 4:  

Ablation Study: Contribution of Each Branch (ACC %) 
 

Configuration FF++ Celeb-DF DFDC 

CNN only 95.7 91.2 88.4 

ViT only 96.9 93.5 90.1 

CNN + ViT 98.5 95.8 93.7 

CNN + Audio 97.1 93.0 91.5 

Full Fusion 99.1 96.8 95.7 

The ablation confirms that each branch contributes mean- 

ingfully, and that late-fusion consistently outperforms any 

single-modality configuration. 

VII. DISCUSSION 

A. Strengths 

• Cross-Modal Robustness: By fusing visual and 

acous- tic signals, DeepGuard is resilient to attacks 

that replace only one modality, a common 

adversarial strategy. 

• Generalization: Pre-training on large-scale datasets 

(ImageNet-21k for ViT, ASVspoof for audio) 

provides a strong initialization that improves cross-

dataset transfer. 

• Interpretability: Grad-CAM visualizations allow 

ana- lysts to understand which facial regions or 

spectral bands triggered a detection, supporting 

human oversight. 

• Modality Flexibility: The system degrades 

gracefully when one modality is absent (e.g., silent 

video), activat- ing only the relevant branches. 

 



 
International Journal of Recent Development in Engineering and Technology 

Website: www.ijrdet.com (ISSN 2347-6435 (Online) Volume 15, Issue 03, March 2026) 

989 

B. Limitations 

• Computational Cost: Running three deep networks 

in parallel is computationally expensive. Inference 

on a single V100 GPU takes approximately 480 ms 

per video second, limiting real-time applicability. 

• Adversarial Robustness: Like most learning-based 

de- tectors, DeepGuard is susceptible to adversarial 

pertur- bations specifically crafted to fool the model. 

• Compression Sensitivity: Heavily compressed 

videos (CRF ≥ 40) reduce detection accuracy by up 

to 7% compared to raw-quality inputs. 

• Dataset Bias: Training predominantly on Western 

celebrity datasets may reduce performance on media 

featuring other demographics and cultural contexts. 

VIII.   CONCLUSION 

This paper presented DeepGuard, a multimodal AI-based 

deepfake detection system that simultaneously analyzes im- 

age, video, and audio streams. By combining EfficientNet- 

B4, ViT-B/16, and ResNet-34 branches with a learnable late- 

fusion module, DeepGuard achieves state-of-the-art detection 

accuracy across four benchmark datasets, reaching an average 

accuracy of 97.4% and an F1-score of 96.9%. Ablation stud- 

ies confirm that multimodal fusion consistently outperforms 

single-modality baselines, underscoring the complementary 

nature of visual and acoustic forgery cues. While limitations 

remain—particularly regarding real-time inference speed and 

adversarial robustness—the results demonstrate that unified 

multimodal architectures represent a promising direction for 

next-generation media forensics. As deepfake generation 

technology continues to advance, the research community 

must prioritize adaptive, generalizable detection systems that 

can keep pace with emerging synthesis methods. 

IX. FUTURE WORK 

Real-Time Detection: We plan to explore knowledge 

distillation [28] and neural architecture search to produce 

lightweight student models capable of real-time inference on 

edge devices and mobile platforms, targeting sub-50 ms 

latency per video second. 

Multimodal Detection Improvements: Future work will 

investigate early-fusion and cross-attention fusion mecha- 

nisms that explicitly model temporal lip-speech synchrony, 

facial micro-expression dynamics, and audio-visual emotion 

consistency, potentially providing richer forgery signals than 

independent late fusion. 

 

 

 

Adversarial Robustness: We intend to incorporate adver- 

sarial training with PGD [29] and certification-based defenses 

to harden the system against white-box and black-box adver- 

sarial perturbations. 

Larger and More Diverse Datasets: Collecting and an- 

notating large-scale datasets spanning multiple languages, 

ethnicities, and recording conditions is critical. Synthetic 

data augmentation using controllable diffusion models may 

also help bridge the coverage gap. 

Explainability and Forensic Reports: Integrating ad- vanced 

explainability methods—such as SHAP [30] values and 

concept activation vectors—will enable the generation of 

standardized forensic reports suitable for legal proceedings. 

Cross-Platform Deployment: We aim to deploy Deep- 

Guard as a browser extension and API service to support 

fact-checkers and journalism organizations with automated 

pre-publication media verification. 
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