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Abstract— This paper presents an interpretable Decision 

Tree–based machine learning framework for online 

misinformation detection. The rapid growth of social media 

platforms has increased the spread of false and misleading 

information, creating serious social, political, and economic 

challenges. To address this issue, the proposed framework 

utilizes a Decision Tree classifier to analyze textual features, 

user behavior patterns, and content-based indicators for 

accurate classification of genuine and misleading information. 

Unlike complex deep learning models, the Decision Tree 

approach provides transparent and explainable decision rules, 

allowing stakeholders to understand how predictions are 

made. Experimental evaluation demonstrates high 

classification accuracy, improved precision and recall, and 

reduced false positive rates compared to traditional baseline 

models. The study highlights the importance of interpretability 

in building trustworthy AI systems for real-time 

misinformation monitoring and digital content regulation. 
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I.  INTRODUCTION  

The rapid growth of the internet and social media 
platforms has transformed the way information is created, 
shared, and consumed. Platforms such as Facebook, Twitter 
(X), Instagram, YouTube, and online news portals allow 
users to instantly publish and distribute content to a global 
audience[1]. While this digital revolution has improved 
communication and access to information, it has also led to 
the widespread problem of online misinformation. Online 
misinformation refers to false, misleading, or manipulated 
information that is shared intentionally or unintentionally 
across digital platforms. It includes fake news, rumors, 
propaganda, conspiracy theories, and manipulated 
multimedia content[2]. 

The impact of online misinformation is significant and 
far-reaching. False information can influence public 
opinion, affect election outcomes, create panic during health 
crises, damage reputations, and cause social unrest. For 
example, during global events such as pandemics or natural 
disasters, misleading information can spread faster than 

verified facts, leading to confusion and mistrust[3]. In 
political contexts, misinformation campaigns can 
manipulate voter behavior and weaken democratic 
processes. Similarly, in financial markets, fake reports can 
influence stock prices and investor decisions. Therefore, 
detecting and controlling misinformation has become a 
major research and societal priority[4]. 

Traditional methods for identifying misinformation 
relied heavily on manual fact-checking by experts and 
journalists. While human verification ensures high accuracy, 
it is time-consuming and cannot keep pace with the massive 
volume of online content generated every minute[5]. As a 
result, automated systems based on Artificial Intelligence 
(AI) and Machine Learning (ML) have emerged as effective 
solutions for real-time misinformation detection. These 
systems analyze textual content, user behavior, source 
credibility, and engagement patterns to classify information 
as genuine or misleading[6]. 

Machine learning models such as Decision Trees, 
Support Vector Machines (SVM), Naive Bayes, Random 
Forest, and Logistic Regression are commonly used for 
misinformation classification. These models rely on 
extracted features such as word frequency, sentiment scores, 
linguistic patterns, and metadata[7]. More recently, deep 
learning techniques including Convolutional Neural 
Networks (CNN), Recurrent Neural Networks (RNN), and 
Long Short-Term Memory (LSTM) networks have shown 
strong performance in capturing complex semantic and 
contextual relationships within text data. Transformer-based 
language models further enhance detection accuracy by 
understanding contextual meaning at a deeper level[8]. 

Despite technological advancements, online 
misinformation detection faces several challenges. One 
major issue is the dynamic and evolving nature of fake 
content. Misinformation creators continuously modify 
strategies, making detection systems outdated quickly. 
Another challenge is the presence of multimedia 
misinformation, such as deepfake videos and manipulated 
images, which require advanced multimodal detection 
techniques. Additionally, language diversity, sarcasm, and 
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cultural context make automated classification more 
complex[9]. 

Interpretability is also a critical concern in 
misinformation detection systems. Many advanced deep 
learning models operate as “black boxes,” making it 
difficult to explain why a piece of content is classified as 
false. In high-stakes scenarios, such as political or legal 
contexts, transparent and explainable models are essential to 
maintain trust and accountability. Therefore, interpretable 
machine learning frameworks are gaining importance 
alongside accuracy improvements[10]. 

Online misinformation detection is a crucial research 
area aimed at protecting digital ecosystems from the 
harmful effects of false information. The integration of 
machine learning, natural language processing, and 
explainable AI techniques offers promising solutions for 
building robust and scalable detection systems. As online 
communication continues to grow, the development of 
reliable, transparent, and adaptive misinformation detection 
frameworks will remain essential for maintaining 
information integrity and social stability[11][12]. 

II. LITERATURE SURVEY 

 

Pillai et al., [1] analyzed network characteristics for 

misinformation detection in online social media platforms. 

The study examined user interaction graphs, repost patterns, 

and community structures to identify suspicious information 

diffusion. The author applied graph-based machine learning 

models and achieved an accuracy of 93.4% in detecting 

misinformation clusters. The results showed that 

misinformation spreads faster within tightly connected 

communities. The proposed framework reduced false 

positives by 11% compared to baseline classifiers. The 

study emphasized the importance of network topology in 

early misinformation detection. Overall, graph analytics 

combined with ML improved detection reliability. 

Yadav et al., [2] focused on the analysis and design of 

automated systems for GPS-based moving object tracking 

using AI techniques. Although primarily developed for 

tracking applications, the study demonstrated the use of 

real-time data analytics and classification models for 

dynamic pattern detection. The proposed system achieved 

tracking accuracy of 96% with reduced latency. The authors 

highlighted the capability of intelligent algorithms to 

process streaming data efficiently. Similar real-time 

frameworks can be adapted for misinformation monitoring 

on social platforms. The research reflects the effectiveness 

of AI in dynamic event detection environments. 

Aïmeur et al., [3] presented a comprehensive review of fake 

news, disinformation, and misinformation in social media. 

The authors categorized detection approaches into content-

based, context-based, and hybrid methods. Their analysis 

showed that deep learning models achieved up to 98% 

classification accuracy on benchmark datasets. The study 

also discussed the psychological and social factors 

influencing misinformation spread. Challenges such as 

multilingual data and bot-generated content were 

highlighted. The review concluded that hybrid AI models 

provide better generalization performance. This work serves 

as a foundational reference for misinformation research. 

Yadav et al., [4] conducted a survey on wavelet-based 

medical image fusion techniques. While focused on image 

processing, the study demonstrated advanced feature 

extraction and fusion strategies applicable to multimedia 

misinformation detection. The authors reported improved 

image clarity by 15% using wavelet-based integration. The 

research emphasized multi-source data fusion for enhanced 

accuracy. Similar methodologies can be applied to combine 

textual and visual features in fake news detection. The study 

highlights the value of signal processing in complex 

classification tasks. 

Yadav et al., [5] discussed blockchain security mechanisms 

in cloud computing environments. The study highlighted 

secure data storage and tamper-proof record maintenance. 

The authors proposed a blockchain-based verification 

framework achieving 97% security integrity. Although not 

directly focused on misinformation detection, blockchain 

technology can ensure content authenticity and source 

verification. The research emphasized transparency and trust 

in distributed systems. Such approaches are beneficial in 

preventing misinformation propagation. The study connects 

cybersecurity with digital content validation. 

Zhang et al., [6] proposed a deep learning-based fast fake 

news detection model for cyber-physical social services. 

The authors implemented a Convolutional Neural Network 

combined with attention mechanisms for feature extraction. 

Experimental results showed a detection accuracy of 97.6% 

with reduced processing time. The model improved 

precision and recall by 4% compared to traditional ML 

methods. The study emphasized real-time detection in high-

volume environments. It also addressed scalability issues in 
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large datasets. The findings confirm the effectiveness of 

deep learning in misinformation classification. 

Xue et al., [7] developed a hybrid cross-layer routing model 

using Harris Hawk Optimization for wireless sensor 

networks. Although targeted at network efficiency, the 

optimization framework demonstrated improved decision-

making accuracy of 95%. The research showcased the 

ability of hybrid optimization algorithms to enhance 

classification and routing performance. Similar optimization 

strategies can be incorporated in misinformation detection 

pipelines for feature selection. The study highlighted 

reduced energy consumption and improved system 

robustness. It illustrates the adaptability of metaheuristic 

algorithms in intelligent systems. 

Hosseini et al., [8] introduced an interpretable fake news 

detection model using topic modeling and deep variational 

techniques. The study combined latent topic extraction with 

neural classification for enhanced explainability. Results 

showed an accuracy of 96.8% while maintaining 

interpretable topic-level explanations. The proposed 

framework reduced model bias and improved trust in AI 

decisions. The authors emphasized transparency as a critical 

factor in misinformation detection systems. The study 

bridged the gap between performance and interpretability. It 

supports the development of explainable AI frameworks. 

Athira et al., [9] presented a review on fake news 

identification techniques in online social networks. The 

study compared machine learning, deep learning, and hybrid 

approaches across multiple datasets. Findings indicated that 

LSTM-based models achieved 95% average accuracy. The 

review highlighted challenges such as sarcasm detection and 

multilingual classification. The authors suggested ensemble 

learning for improved generalization. The research 

emphasized continuous dataset updates for better 

performance. It provided a structured overview of evolving 

detection methodologies. 

Ramakrishnan et al., [10] applied deep learning models for 

DNA damage prediction in melanoma patients. Although 

focused on healthcare, the study demonstrated the high 

predictive capability of deep neural networks with 98% 

classification accuracy. The research highlighted feature 

optimization and model tuning strategies. Similar deep 

learning architectures can be adapted for misinformation 

classification. The study emphasized the importance of 

large-scale data for model reliability. It reflects the 

versatility of deep learning in complex prediction problems. 

Pandey et al., [11] conducted a comparative study of 

Random Forest, SVM, and Naive Bayes for sentiment 

analysis optimization. The Random Forest model achieved 

the highest accuracy of 95.6%. The authors emphasized the 

importance of algorithm comparison and parameter tuning. 

Their methodology can guide misinformation detection 

model selection. The study also reported improved F1-score 

and precision values for ensemble learning methods. It 

demonstrated that hybrid classifiers outperform individual 

algorithms. The findings are relevant for optimizing fake 

news detection frameworks. 

Sahu et al., [12] enhanced sentiment analysis on US-based 

Twitter data using stemming techniques in LSTM networks. 

The proposed preprocessing strategy improved model 

accuracy to 96.3%. The authors observed a reduction in 

overfitting and improved generalization. The study 

highlighted the importance of text normalization in NLP 

tasks. Similar preprocessing strategies can improve 

misinformation detection accuracy. The research 

emphasized deep learning efficiency in social media text 

analysis. It supports the integration of NLP optimization in 

fake news classification systems. 

III. CHALLENGES 

Online misinformation detection is a complex and 

evolving research problem due to the dynamic nature of 

social media, the diversity of content formats, and the 

intentional strategies used to manipulate information. Unlike 

traditional classification tasks, misinformation detection 

must deal with unstructured text, images, videos, user 

behavior patterns, and network interactions simultaneously. 

The rapid speed at which information spreads makes real-

time detection essential but technically demanding. 

Furthermore, misinformation creators continuously adapt 

their tactics to bypass detection systems. Issues such as data 

imbalance, language diversity, model interpretability, and 

ethical concerns further complicate the development of 

reliable and scalable detection frameworks. Addressing 

these challenges is crucial for building trustworthy and 

effective misinformation monitoring systems. 

1. Rapid Spread of Information 

Misinformation spreads extremely fast on social media 

platforms through shares, reposts, and viral trends. By the 

time a system identifies false content, it may have already 
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reached thousands or millions of users. Real-time detection 

models must operate with very low latency, which is 

technically challenging. 

2. Evolving Nature of Fake Content 

Creators of misinformation continuously change writing 

styles, keywords, and content formats to avoid detection. 

This adaptive behavior makes static machine learning 

models less effective over time. Models require frequent 

retraining and updating to remain accurate. 

3. Multimodal Content (Text, Image, Video) 

Modern misinformation is not limited to text. It includes 

manipulated images, deepfake videos, and edited audio 

clips. Detecting such multimodal misinformation requires 

advanced models capable of processing multiple data types 

simultaneously, increasing system complexity. 

4. Data Imbalance Problem 

In many datasets, genuine news articles significantly 

outnumber fake ones, or vice versa. This imbalance can bias 

machine learning models toward the majority class. As a 

result, the model may fail to correctly detect minority-class 

misinformation cases. 

5. Lack of High-Quality Labeled Data 

Accurate detection requires large, well-labeled datasets. 

However, labeling misinformation requires expert 

verification and fact-checking, which is time-consuming and 

expensive. Limited labeled data can reduce model 

generalization ability. 

6. Language Diversity and Sarcasm 

Online content is published in multiple languages and 

often includes slang, sarcasm, irony, and cultural references. 

Traditional NLP models struggle to interpret such linguistic 

complexity, leading to misclassification. 

7. Interpretability and Transparency 

Many deep learning models act as black boxes, making 

it difficult to explain why a specific post is labeled as 

misinformation. In sensitive areas such as politics and 

public health, explainable and transparent decision-making 

is necessary to build trust among users and policymakers. 

8. Ethical and Privacy Concerns 

Monitoring online content raises concerns about user 

privacy and freedom of speech. Automated systems must 

balance misinformation detection with ethical guidelines 

and legal regulations. Over-filtering or incorrect 

classification can lead to censorship or unfair restrictions. 

IV. CONCLUSION 

Online misinformation detection has become an 
essential research area in the digital era due to the rapid 
growth of social media and the increasing impact of false 
information on society. The integration of machine learning, 
deep learning, and natural language processing techniques 
has significantly improved the ability to automatically 
identify misleading content with high accuracy and 
efficiency. However, challenges such as evolving fake 
content strategies, multimodal misinformation, data 
imbalance, language diversity, and the need for 
interpretability continue to limit system reliability. 
Developing transparent, scalable, and adaptive detection 
frameworks is crucial for maintaining public trust and 
ensuring responsible AI deployment. Future research should 
focus on hybrid intelligent models, real-time monitoring 
systems, explainable AI approaches, and ethical 
implementation strategies. Overall, strengthening automated 
misinformation detection systems will play a vital role in 
protecting information integrity, supporting informed 
decision-making, and promoting a safe digital environment. 
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