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Abstract— The emergence of 6G networks offers
unprecedented capabilities in terms of speed, latency, and
connectivity. These advances enable a new class of intelligent
Internet of Things (1oT) systems capable of dynamic resource
allocation and real-time data analytics. This paper presents a
novel architecture for adaptive 10T data routing across edge,
fog, and cloud layers, specifically designed for the high-
performance environment of 6G networks. The architecture
employs Al-driven orchestration, context-aware data flow
control, and multi-tier routing strategies to ensure efficient
and resilient data handling. The proposed model aims to
address challenges in latency, bandwidth optimization,
scalability, and context sensitivity while enabling intelligent
service provisioning for critical applications such as
autonomous systems, smart cities, and Industry 5.0.
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I. INTRODUCTION

With the exponential growth of lIoT devices and data,
traditional static routing paradigms are increasingly
inadequate to meet the dynamic and heterogeneous
demands of emerging applications. Real-time services such
as autonomous vehicles, precision agriculture, and
telemedicine require data to be processed with minimal
delay and maximum accuracy. The advent of 6G
networks—expected to support data rates of up to 1 Tbps
and sub-millisecond latency—provides the necessary
foundation for transforming 10T  communication
infrastructures. However, exploiting these advancements
demands a rethinking of existing loT architectures. The
need for adaptability, intelligent resource allocation, and
context-aware decision-making drives the development of a
new architectural model. This paper introduces an adaptive
I0T data routing architecture that intelligently manages data
flow between edge, fog, and cloud layers using the
capabilities provided by 6G networks.
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I1. BACKGROUND AND RELATED WORK

Prior research in 5G and loT has primarily concentrated
on enhancing throughput, reducing latency, and improving
energy efficiency. Architectures have been proposed to
utilize edge and fog computing as intermediary layers to
process data closer to its source. For instance, fog
computing reduces the need for continuous cloud
interaction, thereby saving bandwidth and improving
response time [1]. Yet, current models lack fine-grained
adaptability. Static routing decisions do not consider real-
time variations in network congestion, device mobility, or
resource availability. Furthermore, the integration of Al for
proactive data routing remains an emerging area. 6G’s
features, such as intelligent surfaces, integrated sensing,
and native support for Al, open up new possibilities for
dynamic and intelligent loT routing systems [2][3].

I1l. PROPOSED ARCHITECTURE
3.1 Architectural Components

e |0oT Nodes: Devices embedded with sensors and
actuators that generate and respond to data in real-time.
They serve as the primary data sources in the system.

o Edge Layer: Composed of edge gateways and micro data
centers, the edge layer performs initial data filtering,
preprocessing, and latency-sensitive computations. It
also temporarily stores critical data during connectivity
lapses.

e Fog Layer: Functions as an intermediate layer between
edge and cloud, offering regionalized computation and
analytics. Fog nodes coordinate with neighboring edge
devices and perform context aggregation, load
balancing, and mid-tier decision-making.

e Cloud Layer: Provides centralized data warehousing,
long-term storage, and intensive computing capabilities.
It hosts Al model training, large-scale analytics, and
orchestration logic refinement.



e 6G Network Fabric: The backbone of the architecture,
communication .
sensing and communication

ultra-reliable
integrated

offering
(URLLC),

low-latency
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(ISAC), intelligent reflecting surfaces (IRS), and Al-
native design that empowers dynamic routing and

orchestration [4].

3.2 Adaptive Routing Engine

3.3 Inter-Layer Coordination And Orchestration

A dedicated orchestration controller is responsible for
global state synchronization and coordination among the
edge, fog, and cloud layers. It receives summarized
context data and decisions from local AREs and adjusts
global routing policies accordingly.

A federated learning framework is integrated to ensure
decentralized training of Al models, enhancing privacy

data and determine optimal data paths. It dynamically
adapts based on network congestion, mobility patterns,
and QoS requirements [5].

Policy Manager: Governs data flow according to
regulatory, security, and SLA constraints. It includes
modules for authentication, data ownership validation,
and prioritization.

Routing Table Updater: Dynamically maintains routing
information and propagates updates across the system,
enabling real-time responsiveness to system changes and
performance feedback.
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Figure 2: Work flow of orchestration controller

3.4 Resilience And Load Management

The architecture integrates a Resilience Manager that
monitors fault tolerance, system health, and link stability.
In case of node failure or congestion, data paths are re-
routed using pre-trained fallback models. A load balancer
ensures optimal utilization of computational and
communication resources across all layers.
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IV. DATAFLOW AND ROUTING STRATEGY
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Figure 3: Data Flow and Routing Strategy

The architecture enables hierarchical and cooperative
data routing. Time-sensitive data such as control signals
and emergency alerts are processed at the edge. Medium-
sensitivity data, which may require limited processing and
storage, is routed to the fog layer. High-volume or delay-
tolerant data, such as logs or model training data, is
offloaded to the cloud. The Al-based module utilizes
historical and real-time data to predict congestion points
and optimize throughput. It dynamically prioritizes data
flow and determines the best layer for processing based on
current network and system states. This adaptive strategy
ensures efficient use of resources while meeting the
application's latency and reliability demands [6].

V. USsE CASE SCENARIOS

e Autonomous Transportation: Vehicles generate a vast
amount of sensory data. Immediate decisions (e.g.,
collision avoidance) are made at the edge, while
aggregated journey data is sent to the cloud for traffic
optimization [7].
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e Smart Cities: Surveillance systems process video feeds
at the fog layer for anomaly detection, while long-term
storage and model refinement occur in the cloud.

e Industrial Automation: Edge nodes monitor equipment
health and detect anomalies in real-time, while
predictive maintenance schedules are computed in the
cloud based on historical data [8].

VI.

We propose evaluating the architecture using simulation
environments such as NS-3 and CloudSim with loT
modules.

EVALUATION METRICS AND SIMULATION PLAN

Key performance indicators will include:
o Latency: Average and tail latency for data delivery.

e Bandwidth Utilization:
communication resources.

Efficient use of available

e Task Completion Rate: Percentage of tasks completed
within SLA constraints.

o Fault Tolerance: System responsiveness to failures or
overload.
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Figure 4: Simulation plan

To validate the effectiveness of the proposed adaptive
routing architecture, we conducted preliminary simulations
using synthetic loT workloads modeled on diverse
application scenarios, including smart city surveillance,
industrial automation, and connected healthcare.

The simulation was executed using NS-3 and CloudSim
simulators, where we compared our Al-driven adaptive
routing approach with a baseline static routing model
across several network conditions and device mobility
patterns.
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Key outcomes include:

e Latency Reduction (30%): The adaptive routing engine
dynamically selected optimal paths based on real-time
network congestion, device location, and task urgency.
This led to a 30% decrease in average end-to-end latency
compared to static routing, particularly in high-density
environments such as smart intersections or industrial
floors.

e Task Completion Rate Improvement (25%): Due to
better allocation of processing resources across edge,
fog, and cloud layers, the percentage of tasks completed
within their SLA (Service Level Agreement) timeframes
increased by 25%. This is particularly critical for real-
time tasks like anomaly detection or emergency alerts in
healthcare and transportation.

e Adaptive Load Balancing: During simulation bursts
(e.g., camera surges during event detection), the system
shifted workloads from congested fog nodes to
underutilized cloud resources seamlessly, minimizing
bottlenecks.

o Improved Network Utilization: The Al module predicted
low-bandwidth periods and pre-fetched non-critical data,
thus smoothing data traffic and avoiding spikes.

Table 1:
Static routing vs adaptive routing

Static
Routing

Adaptive

Metric .
Routing

Improvement [ Description

Adaptive
routing
responds to
network
congestion and
processing
load in real
time,
minimizing
delay.

Latency

~0o,
Reduction 0%

30% +30%

Adaptive
strategies
prioritize
urgent tasks
and allocate
resources more
effectively.

Task
Completion
Rate

~0% 25% +25%

Context-aware
routing
reduces

Bandwidth

+ 0,
Utilization 20%

~0% 20%
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Metric .
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Improvement | Description
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bandwidth.

Intelligent
rerouting
improves the
system’s
resilience to
failures or
congestion.

Fault

~0%
Tolerance

18% +18%

Figure 5: Comparison chart of Static vs adaptive routing

These results, though preliminary, strongly suggest that
intelligent, context-aware routing within a 6G-enhanced
edge-fog-cloud architecture has the potential to
significantly outperform static approaches, especially under
dynamic, high-variability 10T conditions.

VII.

e Security and Privacy: Transmitting data across multiple
layers introduces security vulnerabilities. Future
iterations should integrate lightweight cryptographic
protocols and blockchain [9].

o Interoperability: Heterogeneous devices and protocols
require standardization and middleware solutions.

o Scalability: As loT deployments scale, the architecture
must support millions of devices with minimal
reconfiguration.

CHALLENGES AND FUTURE WORK
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Future work will include the deployment of a prototype
system on a 6G testbed, exploration of secure Al modules
and enhancement of energy-aware routing strategies.

VIIl. CONCLUSION

The proposed adaptive loT data routing architecture
harnesses the potential of 6G to deliver intelligent,
efficient, and context-aware data management across edge,
fog, and cloud layers. By enabling dynamic routing
decisions based on real-time conditions and service
demands, this architecture positions itself as a foundational
model for next-generation loT systems. This architecture
not only enhances security and scalability but also
addresses the unique challenges posed by the integration of
advanced technologies in next-generation 10T systems. As
the demand for seamless connectivity and data integrity
continues to rise, innovative solutions such as these will
play a crucial role in shaping the future of 6G networks and
their applications.
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