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Abstract— Privacy is key parameter of communication 

between or with internet of things. However, some of the 

challenges arising from the use of this algorithm are 

computational overhead, use of a fixed S-Box and pattern 

problems, which occur when handling more complex 

multimedia data such as text, image and video. Internet of 

things is promising to change the world to a better one with its 

tremendous applications in our daily lives where all physical 

objects will be connected to each other including humans. 

Blowfish is one of the cryptography based technique which is 

freely available and still unbroken. This paper summarizes 

the various research work based on encryption security 

algorithms and observed some constraint using in internet of 

things application.   

Keywords— Encryption, Security, Internet of Things (IoT), 

Privacy.        

I. INTRODUCTION  

The science of securing digital data by making it 

unintelligible for unauthorized access, especially for 

transmission and storage is called Cryptography. The usage 

of Internet of Things and other applications has led to an 

exponential increase in the data being stored, transmitted 

and processed. This data increase has led to an increased 

demand for data security architecture. Many applications of 

IoT are based out of application processors, the common 

ones being Raspberry Pi and Beagle Bone. 

The development of IoT by utilizing the new form of IP 

address (IPv6), which goes past the constraints of IPv4, 

will change the universe of Web by giving the network to a 

tremendous number of keen associated gadgets close to 70 

billion, or considerably more. Prospering this innovation 

has been called as the Second Economy or the Modern 

Web revolution. It will create an enormous market with 

different administrations, and the extent of this market is 

assessed in the trillions of dollars. This market is a 

promising plan to be effective, anyway just if the security 

viewpoints get into record before this tremendous 

procedure begins to be actualized generally.  

 

 

The IoT's anyplace, anything, whenever nature could 

undoubtedly change these points of interest into 

disservices, if security viewpoints would not be given 

enough. For instance, if anyone can approach any close to 

home administrations and data, or if the data of an 

extensive variety of individuals can be come to by nature 

consequently, the IoT would not have a dependable 

situation. 

 
Figure 1: Cryptography for IOT 

Multimedia data (text, audio, image, animation and 

video) have been widely used in the past few years for 

advanced digital content transmission. With the network 

technology focusing on Internet of Things (IoT) nowadays, 

the security of the multimedia content has raised 

researchers' concerns. The exchange of digital data over a 

network has exposed the multimedia data to various kinds 

of abuse such as Brute-Force attacks, unauthorized access, 

and network hacking. Therefore, the system must be 

safeguarded with an efficient media-aware security 

framework such as encryption methods that make use of 

standard symmetric encryption algorithms, which will be 

responsible for ensuring the security of the multimedia 

data.   
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II. LITERATURE SURVEY 

B. M. B. Beron et al.,[1] Cost of data breach is 

frightfully alarming and software-based solutions for 

addressing information security may not just be enough. 

The need for hardware-level cryptography gave rise to the 

conception of this research aiming at the ASIC 

implementation of a Blowfish cryptographic core in 0.13 

μm CMOS process technology, and at the employment of 

pipelining and datapath modification to the Blowfish 

algorithm for propagation delay reduction and performance 

enhancement. 

S. B. Nalawade et al.,[2] In this work FPGA based 

design and implementation of Blowfish algorithm has been 

proposed. For RTL coding VHDL has been used and 

Virtex-5XC5VLX50T FPGA device used as a 

reconfigurable platform for implementation of Blowfish 

algorithm. The aim of this system is to evaluate 

performance of Blowfish algorithm on reconfigurable 

platform in terms of power consumption and throughput. 

For testing purpose image data and ECG data has been 

used as plaintext. 

H. Setiawan et al.,[3] In this study an electronic secure 

disposition application will be developed in accordance 

with the Regulation of the Minister of State for 

Administrative Reform and Bureaucratic Reform number 6 

of 2011 concerning Regulation of Electronic Service 

Manuscripts to overcome manual disposition problems in 

Government Institution. The application will apply the 

Blowfish algorithm as its encryption method. and digital 

signatures with SHA-512 hash functions and RSA digital 

signatures in the attached file. 

M. A. Muin et al.,[4] the research is measured by the 

required time to decrypt the ciphertext. Longer decryption 

time lead to a longer time to perform a brute force attack to 

get the original text message, therefore more secure. 

Experiment result shows that a composite cryptosystem on 

AES256-Blowfish required longer decryption time 

compare to the composite cryptosystem in reverse order 

(Blowfish-AES256). 

S. Vyakaranal et al.,[5] The proposed work discusses 

different symmetric key cryptographic algorithms like 

DES, 3DES, AES and Blowfish by considering encryption 

time, decryption time, entropy, memory usage, throughput, 

avalanche effect and energy consumption by practical 

implementation using java. Practical implementation of 

algorithms has been highlighted in proposed work 

considering tradeoff performance in terms of cost of 

various parameters rather than mere theoretical concepts. 

 

 

S. Varshney et al.,[6] In this work a hardware 

architecture is proposed with inner-loop pipelining, loop 

unrolling for the amalgam of Blowfish and RC6. The used 

algorithm uses two random numbers “a” and “w” that helps 

in removing weak key attack and Known plaintext attack of 

Blowfish. Also the used algorithm uses one S-Box by 

overlapping process that eliminates the collision key attack 

of Blowfish. The used algorithm requires less cycles than 

blowfish and RC6. 

I. A. Landge et al.,[7] To protect sensitive data against 

threat embedded devices are designed with inbuilt security 

features. The sensitive data is encrypted before 

transmission so that only authorized user can have access to 

such information. Hardware implementation of encryption 

algorithm is helpful in designing secured Embedded 

System. VHDL based Blowfish algorithm implementation 

and analysis is discussed in this work.  

T. K. Hazra et al.,[8] In this work we have proposed a 

new algorithm of encrypting and decrypting images and 

text files. The proposed method is implemented by 

combining the concepts of Diffie Hellman algorithm and 

Blowfish algorithm. In this new technique at first a 

computer user will encrypt a file using a secret key 

generated by blowfish algorithm. Then using Diffie-

Hellman protocol a shared private key will be generated for 

two computer users who are trying to communicate over an 

insecure channel.  

A. Chauhan et al.,[9] This work proposes a novel 

parallel cryptographic algorithm, blending and changing 

from MD5 and Blowfish encryption schemes, which can 

upgrade security. A hybrid MD5-Blowfish cryptographic 

calculation is created to defeat the shortcoming from 

symmetric block cryptographic and hash function schemes. 

A. Gaur, et al.,[10] In this research work, the hybrid 

cryptographic algorithm is used to enhance data security by 

using an encryption algorithm in the cloud and the results 

are analyzed on the basis of parameters like storage space 

and time ( both encryption and decryption time). This work 

consists of the combination of Blowfish algorithm and 

MD5 hashing algorithm and comparison with EDS-AES 

cryptographic algorithm is shown. 

III. CRYPTOGRAPHIC APPROACHES 

With the development of security schemes over the 

years, many new encryption techniques have been devised, 

and improvements have been done on existing techniques. 

In general, all the existing techniques can be classified into 

Asymmetric and Symmetric encryption techniques.  
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In this paper, we will be concentrating mainly on the 

widely used Symmetric encryption techniques. A detailed 

analysis, working and the various attacks on these 

Symmetric and Asymmetric ciphers. Symmetric encryption 

techniques are further classified into Block Ciphers and 

Stream Ciphers. The block and stream ciphers that have 

been used in this paper are discussed next. 

 Block Ciphers 

 Block Cipher cryptographic schemes convert an entire 

block of plain text into a block of cipher text at a time. 

These are bulkier and slower ciphers as they involve the 

division of plain text into blocks and rely on both diffusion 

and confusion concepts. They have a simpler software 

implementation and also have different modes of 

operations.  

The following are the advantages of Blowfish algorithm. 

Blowfish is – 

i. One of the unbreakable algorithms available in 

cryptography. 

ii. One of the more flexible encryption methods 

available. 

iii. Comparatively faster algorithm among the available 

ones. Having high execution speed and throughput. 

iv. Consumes less energy for execution as compared to 

other symmetric algorithms.  

v. Need of minimum memory requirement. 

 Advanced Encryption Standard (AES) 

Advanced Encryption Standard or AES is a block 

encryption technique which was developed by Belgian 

cryptographers, Vincent Rijmen and Joan Daemen. It is 

based on the principle of substitution-permutation network, 

a combination of both substitution and combination. It 

basically comprises of 3 block ciphers- AES-128, AES-192 

AES-256 and each of these ciphers can encrypt and decrypt 

data in 128-bit blocks using 128, 192 and 256 bit keys 

respectively. The higher the key size, the stronger the 

encryption. Since AES is a symmetric cipher, both the 

sender and the receiver must know the key for encryption 

and decryption respectively. 

 Blowfish 

Blowfish block cipher was developed 1993 by Bruce 

Schneier. It uses a fixed block of size 64 bits, with a 

varying key-length between 32 and 448 bits. It also makes 

use of large key-dependent S-boxes. Similar to DES, it has 

a 16-round Feistel cipher structure. It is an open source 

algorithm which has not yet been broken. 

 

 Twofish  

Similar to AES, DES and Blowfish algorithms, Twofish 

also depends on the Feistel structure. Having developed 

Blowfish, Bruce Schneier made developments to his cipher 

which thus lead to Twofish which is a symmetric cipher, 

with a block size of 128 bits and a key of any length upto 

256 bits. The plain text is broken into two 32-bit words and 

fed into the F-boxes. The two words are further broken 

down into four bytes within these F-boxes and sent through 

S-boxes, each dependent on different keys. The four output 

bytes are combined into a 32-bit word using Maximum 

Distance Separable (MDS) matrix. The Pseudo�Hadamard 

Transform (PHT) is used to combine the 2 32-bit words. 

This is then XOR-ed with the other half. Certain 1- bit 

rotation operations are also performed before and after the 

XOR operation.  

IV. SECURITY CHALLENGES 

In applying security to a computing system such as a 

Web application server, the security designer must 

overcome challenges involved with using the security tools 

discussed earlier in this chapter. When implementing 

cryptographic algorithms such as symmetric ciphers, the 

designer must study the tool and avoid its weaknesses. For 

example, some ciphers have a set of "weak" keys, which 

are key values that lend themselves to easier compromise 

by an intelligent adversary. Challenges the security 

designer faces when using security solutions include proper 

random number generation for key values, key 

management, certificate revocation issues, trust models, 

and threat modelling. 

Apart from the four fundamental elements of 

information security, there are other issues that affect the 

effective use of information − 

 A strongly encrypted, authentic, and digitally signed 

information can be difficult to access even for a 

legitimate user at a crucial time of decision-making. 

The network or the computer system can be attacked 

and rendered non-functional by an intruder. 

 High availability, one of the fundamental aspects of 

information security, cannot be ensured through the 

use of cryptography. Other methods are needed to 

guard against the threats such as denial of service or 

complete breakdown of information system. 

 Another fundamental need of information security 

of selective access control also cannot be realized 

through the use of cryptography. Administrative 

controls and procedures are required to be exercised 

for the same. 
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 Cryptography does not guard against the 

vulnerabilities and threats that emerge from the poor 

design of systems, protocols, and procedures. These 

need to be fixed through proper design and setting up 

of a defensive infrastructure. 

V. CONCLUSION 

This paper present the review and study of security 

algorithms for high speed and internet of things application 

and also introduced briefly the main ideas of IoT and called 

attention to the significance of having a protected structure 

for this new encouraging innovation. We went over the 

present difficulties related with giving protection which is 

the best basic segment, on the grounds that without enough 

security. Secondly different security techniques discussed 

and compare their performance. Also discuss blowfish 

algorithm studied and analyzed well to promote the 

performance of the encryption methods also to ensure the 

security proceedings. Therefore blowfish has many 

advantages but if it will use IOT application then give more 

delay and consume large area and more power. In future, 

we implement the blowfish based security algorithm using 

Xilinx 14.7 software and improve the performance so that 

requirement of security in IOT application can be fulfilled. 

REFERENCES 

[1] B. M. B. Beron, V. T. Duhaylungsod, K. G. Jimenez, J. Hora, R. C. 

O. Calimpusan and O. Joy Gerasta, "ASIC Implementation of 

Pipelined Blowfish Cryptographic Core in 0.13 µm CMOS Process 
Technology," 2019 IEEE 11th International Conference on 

Humanoid, Nanotechnology, Information Technology, 

Communication and Control, Environment, and Management ( 
HNICEM ), Laoag, Philippines, 2019, pp. 1-6, doi: 

10.1109/HNICEM48295.2019.9073385. 

[2] S. B. Nalawade and D. H. Gawali, "Design and implementation of 
blowfish algorithm using reconfigurable platform," 2017 

International Conference on Recent Innovations in Signal processing 

and Embedded Systems (RISE), Bhopal, 2017, pp. 479-484, doi: 
10.1109/RISE.2017.8378204. 

 

 

 

 

 

 

 

 

 

 

 

 

 

[3] H. Setiawan and K. Rey Citra, "Design of Secure Electronic 
Disposition Applications by Applying Blowfish, SHA-512, and RSA 

Digital Signature Algorithms to Government Institution," 2018 

International Seminar on Research of Information Technology and 
Intelligent Systems (ISRITI), Yogyakarta, Indonesia, 2018, pp. 168-

173, doi: 10.1109/ISRITI.2018.8864280. 

[4] M. A. Muin, M. A. Muin, A. Setyanto, Sudarmawan and K. I. 
Santoso, "Performance Comparison Between AES256-Blowfish and 

Blowfish-AES256 Combinations," 2018 5th International 

Conference on Information Technology, Computer, and Electrical 
Engineering (ICITACEE), Semarang, 2018, pp. 137-141, doi: 

10.1109/ICITACEE.2018.8576929. 

[5] S. Vyakaranal and S. Kengond, "Performance Analysis of 

Symmetric Key Cryptographic Algorithms," 2018 International 

Conference on Communication and Signal Processing (ICCSP), 
Chennai, 2018, pp. 0411-0415, doi: 10.1109/ICCSP.2018.8524373. 

[6] S. Varshney, T. Sudarshan and S. Khare, "Efficient Hardware 

Architecture for Amalgam of Blowfish and Rc6," 2017 International 
Conference on Current Trends in Computer, Electrical, Electronics 

and Communication (CTCEEC), Mysore, 2017, pp. 1126-1130, doi: 

10.1109/CTCEEC.2017.8455189. 

[7] I. A. Landge and B. K. Mishra, "VHDL based BLOWFISH 

implementation for secured Embedded System design," 2017 Third 
International Conference on Advances in Electrical, Electronics, 

Information, Communication and Bio-Informatics (AEEICB), 

Chennai, 2017, pp. 497-501, doi: 10.1109/AEEICB.2017.7972363. 

[8] T. K. Hazra, A. Mahato, A. Mandal and A. K. Chakraborty, "A 

hybrid cryptosystem of image and text files using blowfish and 
Diffie-Hellman techniques," 2017 8th Annual Industrial Automation 

and Electromechanical Engineering Conference (IEMECON), 

Bangkok, 2017, pp. 137-141, doi: 
10.1109/IEMECON.2017.8079577. 

[9] A. Chauhan and J. Gupta, "A novel technique of cloud security 

based on hybrid encryption by Blowfish and MD5," 2017 4th 
International Conference on Signal Processing, Computing and 

Control (ISPCC), Solan, 2017, pp. 349-355, doi: 

10.1109/ISPCC.2017.8269702. 

[10] A. Gaur, A. Jain and A. Verma, "Analyzing storage and time delay 

by hybrid Blowfish-Md5 technique," 2017 International Conference 
on Energy, Communication, Data Analytics and Soft Computing 

(ICECDS), Chennai, 2017, pp. 2985-2990, doi: 

10.1109/ICECDS.2017.8390003. 


